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# test proxy IP

ort requests

#E IR
targetUrl = "
# targetUrl = "http://test,abuyun,com"

# targetUrl = "https://www.taobao.com/help/getip.php"
# targetUrl = "http://proxy.abuyun,com/switch=ip"

# targetUrl = "http://proxy.abuyun.com/current=ip"

+tp1//httobin. ora/get"
ttpi//nttpbin.org/get

#httpREENRS SRR D
proxyHost = ° p=dyn.ab
proxyPort

g

#IKSHE
proxyUser
proxyPass =

proxyMeta = "http://%(user)s:%(pass)s@%(host)s:%(port)s" % {

' ¢ proxyHost,
‘¢ proxyPort,
' proxyUser,
' : proxyPass,

: proxyMeta,
: proxyMeta,

result - requests.get(targetUrl, proxies-proxies)
# result = requests,get(targetUrl)

("result=%s" = result)
fe=wc' = result, status_code)
© result. text)

MREFMFHEN, IEEN, SRIPEHRE:
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result--Response 200 -
result.status_code-200
result.text--

args": 1ir

result--Response 200 -
result,status_code-200
result,text=1{

origi 175.169.245.67",
result--Response 200 -
result,status_code-200
result.text=
"args": \."/’
gzip",
o]
o
origin”: "183,188.212.56, 183.188.212.56",
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183.188.212.563k B LA S <ia™ Bl

BRRBRTHE,
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N (PySpiderd) £HI:
requests.exceptions.HTTPError: HTTP 407: Proxy Authentication Required

HOEHIR

E 190424 17:53:40 base_handler:203 HTTP 4@7: Proxy Authentication Required
Traceback (most recent call last :

File

result self._run_task task, response
File

response.raise_for_status
File

raise http_error
requests.exceptions.HTTPError: HTTP 4@7: Proxy Authentication Required

mﬁ) FEE 0.0.0.0:6600/debug)
pyspider >

¢ "fetch": { m

"connect_timeout™: 100,

{}.

"text/html,application/xhtml+xml,application/xml;q=0.9,*/*;g=0.8",
i "gzip, deflate”,
"zh-CN, zh;g=0.9,en;q=0.8",
"Cache-Control”: "no-cache”,
"Connection": "keep-alive",
"Host": "www.dianping.com",
"Pragma": "no-cache”,
"Upgrade-Insecure-Requests": "1",
"User-Agent": "Mozilla/5.0 (X11; U; Linux x86 _64; zh-CN; rv:1.9.2.10) Gecko/20100922 Ubuntu/10.10 (maverick)
Firefox/3.6.10"
+e
"proxy”: "http:// : NO:I Ifhttp-proxy-t3.dobel.cn:9180",
"timeout”: 600
+
"process”:
"eallback": "testProxyCallback"”
+
"project”: " A"
"schedule”: ’
"taskid”: "60d2b3d297e5a27b0b71ledecT4adzbi”,
"url": "http://httpbin.org/get"
) <>

.

[E 190424 17:53:40 base_handler:203] HTTP 407: Proxy Authentication Required
Traceback (most recent call last):
File "/Users/crifan/.local/share/virtualenvs/crawle: SGCMRITS/1ib/python3. 6/site-packages/pyspids
result = self._run_task(task, response)
File "/Users/crifan/.local/share/virtualenvs/crawle: SGCMRITS/1ib/python3.6/site-packages/pyspidg
response.raise_for_status()
File "/Users/crifan/.local/share/virtualenvs/crawle: SGCMRITS/1ib/python3.6/site-packages/pyspidg
raise http error
requests.exceptions.HTTPError: HTTP 407: Proxy Authentication Required
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#! == encoding:utf-8 —k-
Lmport requests

#B R
targetUrl = "https://www.taobao.com/help/getip.php"

#httpRE R\ IR SS 8RithHLIR O
proxyHost = "=
proxyPort ImH™

Al

#KSER
proxyUser =
proxyPass -

proxyMeta = oo/
“hostt o oproxyHost,
¢ proxyPort,
. proxyUser,
: proxyPass,

proxies = -
“hoto ¢ proxyMeta,
' proxyMeta,

result - requests.get targetUrl, proxies-proxies)

print result.status_code
print result, text

Itz

https://github.com/abuyun/proxy-demo/blob/master/http-tunnel/http-
dyn/python/python3/urllib/proxy-demo.py


https://github.com/abuyun/proxy-demo/blob/master/http-tunnel/http-dyn/python/python3/urllib/proxy-demo.py

#| =k= encoding:utf=8 =x=
requests

# EipEBERIE

targetUrl

#targetUrl = "http://proxy.abuyun.com/switch=ip"
#targetUrl = "http://proxy.abuyun.com/current=ip"

# RIERSE
proxyHost
proxyPort

# RERERIEER

proxyUser
proxyPass
proxyMeta
proxyHost
proxyPort
proxyUser
proxyPass
proxies
proxyMeta
proxyMeta

resp requests get targetUrl, proxies-proxies
resp.status_code
resp. text
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» EER
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= Charles: downloadfile.crt

= mitmproxy: perm.crt
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o ShadowsockszE

= http
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= https
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= socksb5
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» PACEmIEE
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o TrojanzE
= Trojan-QT5 : Mac E4] Trojan-QT5 . Windows El{] trojan—-qt5.exe
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RIS ech {38
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= PAC 127.0.0.1:8070
» => BRETEAEIE
= SOCK5
= socks5://127.0.0.1:51837
s HTTP
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» PAC = BaftER = BapIE
= http://127.0.0.1:8070/proxy.pac
» MEBERIENFE
» IR
» FEEER > shiginrEeS
= Win
Trojan: On
i Trojan Ctrl+T

= 3
PAC &5 }

»
BESTE R
BEsEamigs
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BEHEE Telegram
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o EB4H

= Mac

+ @arc QB
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http://127.0.0.1:58591/
https://127.0.0.1:58591/
http://127.0.0.1:8070/proxy.pac

n %ﬁﬁ&ﬁﬁji?# Mac *U Win E’\]EBE

5% & Es9° @ = 100% B3

%M Trojan 8T

RN >
PAC #iz{ >
fRs58 >
BRSETRY >
RS8R A1 G

REHEEER
ShEBREGS FHI% Windows #3
2B ETF Telegram FHI Unix it

Ul
B

i local

= EINHNER

m Mac

HTTP_PROXY=http://127.0.0.1:58591

= Windows

HTTP_PROXY=http://127.0.0.1:1081

» WA
« BRMERARN, FREEET: WIANE
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requests

pythonBIM & EErequests Fhlproxy{t I

HIfR: WBRECKRELER. LAY varayy FRIE:
EiRmEa

4% E
K @ rq

Wi EIE(D) MEAER(T) HE(E)
900 AR E

= | F#SocksSiit 127.0.0.1
Fi#bSocksSO 1080

FHttpit  127.001

A b Httpi O 1087

0
0

g | FEPACHME  127.001
o K#PACMO 8070

Cancel m I

(A CE
448 (SARWordPressHIRESTHapift i) W&KERIN_LAIER:

cfgProxies

resp - requests.post
createPostUrl
proxies-cfgProxies
headers-curHeaders
json-postDict

HIEIR

PySpiderd{EF ({12



TEHRAEZRPYSpiderAEBARIZE requests , HIRERENAR, R EFrequests
—#7,

PySpiderfix & 7 £ HAIAHE:

### dobel ZME IPRE
#httpRIBIEANBSSRHO

ProxyHost

ProxyPort

#KSEE

ProxyUser

ProxyPass

ProxyUri
ProxyHost
ProxyPort
ProxyUser
ProxyPass

BaseHandler
crawl_config

ProxyUri

ZIGH self.crawl IEEAAurl, EITTA_ELLAMIRIET .,
Hrh ProxyUri BiXf:
http://YourUserName:YourPassword@http-proxy-t3.dobel.cn:9180
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git

git o0 IR HNIE

. i“{;ﬁﬁ:
config --global http.proxy socks5://127.0.0.1:51837
config —-global --unset http.proxy

. ‘Iiﬁ

o gitFRARIMNIRE, HANXXRY, IGATRY, RBEIXEORE
o REEEMZAYSCIN, LEALERIRE XS T GitHubRY
» ERMIRENE
m  git config ——global http.https://github.com.proxy
socks5://127.0.0.1:1086
m  git config ——global http.https://github.com.proxy
socks5://127.0.0.1:51837
s M git clone NERS, FATUALRELI TEHINET
m git clone https://github.com/appium/WebDriverAgent.git
» ARBEEIUENE
= git config ——global —-unset http.https://github.com.proxy
o JiBA
o REWNMY
» ATBUELIRRY sockss://127.0.0.1:1086 MAREMMIMNAIRIE, L
20 http A9 http://127.0.0.1:1086
o HIBiRNO
» ERIROZ: 1086
» MRENIHRORZ1086, FHICHEERME CHRIENIKRO
o BEEIHIGHNNIERE
o [ERAIIAAS
= cat ~/.gitconfig
» EESRIERMNIRE, B
» EFRBNMER:
» ERETAE

http
proxy socks5://127.0.0.1:1086

» EECHTHE
s ERE|httpEB 5 BproxyFER

L[oithNCIB(EROS

error: RPC failed; curl 35 LibreSSL SSL_connect
WMRgit FEHIRE

error: RPC failed; curl 35 LibreSSL SSL_connect



AAZIRTLR, ST .
tegn, ZRDN@RIEILR, git THEIRE T

=~ temp clone https://github.com/fcamblor/oh-my-zsh-agnoster-fcamblor.git
Cloning into 0

error: RPC failed 35 LibreSSL SSL_connect: SSL_ERROR_SYSCALL connecti
fatal: the remote end hung up unexpectedly

» temp clone https://github.com/fcamblor/oh-my-zsh-agnoster-fcamblor.git
Cloning into

remote: Enumerating objects: 136, done,

remote: Total 136 (delta @), reused @ delta @ , pack-reused 136

Receiving objects: 100% (136/136,, 1.14 MiB 741,00 KiB/s, done.

Resolving deltas: 100% 59/59 , done.

LR B RCIERS SR TR, MEZH TR (FZR) , MXEFT.

AyELurn AR, A3 B —Lurl ARE
tban: R3S github AR, XS gitee AR
EREREN:

http

proxy socks5://127.0.0.1:1086
http

proxy
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pip
WREMpip THRIE, TUEZEMRIE, RS THRE:

piplEXMIGETRIAE, DRSS THER

tapiplafthy. BXBINNICER, RIBAR —proxy proxy_address

BIRIAIE:
pip ——proxy http://127,0.0.1:1087 pandas
FREZEI:
pip —--proxy http://127.0.0.1:1087 requests pyyaml uiautomator2 seleniu
pip ==proxy http://127.0.0.1:1087 --upgrade pandas--0.24.2
pip ——proxy http://127.0.0.1:1087 pocoui

Mac/WindowsH48pipiRIIE B IR, Ui

e AR Y

= FEERE

MTrojanE FifmsREEIREBG LG, FIBT:

¢ Windows
HTTP_PROXY-http://127.0.0.1:1081
HTTPS_PROXY-http://127.0.0,1;:1081
ALL_PROXY-socks5://127.0.0.1:1080

e Mac/Linux

HTTP_PROXY-http://127.0.0.1:58591

HTTPS_PROXY-http://127.0.0,1:58591
ALL_PROXY=socks5://127.0.0,1:51837

W RE - MR ERA
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Android Studio

#8android studiopiftIE

LG GG ESOLIG File Edit  View

Preferences...

&N PACEHNIE:

e Appearance & Behavior -> System Settings -> HTTP Proxy -> Auto-detect
proxy settings :
o ’@ﬁ © Automatic proxy configuration URL
s {EA: http://127.0.0.1:8070/proxy.pac

HTTP Proxy

http://127.0.0.1:8070/proxy.pac

HTTP Proxy
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gradle

android studiofZ5gradleii{{IE

F£R 7 Android Studio, 3¥4E (0@ T EIXEGradlefI{{IE:

in the f

HApy:

e HTTP
o host
o No proxy for
o Proxy authentication
= Login
= Password
e HTTPS
o host
o No proxy for
o Proxy authentication
= Login
= Password

FAE, HXMENNE:

o gradleEM
o Accessing the web through a HTTP proxy

FRIREIAY:

o Configuring an HTTP proxy using gradle.properties

Port nun



https://docs.gradle.org/current/userguide/build_environment.html#sec:accessing_the_web_via_a_proxy

systemProp.http.proxyHost-www.somehost,org
systemProp.http.proxyPort-8080
systemProp.http.proxyUser-userid
systemProp.http.proxyPassword-password
systemProp.http.nonProxyHosts *.nonproxyrepos.com localhost

#:

e Configuring an HTTPS proxy using gradle.properties
systemProp.https.proxyHost-www.somehost.org
systemProp.https.proxyPort 8080
systemProp.https.proxyUser-userid

systemProp.https.proxyPassword-password
systemProp.https.nonProxyHosts-*.nonproxyrepos.com localhost

M RAEBME systemProp FHY http F https BY

e proxyHost
e proxyPort

MREBHRINE, BEE:

e proxyUser
e proxyPassword

IR B ML FRAur TR A R RRTE, AT DAANE:
e nonProxyHosts
mittét, BEZF/MIgradlef A LAE, AINEFIEXESNERE, ME:

o gradlelIE=REEXH
o HBIAF TEM gradle.properties H
s Linux%& (Linux/Mac%)
= $HOME/.gradle/gradle.properties
= Win%k

m suserprofile%\.gradle\gradle.properties

AEPIN N VEE, tE:

systemProp.http.proxyHost-127.0.0.1
systemProp.http.proxyPort-58591
systemProp.https.proxyHost-127.0.0.1
systemProp.https.proxyPort-58591

7
Erhtb4baproxyHostfIproxyPort, ZF 14 Trojan FIIEELE,
(ATBATE Trojan-oms IREREER, FMKE shigmrEss PIEINHR)
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rsync

LarsyncHNfCIENNE, BIRTLA@IE arsynciNfUIE, SCINIRXHRES EERERE,
BELEHE:
o IIIRZH]

o sshpass -f
/Users/crifan/dev/dev_root/gitbook/gitbook_src_root/common/config/depl
oy/deploy_server_password.txt rsync -avzh --progress --stats --delete --
force
/Users/crifan/dev/dev_root/gitbook/gitbook _src_root/generated/books/an
droid_app_security_crack/release/android_app_security_crack
root@149.28.136.189:/data/wwwroot/book.crifan.com/books

o MREZRE

o sshpass -f
/Users/crifan/dev/dev_root/gitbook/gitbook_src_root/common/config/depl
oy/deploy_server_password.txt rsync -avzh --progress --stats --delete --
force -e "ssh -0 'ProxyCommand nc -X 5 -x 127.0.0.1:51837 %h %p' -
o ServerAlivelnterval=30 -o ServerAliveCountMax=5"
/Users/crifan/dev/dev_root/gitbook/gitbook_src_root/generated/books/an
droid_app_security_crack/release/android_app_security_crack
root@149.28.136.189:/data/wwwroot/book.crifan.com/books

o -e, ——rsh=COMMAND
= specify the remote shell to use
= ssh -0 'ProxyCommand nc -X 5 -x 127.0.0.1:51837 %h %p' -0
ServerAliveInterval=30 -o ServerAliveCountMax=5
e ssh
o -0 option
= Can be used to give options in the format used in the configuration
file. This is useful for specifying options for which there is no
separate command-line flag. For full details of the options listed
below, and their possible values
= ProxyCommand
e nc -X 5 -x 127.0.0.1:51837 %h %p
o ZEEE
m X proxy_version
= Requests that nc should use the specified protocol when talking
to the proxy server. Supported protocols are "4" (SOCKS v.4),
"5" (SOCKS v.5) and "connect" (HTTPS proxy). If the protocol
is not specified, SOCKS version 5 is used.
m  -x proxy_address[:port]
= Requests that nc should connect to hostname using a proxy at
proxy_address and port. If port is not specified, the well-known



port for the proxy protocol is used (1080 for SOCKS, 3128 for
HTTPS).
o BHEN
= X5
» SOCKS 5iR MY
» AR ESOCKSSEE (REhttpfLiE)
= -x 127.0.0.1:1080
» REMNEANIROZ: 127.0.0.1:1080
= %h %p
s NWIZENNZE: [hostname] [portls]]
= DAIRR:
s shost : HETEANL host ?
= %p ¢ HAEHDO port ?
e ssh_config
o BHIEE
= ServerAliveInterval
= Sets a timeout interval in seconds after which if no data has
been received from the server, ssh(1) will send a message
through the encrypted channel to request a response from the
server. The default is 0, indicating that these messages will not
be sent to the server.
m  ServerAliveCountMax
= Sets the number of server alive messages (see below) which
may be sent without ssh(1) receiving any messages back from
the server. If this threshold is reached while server alive
messages are being sent, ssh will disconnect from the server,
terminating the session. It is important to note that the use of
server alive messages is very different from
TCPKeepAlive(below). The server alive messages are sent
through the encrypted channel and therefore will not be
spoofable. The TCP keepalive option enabled by
TCPKeepAlive is spoofable. The server alive mechanism is
valuable when the client or server depend on knowing when a
connection has become unresponsive.
= The default value is 3. If, for example, ServerAlivelnterval (see
below) is set to 15 and ServerAliveCountMax is left at the
default, if the server becomes unresponsive, ssh will disconnect
after approximately 45 seconds.

= ServerAlivelnterval=30
» BIRZE30P
m  ServerAliveCountMax=5

= RZ5X
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SecureCRT

28SecureCRTHIsshinfCHE

H=: FSecureCRTHsshE RIRIFIZFZHICentOSHIVPSRSS 2%
BREEXNIET, MKRE: BRIEXKT, BAGTRNKIET
7 EERELASecureCRTHsshil £ (R1Z EWRY) 3E, RSHRIRE.
SSMAR: @EiTIFirewallSEHsshiproxyftIE

RiASR:

LEAMEZEELE 2BiE = Global Options

| securecrt_global_options

mEfRE.

miiAdd

|g.securecrt_firewall_add

SEHITIENE:  FirewallPropertiesDialog

| securecrt_firewallpropertiesdialog

B Type BY Generic/Telnet Proxy , HINEZFIEIN, LEAMNERE sockss version

5(no authentification)
| securecrt_proxy_type_socks5_no_auth
RERN socks BITHIX, BFTAFREBHIILE.

LEALFRRIEIRIMNE P im R CIEEC & - ezl (CIERAIRERE T CIBECE,
Eban:

HTTP_PROXY=http://127.0.0,1:58591 HTTPS_PROXY-http://127.0.0.1:

L EE E M EEERES

o Name :: [EEENEF

o EbE#: ‘tlocal_sockss
e Type : SOCKS version 5 (no authentication)
e Parameters

o Hostname or IP : 127.0.0.1

o Port . 51837

|_securecrt_fill_proxy_config
BRiE ok, EIANREIRIEECETIZR:
| o= securecrt_added_proxy_list

BYRIEHAIRY session Options


http://book.crifan.com/books/web_transfer_proxy_tech/website/got_proxy/science_proxy/client_config.html

| securecrt_current_session_options
tt4bFirewall @7k &, JTiEEER
|#_securecrt_firewall_gray_no_edit
FRUARZ A AW ERE, BRMEW
|_securecrt_session_diconnect

AR, firIDARIEIZENIFTEAIFirewall: local_sockss
|osecurecrt_firewall_select

BI ] R IHIR B A K=t b A28 -
|o_securecrt_firewall_proxy
REBERARTHERING, FoFWm7T:
|o_securecrt_input_cmd_smooth
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B
SRR ENEZE, TEE:

o FEH#
o FRAREFRIERS
« tbfn
s MacHiEfT T mitmdumpfRIEARS
= MacH3$TF 7 Charlesir{4
o ZNEHAEIENAIIPHELE

EERSRENMIP

Eegoin (FNF) REAEZR, FENNAOREIPHIHEZEPCIHFENM
i.IJ:o

FINEEEEE LRI ENAIPHELL,

MacH&EE B CHIPHILEAI S X eI AR &G <17

crifanli@crifanlideMac O ~ O 192,168
inet 192,168.17.128 netmask Oxffffff@@ broadcast 192.168.17.255

HAa[AEE, MacHBIWIFiMEHIPE:

192.168.17.128
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Android

LN BN a8 Android FAL R MIWIFIRIR B,
SR HEAWIFIHED, FRAE, HARERERER, 89,
tean:
o ERHZ6S
A= h 5 16:29
_guest

DU ZEn

[,

e ARG I

e

ESHEENS

192.168.31.46

ARS8 im 0

8081

MHLA TR SR U

EViE =

4 O O

o HTMIL
o HIg: RE->TENE->SHRERERBENWIi->SRIZE
o WIiFIRIEEEEE
« RE: Fa@
» IR ECharles IR IBELE :



BN (=zf R
o RIBARSZEENR: 10.108.129.57
» RIBRRSBIHO: 5678
)
By 18:22 O = .l &

¢ toze SRigE
Fh
RERSBENA 10.108.129.57 »

R AR 5548 0% 1

X LT A E A >

HTESEM HTTP ({2, BHUtNATEFSER

#2755 1P Hbht
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MSEMERMAHE

i0S
FENE, WALEOSKIPhonerh, RERIE,

iPhone P LAWIiFiig &R IN{CIE

MIgEH:

EiEs = F41:45 @ 4 % 947 )
~JL
KB

FiX

Apple 1D, iCloud, iTunes 5 App Store

YTt

5 H
) azsams %
EED

&) &x
ar LT
R e

REXNAIWIF, HATLBEN:

63



MSEMERMAHE

EiEE = FF1:45 @ < % 94% )

gl Wi-Fi

Wi-Fi ‘[:)

HEENFE..
ChinaNet- a = ()
DIRECT- a = ()

a = ()

Hh...

8 2 & AL (L

BEDMADHME. NRRECHRME, GO

F Nk,

AEHEIRIWIF, HAWIRTEIEDT,

ZRIAZE HTTPRE>ERERE: %7

64



MSEMERMAHE

RS = T51:46 @ - % 94% ()
& Wi-Fi
5 IN C @
IPva ik
Bofi 1P Bzh
IP ith ik 10.108.132.107
F S 255.255.254.0
el 10.108.132.253
4538
DNS
fic & DNS Bzh
HTTP {£18

RE e % |

RLEERE, #ANRET:

65



kiEE = F5F1:46 @ < % 94% )

< EEtE

M oEm, B mes . Bo . $E FRADC



LR

TS + T&F1:46 @ < % 94% (-

< EERE

=k

AR5 23
i O
£E

REWANNNNEEEES:

67



MSEMERMAHE

RS = FF1:47 @ < % 93% )
< EERE
*H)
Fzh v
=k
AR5 238 10.108.133.175
i 0 5678
1 s 3
4 5 6
F4 8 9
POQRS TUY WXYE
0 <)

BRibh Lan =,

68

BIRIfRFHIRE E—TT,

2D merE BT F ¢



LR

EiEE = F5F1:47 @ -7 % 93% ()
& Wi-Fi
5 IN C @
IPva tthik
Bol IP B&h
IP ith ik 10.108.132.107
F S 255.255.254.0
hiadzaf 10.108.132.253
Lok
DMNS
Bic# DNS Boh
HTTP {£18
BcECE Foh

BIRREFHREFRET.
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S Him

Mac/WindowsZ A i all{a{E A= LMk
T HHE

E==—]
B>

win104 BpythonBpipEZLkE, EBREEXNIE:

C:\ti-python -m pip -=-upgrade pip
Collecting pip
Downloading pip-20.2.4-py2.py3-none-any.whl (1.5 MB
[ ] 153 kB 5.4 kB/s eta 0:04:12

C:\ti»python -m pip install --upgrade pip
WARNING: Retrying (Retry(total=4, connect=None, read=Mone, redirect=MNone, sta
nectionPool (host="pypi.org’, port=443): Read timed out. (read timeout=15)")":

Collecting pip
Downloading pip-28.2.4-py2.
|
FAIMEZRALEASKER/MAIE, IRSpipAI THERE,

S5, UL EMBIMERENNESANRENTR, A ENNIE,

IR RE

ARFETMNEPIRANAELE - MR (CERARRANERES, T
E T AN ERE

o BERBIEE: IREIINIAY HTTP_PROXY . HTTPS_PROXY . ALL_PROXY IfIBZITE

o RSN

o Mac / Linux
. B Terninal B, BT LAGS
» BBITRMIBTT

HTTP_PROXY=http://127.0.0.1:58591 HTTPS_PROXY

v 3 BTOANBIT

HTTP_PROXY=http://127.0.0.1:58591
HTTPS_PROXY-http://127.0.0.1:58591
ALL_PROXY-socks5://127.0.0.,1:51837

o Windows
v FELE (LinuxEMRZHR)  export 208 (WindowsHigEIFE
TER) set, BERGITHNHS
HTTP_PROXY-http://127.0.0.1:1081

HTTPS_PROXY-http://127.0.0.1:1081
ALL_PROXY-socks5://127.0.0.1:1080
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= E
» WindowsHIAHIANZEEERIRE, FIINA
HTTP_PROXY

HTTPS_PROXY
ALL_PROXY

= WindowsHEUH I
n set AEE
HTTP_PROXY

HTTPS_PROXY
ALL_PROXY

= 3§ unset

unset HTTP_PROXY
unset HTTPS_PROXY
unset ALL_PROXY

o AERBEMENX
o HTTP_PROXY : FRARY nhttp AUTEREBAALLAIE http://127.0.0.1:58501
o HTTPS_PROXY : FTEH nttps AVIEKARFALLACEE http://127.0.0.1:58591
o ALL_PROXY : FTERY. HEIMMEIEREIBEILLA
¥ socks5://127.0.0.1:51837

IRIEFRBR

Ja4EPythonpip
python -m pip install —--upgrade pip
BIeTEzhA LR, LI TEINE.

LEAMRIRBAE, MERIARIpYpilIE M T HESHFRIRE, MZAEIM 5.4 kB/s T
AINFER 104 kB/s , RIRFITRTET

C:\ti-python -m pip --upgrade pip
Collecting pip
Downloading pip-20.2.4-py2.py3-none-any.whl (1.5 MB
I 1.5 VB 104 KB/s
Installing collected packages: pip
Attempting uninstall: pip
Found existing installation: pip 20.1.1
Uninstalling pip-20.1.1:
Successfully uninstalled pip-20.1.1
Successfully installed pip-20.2.4

C:\ti»python -m pip install --upgrade pip
Collecting pip

Downloading pip-28.2.4-py2.py3-none-any.whl (1.5 MB)
| 1.5 MB 184 kB/s
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Mac

MacHRIWIFi P45 F10 53 2% B s U

HEMTrojanFEFim, SEMRZ EN/G

o MacHMIWIFINZ, BNt TREBEE:
o BnIPACHIE

= Wi-Fi

wi-Fi  TcPip  DNs  wins  so21x [EC

HEEFE— TR RIERE S
BHENE IR URL: [hltp:,’j‘l2?,0.0.‘\‘.BO?Dfproxy,pac]

| v swfEer

- R EH R ST T SEHEIIRH (pac) PRI
W (RTTP) sF, R LTSN E A
LEMALE (HTTPS)
FTP 218
SOCKS K&
HICE (RTSP)
Gopher {438
FEFEERENSR
BEREEENSEAAIZSE:
{E R HED FTP = (PASV)
? HH oF

» BpfUERE
s http://127.0.0.1:8070/proxy.pac

AEMacH, fFEEASafari/Chromeilitzs EW, ENTT B LR, TR E
MW7,
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brew
MacH B ZEIGHY AR LGbrewIR, NTTUERIFIREEFETE ALL_PROXY :

ALL_PROXY-socks5://127.0.0.1:1086

JEE{ER brew BY, BT BEEIA LA, STIINERTET .
AR

o IHLALFERIE ssr B sockss FIMCIE, ZAIAIROE 1086 ,
o fREIMNIRIEECEERRECHRIBEER.
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)R

QQiX % 2%

win105R£5QQi si 23N B sh U3
RIERE
ggbrowser://settings/settings-advanced

-) W B IERRS (R E

i =3 G Google W EE—F. RS

G Google

7 qgbrowser;//settings/settings-advanced

Soogle coid # EE—T, s [ @ sing BE - @ vMwarestittlz [ EmacosEtils Bl 15 Mac wagzet Bl T macos 41 3

EHfiRE ireeE FEROMEE SR Z2iRE

FIHEERS (NRERSNEE, FIEE)

QOMESESEREH BN ESRERTEREIME,

ey
ExaEREsaE.
V| =PEmeneE, SErFNnEs
EFER EERAR:  C\Users\ AAppDataiLocalTencent\QQB | EH.
ESEnssTEey, Byssas s
V| EEEEsE RN, SESEEE
@ Inte <
s =2 B ORE =B BF =R yE=- @ vvmwarestiils B EmacosEiils Bl # Mac Sagi
i o e sz, BaaE BEL) @ BEALANEE b
) ) =S
ESHESRREAE SUEESESTVAE. ERREATIAE, BUASUES.
D).
[ Smemasm)
I VPN(P)... SR SEsEs)
ﬂ".F%{le HHR) ‘http:,’ﬂ27‘0‘0.1:8070/pmxy‘pac
NESHEEEEKERSS, SR 2B REESS
0% LAN ERHERSEEL S EARTHE VPN S8
127.0.0.1 58591 =R(0)
T A R R 2 e
BERLANES
LAN BEFUBISSES, CTHSEE, B | EEREED | Bie
s A,
Googh

BXRAE: WIFINSZEERER, BEQQIERTTIE LM



o RE: REBAEER G
o BBRDE FiEAE, IR EN
o BAALRE: QQLaE-) RE-) BR-) ME-) BRERSFRE-)
(RZERY) InternetiEit-) Eix-) BEMLANIRE-) BEMIRE-) {E
ARS5E8-) BUHDIE: ALANERNIEMRSEE-) HE
o JE:
» ZHTB ORI G Trojan, TNMERBER), EEFBIX
], EAFIMMQQR 25 ERMEY,
o WEAEARENE, BT4ERF, 8REG, QI X7 ILANRZEHK
B, SHIELW
o FRDARAIRE: RAD
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