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X86
X86
ASM
MASM
TASM
OPTASM

Intel	8086

Intel	8086

117
6

MOV/XCHG PUSH/POP LEA

ADD/ADC/INC SUB/SBB/DEC/CMP/NEG MUL/IMUL DIV/IDIV

AND/OR/XOR/NOT/TEST

JMP/JCC/LOOP CALL/RET INT	n

NOP

MOV	XCHG	PUSH	POP	LEA
MOV

XCHG

PUSH
PUSH

Push	r16/m16/seg	 1.	SP<-SP-2	2.SS:[SP]<-r16/m16
POP

PUSH
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	ADD/ADC/INC	,	SUB/SBB/DEC/NEG/CMP
	MUL/IMUL	,	DIV/IDIV
	CBW/CWD	,	DAA/DAS	,	AAA/AAS/AAM/AAD

ADD
ADD

ADD

ADD	reg,	imm/reg/mem	reg<-reg+imm/reg/mem
ADC

ADC CF
ADC
ADC ADD

ADD	reg	,	imm/reg/mem
ADC	mem	,	imm/reg
INC

1
CF

INC	reg/mem	reg/mem<-reg/mem+1
SUB

SUB	reg	,	imm/reg/mem	reg<-reg-imm/reg/mem
SBB

SBB CF

SBB SUB
SBB	reg	,	imm/reg/mem	reg<-reg-imm/reg/mem-CF

DEC
DEC 1
DEC	reg/mem	reg/mem<-reg/mem-1
INC DEC

NEG
NEG 0

1
NEG 0 SUB
NEG	reg/mem	reg/mem<-0-reg/mem

CMP

SUB
CMP	reg	,	imm/reg/mem	reg—imm/reg/mem
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ADD( )

ADD	des	,	src	des<-des^src
OR( )

OR	dest	,	src	dest<-destv	src
XOR( )

XOR	dest	,	src
NOT( )

0 1 1 0
NOT	reg/mem

TEST( )

SHL( )
SHR( )
SAL( )
SAR( )

ROL( )
ROR( )
RCL( )
RCR( )

JMP/JCC/LOOP CALL/RET INT	n/IRET	
LOOPZ/LOOPNZ	INTO

JMP
JMP	label

label

JMP
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CS IP CS IP
CS IP

JCC
Jcc	label

IP<-IP+8

cc label

label IP -128~+127
Jcc

16 3

LOOP
LOOP	label

CX

4
CALL	label 	
CALL	r16/m16
CALL	far	ptr	label
CALL	far	ptr	mem

CALL
RET

= INT

INT	i8

IRET
INTO
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CPU

NOP

NOP	CS SS DS ES

NOP
NOP

NOP
NOP

LOCK	HLT	ESC	WAIT

NOP XCHG AX 90H

CS
SS
DS
ES

CPU

segment ends

segment ends
segment

	segment
ends

	ends

end ends
end

end

ends
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X86
8086	CPU 14 16 32 64 16

14 AX	BX	CX	DX	SP	BP	SI	DI	IP	FLAG	CS	DS	SS	ES

AX BX CX DX
AX
BX
CX
DX

SP BP
SP
BP

SI DI
SI
DI

IP
FLAG

CS
DS
SS
ES

x86-64	

x86-64	 16 64

rax rbx rcx rdx esi edi rbp rsp r8 r9 r10 r11 r12 r13 r14 r15

rax

rsp

rdi rsi rdx rcx r8 r9 	OC	 	rdi	 	self rsi
	cmd

rbx rbp r10 r11 r12 r13
r14 r15
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ARM	
ARM

32 	arm
64 	arm

32 arm

r0-r3 	OC	 	r0	 	self r1	 	cmd
32 	bit 	r0	

r4-r6,
r8,
r10-
r11

r7 (Frame	Pointer) (stack	frame) (link	register 	lr)

r9

r12 IP	 (intra-procedure	scratch)

r13 SP	 (stack	pointer)

r14 LR	 (link	register)

r15 PC	 (program	counter)

CPSR (Current	Program	State	Register) 	condition	

arm64

arm64 	r0	-	r30	 31 PC	 64
	x0	-	x30	 64 	w0	-	w30	 32

x0–x7 8 	x0	

x29 (Frame	Pointer) (stack	frame) (link	register 	lr)

x31 SP	 (stack	pointer) 	zero	register

x30 LR	 (link	register)

CPSR (Current	Program	State	Register) 	condition	
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Windows
Windows

Windows
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win32
PE

exe

Windows
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Windows
Windows Windows

Windows

Win98 WinXP Vista Win7 Win10
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SafeSEH
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ASLR
 !3,2 

=	 !ÄÄÒÅÓÓ 3ÐÁÃÅ ,ÁÙÏÕÔ 2ÁÎÄÏÍÉÚÁÔÉÏÎ =  

ASLR
stack

 !3,2 =

=	 ASLR PE

 ÓÈÅÌÌÃÏÄÅ 

ASLR
 ,ÉÎÕØ 

 &ÒÅÅ"3$ 

 7ÉÎÄÏ×Ó 

 0%  )-!'%ʍ$,,ʍ#(!2!#4%2)34)#3ʍ$9.!-)#ʍ"!3%  !3,2 

 Ƴ$9.!-)#"!3% 

 6ÉÓÕÁÌ 3ÔÕÄÉÏ 

ASLR
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 Ƴ$9.!-)#"!3%ƙ./ 

 ,ÉÎÕØ 

 7ÉÎÄÏ×Ó 

ASLR

PEB/TEB

ASLR
 0)% 	vs	 !3,2 

 ,ÉÎÕØ 

 0)% = 0ÏÓÉÔÉÏÎƜ)ÎÄÅÐÅÎÄÅÎÔ %ØÅÃÕÔÅ =  

( ƚÄÁÔÁ 	 ƚÂÓÓ )
ASLR

 ,ÉÎÕØ  !3,2 + 0)% 	==	 7ÉÎÄÏ×  !3,2 

ASLR

ASLR
ASLR 	  2/0 

 'ÁÄÇÅÔ  !3,2  'ÁÄÇÅÔ 	
 /$  /ÌÌÙ&ÉÎÄ!ÄÄÒ ASLR

 (ÅÁÐ3ÐÒÁÙ 

 (ÅÁÐ3ÐÒÁÙ  3ÈÅÌÌ#ÏÄÅ  ʣØʣ#ʣ#ʣ#ʣ# 

	  (ÅÁÐ3ÐÒÁÙ  2/0  $%0 

 !3,2  	  (ÅÁÐ3ÐÒÁÙ  3ÈÅÌÌ#ÏÄÅ 

 ʣØʦʧʨʩʪʫʬʭ  ʪʫʬʭ  ÍÅÍÃÐÙ 

 ʣØʦʧʨʩʣʣʣʣ ʊ ʣØʦʧʨʩ&&&& 

 ÓÔÒÃÐÙ  ÓÔÒÃÐÙ  ʣØʣʣ  ʣØʦʧʨʩʪʫʬʭ 

 ʣØʦʧʨʩʪʫʣʣ  ʣØʦʧʨʩʣʣʣʦ ʊ ʣØʦʧʨʩʣʣ&& 

 #ÏÏËÉÅ 

ASLR
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Java	Applet	Spray
Java	Applet PAGE_EXECUTE_READWRITE HeapSpray

( NOP) ShellCode 	
HeapSpray Applet 100MB HeapSpray 1GB

JIT	Spray
JIT	(Just	In	Time	Compilation)	 Python 	ActionScript

XOR Flash	VM
Xor

Tombkeeper CanSecWest	2013 SharedUserData
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CFG
 #&' 

= #ÏÎÔÒÏÌ &ÌÏ× 'ÕÁÒÄ =  

CFG

Windows
 ź2ÁÉÓÅ&ÁÓÔ&ÁÉÌ%ØÃÅÐÔÉÏÎ 

 -ÉÃÒÏÓÏÆÔ 6ÉÓÕÁÌ 3ÔÕÄÉÏ ʧʣʦʪ 

 ƳÇÕÁÒÄƙÃÆ 

CFG
 ÄÕÍÐÂÉÎ 

 ÄÕÍÐÂÉÎ ƳÈÅÁÄÅÒÓ ƳÌÏÁÄÃÏÎÆÉÇ ÔÅÓÔƚÅØÅ 

 'ÕÁÒÄ 

CFG
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DEP
 $%0 

= $ÁÔÁ %ØÅÃÕÔÉÏÎ 0ÒÅÖÅÎÔÉÏÎ =  

 %)0 

->	
DEP

Data	Execution	Prevention
WinXP	SP2

    

 Ƴ.8#/-0!4 

 Ƴ.8#/-0!4ƙ./ 

DEP
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DEP

DEP

DEP
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 $%0 

 $%0  -ÉÃÒÏÓÏÆÔ

7ÉÎÄÏ×Ó 80 3ÅÒÖÉÃÅ 0ÁÃË ʧ  7ÉÎÄÏ×Ó  $%0 

 $%0  #05  .Ï Å8ÅÃÕÔÅ =  

 #05  $%0 Windows	
 $%0 

 $%0  !3,2 

 ÓÈÅÌÌÃÏÄÅ  2/0 

 2/0 

= 2ÅÔÕÒÎ /ÒÉÅÎÔÅÄ 0ÒÏÇÒÁÍÍÉÎÇ 

 2ÅÔʧ,ÉÂÃ 

 2/0  'ÁÄÇÅÔ 
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GS
 '3 

= "ÕÆÆÅÒ 3ÅÃÕÒÉÔÙ #ÈÅÃË =  

 3ÔÁÃË ÃÏÏËÉÅ 

 3ÅÃÕÒÉÔÙ #ÏÏËÉÅ 

 /$  )$!  3ÅÃÕÒÉÔÙ #ÏÏËÉÅ 

 '3 ÃÏÏËÉÅ ÐÒÏÔÅÃÔÉÏÎ 

 '3 ÓÅÃÕÒÉÔÙ ÐÒÏÔÅÃÔÉÏÎ 

 ÂÕÆÆÅÒ ÏÖÅÒÒÕÎÓ 

Windows

IDE  6ÉÓÕÁÌ 3ÔÕÄÉÏ 

 -36# #ÏÍÐÉÌÅÒ 

 '3 

 Ƴ'3 

VS GS

 Ƴ'3Ɯ 

 ÓÔÒÉÃÔʍÇÓʍÃÈÅÃË 	pragma

 ʢÐÒÁÇÍÁ ÓÔÒÉÃÔʍÇÓʍÃÈÅÃËƽ ǁ ÐÕÓÈƗ ǂ ǅ ÏÎ ƴ ÏÆÆ ǆ ƾ 

 ʢÐÒÁÇÍÁ ÓÔÒÉÃÔʍÇÓʍÃÈÅÃËƽ ÐÏÐ ƾ 

    ƳƳ ÐÒÁÇÍÁʍÓÔÒÉÃÔʍÇÓʍÃÈÅÃËƚÃÐÐƳƳ ÐÒÁÇÍÁʍÓÔÒÉÃÔʍÇÓʍÃÈÅÃËƚÃÐÐ
    ƳƳ ÃÏÍÐÉÌÅ ×ÉÔÈƙ ƳÃƳƳ ÃÏÍÐÉÌÅ ×ÉÔÈƙ ƳÃ

    ʢʢÐÒÁÇÍÁÐÒÁÇÍÁ ÓÔÒÉÃÔʍÇÓʍÃÈÅÃËƽÏÎƾ ÓÔÒÉÃÔʍÇÓʍÃÈÅÃËƽÏÎƾ

    ÖÏÉÄÖÏÉÄ  ǉǉǉǉ  2ÅÖÅÒÓÅ!ÒÒÁÙ2ÅÖÅÒÓÅ!ÒÒÁÙƽƽÖÏÉÄÖÏÉÄ  ǉǉǉǉÐ$ÁÔÁÐ$ÁÔÁƗƗ

GS
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                      ÓÉÚÅʍÔ Ã$ÁÔÁ                      ÓÉÚÅʍÔ Ã$ÁÔÁƾƾ
    ǅǅ
            ƳƳ ǉǉǉ 4ÈÉÓ ÂÕÆÆÅÒ ÉÓ ÓÕÂÊÅÃÔ ÔÏ ÂÅÉÎÇ ÏÖÅÒÒÕÎƞƞ ǉǉǉƳƳ ǉǉǉ 4ÈÉÓ ÂÕÆÆÅÒ ÉÓ ÓÕÂÊÅÃÔ ÔÏ ÂÅÉÎÇ ÏÖÅÒÒÕÎƞƞ ǉǉǉ
            ÖÏÉÄÖÏÉÄ  ǉǉÐ2ÅÖÅÒÓÅÄÐ2ÅÖÅÒÓÅÄǁǁʧʣʧʣǂǂƘƘ

            ƳƳ 2ÅÖÅÒÓÅ ÔÈÅ ÁÒÒÁÙ ÉÎÔÏ Á ÔÅÍÐÏÒÁÒÙ ÂÕÆÆÅÒƳƳ 2ÅÖÅÒÓÅ ÔÈÅ ÁÒÒÁÙ ÉÎÔÏ Á ÔÅÍÐÏÒÁÒÙ ÂÕÆÆÅÒ
            ÆÏÒÆÏÒ  ƽƽÓÉÚÅʍÔ Ê ÓÉÚÅʍÔ Ê ˮˮ  ʣʣƗƗ É  É ˮˮ Ã$ÁÔÁ Ã$ÁÔÁƘƘ É  É ƘƘ  ƜƜƜƜÉÉƗƗ  ˩˩˩˩ÊÊƾƾ
                    ƳƳ ǉǉǉ 0ÏÓÓÉÂÌÅ ÂÕÆÆÅÒ ÏÖÅÒÒÕÎƞƞ ǉǉǉƳƳ ǉǉǉ 0ÏÓÓÉÂÌÅ ÂÕÆÆÅÒ ÏÖÅÒÒÕÎƞƞ ǉǉǉ
              Ð2ÅÖÅÒÓÅÄ              Ð2ÅÖÅÒÓÅÄǁǁÊÊǂǂ  ˮˮ Ð$ÁÔÁ Ð$ÁÔÁǁǁÉÉǂǂƘƘ

            ƳƳ #ÏÐÙ ÔÅÍÐÏÒÁÒÙ ÂÕÆÆÅÒ ÂÁÃË ÉÎÔÏ ÉÎÐÕÔƳÏÕÔÐÕÔ ÂÕÆÆÅÒƳƳ #ÏÐÙ ÔÅÍÐÏÒÁÒÙ ÂÕÆÆÅÒ ÂÁÃË ÉÎÔÏ ÉÎÐÕÔƳÏÕÔÐÕÔ ÂÕÆÆÅÒ
            ÆÏÒÆÏÒ  ƽƽÓÉÚÅʍÔ É ÓÉÚÅʍÔ É ˮˮ  ʣʣƘƘ É  É ˱˱ Ã$ÁÔÁ  Ã$ÁÔÁ ƘƘ  ˩˩˩˩ÉÉƾƾ
          Ð$ÁÔÁ          Ð$ÁÔÁǁǁÉÉǂǂ  ˮˮ Ð2ÅÖÅÒÓÅÄ Ð2ÅÖÅÒÓÅÄǁǁÉÉǂǂƘƘ

            ÒÅÔÕÒÎÒÅÔÕÒÎ Ð$ÁÔÁ Ð$ÁÔÁƘƘ
    ǆǆ

 ʍʍÄÅÃÌÓÐÅÃƽÓÁÆÅÂÕÆÆÅÒÓƾ 

ƳƳ ÃÏÍÐÉÌÅ ×ÉÔÈƙ ƳÃ Ƴ'3ƳƳ ÃÏÍÐÉÌÅ ×ÉÔÈƙ ƳÃ Ƴ'3
ÔÙÐÅÄÅÆÔÙÐÅÄÅÆ  ÓÔÒÕÃÔÓÔÒÕÃÔ  ǅǅ
        ÉÎÔÉÎÔ Ø ØǁǁʧʣʧʣǂǂƘƘ
ǆǆ "5&&%2 "5&&%2ƘƘ
ÓÔÁÔÉÃÓÔÁÔÉÃ  ÉÎÔÉÎÔ  ÃÈÅÃË"ÕÆÆÅÒÓÃÈÅÃË"ÕÆÆÅÒÓƽƽƾƾ  ǅǅ
    "5&&%2 ÃÂ    "5&&%2 ÃÂƘƘ
        ƳƳ 5ÓÅ ÔÈÅ ÂÕÆÆÅÒƚƚƚƳƳ 5ÓÅ ÔÈÅ ÂÕÆÆÅÒƚƚƚ
        ÒÅÔÕÒÎÒÅÔÕÒÎ  ʣʣƘƘ
ǆǆƘƘ
ÓÔÁÔÉÃÓÔÁÔÉÃ  ʍʍÄÅÃÌÓÐÅÃʍʍÄÅÃÌÓÐÅÃƽƽÓÁÆÅÂÕÆÆÅÒÓÓÁÆÅÂÕÆÆÅÒÓƾƾ
        ÉÎÔÉÎÔ  ÎÏ#ÈÅÃË"ÕÆÆÅÒÓÎÏ#ÈÅÃË"ÕÆÆÅÒÓƽƽƾƾ  ǅǅ
    "5&&%2 ÎÃÂ    "5&&%2 ÎÃÂƘƘ
        ƳƳ 5ÓÅ ÔÈÅ ÂÕÆÆÅÒƚƚƚƳƳ 5ÓÅ ÔÈÅ ÂÕÆÆÅÒƚƚƚ
        ÒÅÔÕÒÎÒÅÔÕÒÎ  ʣʣƘƘ
ǆǆ
ÉÎÔÉÎÔ  ×ÍÁÉÎ×ÍÁÉÎƽƽƾƾ  ǅǅ
        ÃÈÅÃË"ÕÆÆÅÒÓÃÈÅÃË"ÕÆÆÅÒÓƽƽƾƾƘƘ
        ÎÏ#ÈÅÃË"ÕÆÆÅÒÓÎÏ#ÈÅÃË"ÕÆÆÅÒÓƽƽƾƾƘƘ
        ÒÅÔÕÒÎÒÅÔÕÒÎ  ʣʣƘƘ
ǆǆ

UI

GS
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Intel
 )ÎÔÅÌ #˩˩ #ÏÍÐÉÌÅÒ 

 7ÉÎÄÏ×Ó 

 Ƴ'3ǁƙËÅÙ×ÏÒÄǂ 

 ËÅÙ×ÏÒÄ GS  ÌÅÖÅÌ 

 ÏÆÆ -> Ƴ'3ǁƙÏÆÆǂ GS
= Ƴ'3Ɯ 

 ÐÁÒÔÉÁÌ -> Ƴ'3ǁƙÐÁÒÔÉÁÌǂ  -ÉÃÒÏÓÏÆÔ 6ÉÓÕÁÌ 3ÔÕÄÉÏ ʧʣʣʭ =level
 ÓÔÒÏÎÇ -> Ƴ'3ǁƙÓÔÒÏÎÇǂ  -ÉÃÒÏÓÏÆÔ 6ÉÓÕÁÌ

3ÔÕÄÉÏ 

= Ƴ'3 

 ,ÉÎÎÕØ / ÍÁÃ/3 
 ƜÆÓÔÁÃËƜÓÅÃÕÒÉÔÙƜÃÈÅÃË 

 ƜÆÎÏƜÓÔÁÃËƜÓÅÃÕÒÉÔÙƜÃÈÅÃË 

GS
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 '3  = '3 "ÕÆÆÅÒÓ 

 ÓÅÃÕÒÉÔÙ ÃÏÏËÉÅ 

     

 (runtime)  ÓÅÃÕÒÉÔÙ ÃÏÏËÉÅ 

 ÃÏÏËÉÅ 

GS

GS
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GS ,	 .	 ,	 4
,	 GS ,	 .	 ,	 ,	 shellcode

cookies
GS cookie

http://uninformed.org/?v=7&a=2&t=pdf
( )

,	  3ÅÃÕÒÉÔÙ #ÏÏËÉÅ  3ÅÃÕÒÉÔÙ #ÏÏËÉÅ 

 #˩˩ 

Security	Cookie

GS  3%( ,	 GS .	
,	 ,	 ;	 ,	

SEH .
 ƚÄÁÔÁ  #ÏÏËÉÅ 

 3ÅÃÕÒÉÔÙ #ÏÏËÉÅ ,	  #ÏÏËÉÅ ,	 ,	
 ƚÄÁÔÁ  #ÏÏËÉÅ .	  ÓÈÅÌÌÃÏÄÅ  ƚÄÁÔÁ  #ÏÏËÉÅ ,	

GS .

gcc  ÆÓÔÁÃËƜÐÒÏÔÅÃÔÏÒ 

gcc
 ÆÓÔÁÃËƜÐÒÏÔÅÃÔÏÒ 

 ,ÉÎÕØ / ÍÁÃ/3 

 ƜÆÓÔÁÃËƜÐÒÏÔÅÃÔÏÒǁƜËÅÙ×ÏÒÄǂ 

 ƜÆÎÏƜÓÔÁÃËƜÐÒÏÔÅÃÔÏÒǁƜËÅÙ×ÏÒÄǂ 

 ËÅÙ×ÏÒÄ 

 ÓÔÒÏÎÇ 	->	 ƜÆÓÔÁÃËƜÐÒÏÔÅÃÔÏÒƜÓÔÒÏÎÇ (any	type	of	buffer)

 ÁÌÌ -> ƜÆÓÔÁÃËƜÐÒÏÔÅÃÔÏÒƜÁÌÌ (every	routine)
-> ƜÆÓÔÁÃËƜÐÒÏÔÅÃÔÏÒ (string	buffer)

GS
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 ÇÃÃƳÇÌÉÂÃ 

 )ÎÔÅÌ 

 ƜÆÓÔÁÃËƜÓÅÃÕÒÉÔÙƜÃÈÅÃË 
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SafeSEH
 3ÁÆÅ3%( 

= 3ÁÆÅ %ØÃÅÐÔÉÏÎ (ÁÎÄÌÅÒÓ 

 3ÁÆÅ3%(     

 Ƴ3!&%3%( 

 Ƴ3!&%3%(ƙ./ 

Win	XP	SP2 S.E.H SafeSEH

	SafeSEH
SafeSEH VS2003

 Øʭʫ 

 Øʫʩ 

 ÍÌʫʩƚÅØÅ =	 Øʫʩ  -ÉÃÒÏÓÏÆÔ !ÓÓÅÍÂÌÅÒ 

 3%( ( 8$!4!  0$!4! )
 !2- 

 0$!4! 
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SEHOP
 3%(/0 = 3ÔÒÕÃÔÕÒÅÄ %ØÃÅÐÔÉÏÎ (ÁÎÄÌÅÒ /ÖÅÒ×ÒÉÔÅ 0ÒÏÔÅÃÔÉÏÎ =  

 3%(  

EIP
 3%(/0 

2009 Windows	Vista	Service	Pack	1 	Windows	7
Windows	Server	2008	 	Windows	Server	2008	R2 SEH

SEH SEH
SEHOP SEH SEH

NTDLL
SEH

SEHOP Windows	Server	2008	 	Windows	Server
2008	R2 SEHOP Windows	Vista	Service	Pack	1 	Windows	7
SEHOP S.E.H SEHOP S.E.H

S.E.H
BOSS S.E.H

S.E.H
S.E.H

S.E.H
Shellcode

S.E.H
SEHOP

SafeSEH SEHOP SafeSEH RtlIsValidHandler
SafeSEH

SEHOP
S.E.H
SEHOP

S.E.H
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overwrite	a	function's	return	address

exception	handler	address

certain	types	of	parameters

  

ƳƳ ÃÏÍÐÉÌÅ ×ÉÔÈƙ ƳÃ Ƴ7ʦƳƳ ÃÏÍÐÉÌÅ ×ÉÔÈƙ ƳÃ Ƴ7ʦ
ʢʢÉÎÃÌÕÄÅÉÎÃÌÕÄÅ  ˱ÃÓÔÒÉÎÇ˲˱ÃÓÔÒÉÎÇ˲
ʢʢÉÎÃÌÕÄÅÉÎÃÌÕÄÅ  ˱ÓÔÄÌÉÂƚÈ˲˱ÓÔÄÌÉÂƚÈ˲
ʢʢÐÒÁÇÍÁÐÒÁÇÍÁ ×ÁÒÎÉÎÇƽÄÉÓÁÂÌÅ ƙ ʩʮʮʫƾ    ×ÁÒÎÉÎÇƽÄÉÓÁÂÌÅ ƙ ʩʮʮʫƾ   ƳƳ ÆÏÒ ÓÔÒÃÐÙ ÕÓÅƳƳ ÆÏÒ ÓÔÒÃÐÙ ÕÓÅ

ƳƳ 6ÕÌÎÅÒÁÂÌÅ ÆÕÎÃÔÉÏÎƳƳ 6ÕÌÎÅÒÁÂÌÅ ÆÕÎÃÔÉÏÎ
ÖÏÉÄÖÏÉÄ  ÖÕÌÎÅÒÁÂÌÅÖÕÌÎÅÒÁÂÌÅƽƽÃÏÎÓÔÃÏÎÓÔ  ÃÈÁÒÃÈÁÒ  ǉǉÓÔÒÓÔÒƾƾ  ǅǅ
      ÃÈÁÒÃÈÁÒ ÂÕÆÆÅÒ ÂÕÆÆÅÒǁǁʦʣʦʣǂǂƘƘ
      ÓÔÒÃÐÙÓÔÒÃÐÙƽƽÂÕÆÆÅÒÂÕÆÆÅÒƗƗ ÓÔÒ ÓÔÒƾƾƘƘ  ƳƳ ÏÖÅÒÒÕÎ ÂÕÆÆÅÒ ƞƞƞƳƳ ÏÖÅÒÒÕÎ ÂÕÆÆÅÒ ƞƞƞ

      ƳƳ ÕÓÅ Á ÓÅÃÕÒÅ #24 ÆÕÎÃÔÉÏÎ ÔÏ ÈÅÌÐ ÐÒÅÖÅÎÔ ÂÕÆÆÅÒ ÏÖÅÒÒÕÎÓƳƳ ÕÓÅ Á ÓÅÃÕÒÅ #24 ÆÕÎÃÔÉÏÎ ÔÏ ÈÅÌÐ ÐÒÅÖÅÎÔ ÂÕÆÆÅÒ ÏÖÅÒÒÕÎÓ
      ƳƳ ÔÒÕÎÃÁÔÅ ÓÔÒÉÎÇ ÔÏ ÆÉÔ Á ʦʣ ÂÙÔÅ ÂÕÆÆÅÒƳƳ ÔÒÕÎÃÁÔÅ ÓÔÒÉÎÇ ÔÏ ÆÉÔ Á ʦʣ ÂÙÔÅ ÂÕÆÆÅÒ
      ƳƳ ÓÔÒÎÃÐÙʍÓƽÂÕÆÆÅÒƗ ʍÃÏÕÎÔÏÆƽÂÕÆÆÅÒƾƗ ÓÔÒƗ ʍ425.#!4%ƾƘƳƳ ÓÔÒÎÃÐÙʍÓƽÂÕÆÆÅÒƗ ʍÃÏÕÎÔÏÆƽÂÕÆÆÅÒƾƗ ÓÔÒƗ ʍ425.#!4%ƾƘ
ǆǆ

ÉÎÔÉÎÔ  ÍÁÉÎÍÁÉÎƽƽƾƾ  ǅǅ
      ƳƳ ÄÅÃÌÁÒÅ ÂÕÆÆÅÒ ÔÈÁÔ ÉÓ ÂÉÇÇÅÒ ÔÈÁÎ ÅØÐÅÃÔÅÄƳƳ ÄÅÃÌÁÒÅ ÂÕÆÆÅÒ ÔÈÁÔ ÉÓ ÂÉÇÇÅÒ ÔÈÁÎ ÅØÐÅÃÔÅÄ
      ÃÈÁÒÃÈÁÒ ÌÁÒÇÅʍÂÕÆÆÅÒ ÌÁÒÇÅʍÂÕÆÆÅÒǁǁǂǂ  ˮˮ  ʏ4ÈÉÓ ÓÔÒÉÎÇ ÉÓ ÌÏÎÇÅÒ ÔÈÁÎ ʦʣ ÃÈÁÒÁÃÔÅÒÓƞƞʏʏ4ÈÉÓ ÓÔÒÉÎÇ ÉÓ ÌÏÎÇÅÒ ÔÈÁÎ ʦʣ ÃÈÁÒÁÃÔÅÒÓƞƞʏƘƘ
      ÖÕÌÎÅÒÁÂÌÅÖÕÌÎÅÒÁÂÌÅƽƽÌÁÒÇÅʍÂÕÆÆÅÒÌÁÒÇÅʍÂÕÆÆÅÒƾƾƘƘ
ǆǆ
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ROP
 2/0 = 2ÅÔÕÒÎƜ/ÒÉÅÎÔÅÄ 0ÒÏÇÒÁÍÍÉÎÇ =  

=
libc retq

retq	?
retq

	?
retq pop	reg

retq retq retq
retq

ret2plt PPR(pop 	pop 	ret) strcpy
ROP ROP ret2plt

ROP
ROP 	ROP

libc
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Heap	Spray
 (ÅÁÐ ÓÐÒÁÙ =  

payload
Shellcode Shellcode

	
Shellcode

Shellcode

Heap	spray
Javascript

SkyLined 2004 IE IFRAME exploit
Heap	spray

Heap	spray PDF
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Shellcode
 3ÈÅÌÌÃÏÄÅ =  

Shellcode 	=	

 3ÈÅÌÌÃÏÄÅ =shell

shellcode

Shellcode

Shellcode
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Windows
Windows

Windows
 /$ = /ÌÌÙ$ÂÇ = /ÌÌÙ $"' 

Windows  7ÉÎ$"' = 7ÉÎ$ÂÇ 

 )ÍÍÕÎÉÔÙ $ÅÂÕÇÇÅÒ 

 -ÅÔÁÓÐÌÏÉÔ 

 )$! 0ÒÏ 

 ,,$" 

CAIN
Oxid.it Microsoft

VOIP
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 ÄÉÓÁÓÓÅÍÂÌÅÒ =  

 Ƴ  

  = ÄÉÓÁÓÓÅÍÂÌÅÒ ÅÎÇÉÎÅ 

  = ÄÉÓÁÓÓÅÍÂÌÅÒ ÆÒÁÍÅ×ÏÒË 

 ÌÌÖÍ 

 ÃÁÐÓÔÏÎÅ 

Capstone
 /ÌÌÙÄÂÇ  /$$ÉÓÁÓÍ 

 /$$ÉÓÁÓÍ =	 /ÌÌÙÄÂÇ $ÉÓÁÓÓÅÍÂÌÅÒ 	=	Disasm()

Assembling	and	disassembling
 "ÅÁ%ÎÇÉÎÅ 

 ÕÄÉÓʭʫ 

 8$% 

udis86	vs	BeaEngine	vs	capstone

 ÕÄÉÓʭʫ ˲ "ÅÁ%ÎÇÉÎÅ ˲ ÃÁÐÓÔÏÎÅ 

 ÃÁÐÓÔÏÎÅ ˲ "ÅÁ%ÎÇÉÎÅ ˲ ÕÄÉÓʭʫ 	(udis86 , )
 ÃÁÐÓÔÏÎÅ ˲ ƽÕÄÉÓʭʫ ˮ "ÅÁ%ÎÇÉÎÅƾ 

X86 capstone	>	(udis86	≈BeaEngine)

X86/64
udis86

BeaEngine capstone
ARM capstone
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udis86
 ÕÄÉÓʭʫ 

X86
  =  =  

Udis86	is	an	easy-to-use,	minimalistic	disassembler	library	(libudis86)	for	the	x86	class	of
instruction	set	architectures.	It	has	a	convenient	interface	for	use	in	the	analysis	and	instrumentation	of
binary	code.

Udis86	is	a	disassembler	for	the	x86	and	x86-64	class	of	instruction	set	architectures.	It	consists	of	a	C
library	called	libudis86	which	provides	a	clean	and	simple	interface	to	decode	a	stream	of	raw	binary
data,	and	to	inspect	the	disassembled	instructions	in	a	structured	manner.
udis86 X86 MMX,	FPU	(x87),	AMD	3DNow,	SSE,	SSE2,	SSE3,	SSSE3,	SSE4.1,
SSE4.2,	AES,	AMD-V,	INTEL-VMX,	SMX
Udis86 udcli Udis86

Udis86

GitHub
https://github.com/vmt/udis86
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dnSpy
 ÄÎ3ÐÙ 

a	debugger	and	.NET	assembly	editor
 ƚ.%4 

Github
0xd4d/dnSpy:	.NET	debugger	and	assembly	editor

https://github.com/0xd4d/dnSpy
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ILSpy
 ),3ÐÙ 

Github
icsharpcode/ILSpy:	.NET	Decompiler	with	support	for	PDB	generation,	ReadyToRun,	Metadata
(&more)	-	cross-platform!

https://github.com/icsharpcode/ILSpy
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winchecksec
 ×ÉÎÃÈÅÃËÓÅÃ 

Windows
  

 !3,2 

 Ƴ$9.!-)#"!3% 	with	stripped	relocation	entries	edge-case
 Ƴ()'(%.42/096! 	for	64-bit	systems

 #ÏÄÅ ÉÎÔÅÇÒÉÔÙƳÓÉÇÎÉÎÇƙ 

 Ƴ).4%'2)49#(%#+ 

Authenticode-signed	with	a	valid	(trusted,	active)	certificate	(currently	unsupported	on	Linux)
 $%0 

 7ʉ8 ,	 .8 
 -ÁÎÉÆÅÓÔ ÉÓÏÌÁÔÉÏÎ 

 Ƴ!,,/7)3/,!4)/. 

 3%(  3ÁÆÅ%( 

 3%( = 3ÔÒÕÃÔÕÒÅÄ %ØÃÅÐÔÉÏÎ (ÁÎÄÌÉÎÇ 

 #ÏÎÔÒÏÌ &ÌÏ× 'ÕÁÒÄ  2ÅÔÕÒÎ &ÌÏ× 'ÕÁÒÄ ÉÎÓÔÒÕÍÅÎÔÁÔÉÏÎ 

 3ÔÁÃË ÃÏÏËÉÅ 

 Ƴ'3 

Github
trailofbits/winchecksec:	Checksec,	but	for	Windows:	static	detection	of	security	mitigations	in
executables

https://github.com/trailofbits/winchecksec
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Exeinfo	PE
 %ØÅÉÎÆÏ 0% 

Packer	compressor	detector	/	unpack	info	/	internal	exe	tools

Android
Linux
Mac

Exeinfo	PE	by	A.S.L	-	compression	detector	and	data	detector
http://www.exeinfo.xn.pl

mirror
http://exeinfo.byethost18.com
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Detect	It	Easy
 $ÅÔÅÃÔ )Ô %ÁÓÙ 

 $)% 

GitHub
horsicq/Detect-It-Easy:	Program	for	determining	types	of	files	for	Windows,	Linux	and	MacOS.

https://github.com/horsicq/Detect-It-Easy

.:NTInfo:.
http://ntinfo.biz/index.html
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PEiD
 0%É$ 

PEiD(PE	Identifier) 470
PE

PE

PE PEiD

peid	-time

peid	-r

peid	-nr

peid	-hard

peid	-deep

peid	-norm
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IDA
 )$! 

= )$! 0ÒÏ 

 7ÉÎÄÏ×Ó 

 -ÁÃ 

 ,ÉÎÕØ 

IDA	Pro	is	a	disassembler
A	disassembler	is	a	piece	of	software	used	to	translate	machine	code	into	a	human	readable	format
called	assembly	language

IDA	Pro	is	a	debugger
A	debugger	is	a	computer	program	that	assists	in	the	detection	and	correction	of	errors	in	other
computer	programs

IDA	Pro	is	interactive
IDA	Pro	is	programmable

A	plugin	architecture	allows	a	program	to	call	external	code	at	certain	points	without	knowing	all	the
details	of	that	code	in	advance,	therefore	adding	functionalities	to	the	calling	program

Hostile	Code	analysis
Vulnerability	research
Commercial-off-the-shelf	(COTS)	validation
Privacy	protection
Other	uses

IDA Ring3
( )

dump
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Ollydbg
TODO:

< ollydbg cracking> od

OllyDbg Cracking( )- -
https://bbs.pediy.com/thread-184679.htm

 /ÌÌÙÄÂÇ 

OllyDbg	is	a	 ʨʧƜÂÉÔ = Øʭʫ 	assembler	level	analysing	debugger	for	Microsoft®	Windows®.
Emphasis	on	binary	code	analysis	makes	it	particularly	useful	in	cases	where	source	is	unavailable

It	traces	registers,	recognizes	procedures,	API	calls,	switches,	tables,	constants	and	strings,	as	well	as
locates	routines	from	object	files	and	libraries.
It	has	a	user	friendly	interface,	and	its	functionality	can	be	extended	by	third-party	plugins

 /ÌÌÙ  /ÌÅÈ 9ÕÓÃÈÕË 

OllyDbg windows Ring	3
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v1
OllyDbg	v1.10

http://www.ollydbg.de
v2

OllyDbg	2.0
http://www.ollydbg.de/version2.html
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WinDbg
 7ÉÎ$ÂÇ 

windows Ring3 Ring0
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CE
 #% 

= #ÈÅÁÔ %ÎÇÉÎÅ 

a	development	environment	focused	on	modding	games	and	applications	for	personal	use

GitHub
cheat-engine/cheat-engine:	Cheat	Engine.	A	development	environment	focused	on	modding

https://github.com/cheat-engine/cheat-engine

Cheat	Engine
https://www.cheatengine.org
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MHS
 -(3 

= -ÅÍÏÒÙ (ÁÃËÉÎÇ 3ÏÆÔ×ÁÒÅ 

Searching
View	RAM	In	Real-Time
Debugging
Disassembling
Inject	Code
Inject	DLL’s
Scripting
Hotkeys
Real-Time	Expression	Evaluator

L.	Spiro's	Memory	Hacking	Software
http://memoryhacking.com

http://memoryhacking.com/download.php
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ModifyMemory
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010Editor
 ʣʦʣ%ÄÉÔÏÒ 

010Editor
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Capstone
Capstone

a	lightweight	multi-platform,	multi-architecture	disassembly	framework

lightweight	
API

Clean/simple/lightweight/intuitive	architecture-neutral	API
Bindings

Python,	Ruby,	Go,	NodeJS
multi-platform	

 7ÉÎÄÏ×Ó 	&	 ǉÎÉØ 	(with	 -ÁÃ ÍÁÃ/3 ,	 É/3 ,	 !ÎÄÒÏÉÄ ,	 ,ÉÎÕØ ,	 ǉ"3$ 	&	 3ÏÌÁÒÉÓ 	confirmed)
multi-architecture	

 !ÒÍ ,	 !ÒÍʫʩ 	( !ÒÍÖʭ ),	 "0& ,	 %ÔÈÅÒÅÕÍ 6ÉÒÔÕÁÌ -ÁÃÈÉÎÅ ,	 -ʫʭ+ ,	 -ʫʭʣ8 ,	 -ÉÐÓ ,	 -/3ʫʪ88 ,	 0Ï×ÅÒ0# ,
 2)3#6 ,	 3ÐÁÒÃ ,	 3ÙÓÔÅÍ: ,	 4-3ʨʧʣ#ʫʩ8 ,	 7ÅÂ !ÓÓÅÍÂÌÙ ,	 8#ÏÒÅ 	&	 8ʭʫ 	(include	 8ʭʫʍʫʩ )

=

	binary	analysis
	reversing
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The	Ultimate	Disassembly	Framework	–	Capstone	–	The	Ultimate	Disassembler
http://www.capstone-engine.org

GitHub
aquynh/capstone:	Capstone	disassembly/disassembler	framework:	Core	(Arm,	Arm64,	BPF,	EVM,
M68K,	M680X,	MOS65xx,	Mips,	PPC,	RISCV,	Sparc,	SystemZ,	TMS320C64x,	Web	Assembly,
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https://www.capstone-engine.org/beyond_llvm.html

capstone llvm
chubbymaggie/capstone2llvmir:	Library	for	Capstone	instruction	to	LLVM	IR	translation

https://github.com/chubbymaggie/capstone2llvmir
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Next	Generation	CPU	Emulator
http://unicorn-engine.org
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http://keystone-engine.org
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Keypatch	–	Keystone	–	The	Ultimate	Assembler

https://www.keystone-engine.org/keypatch/
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Unix-like	reverse	engineering	framework	and	commandline	tools
 0×ÎÙÐÁÃË 

CTF	toolkit	with	Shellcode	generator	Ropper:	Rop	gadget	and	binary	information	tool
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GDB	plugin	with	enhanced	features
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Versatile	kernel+system+userspace	emulator
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An	open-source	x64/x32	debugger	for	windows
 ,ÉÂÅÒÁÔÉÏÎ 

code	injection	library	for	iOS
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Deobfuscator	for	movfuscated	binaries

Fundamental	frameworks	for	Reverse	Engineering

Capstone
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