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00000oooooooooOreqOOO0O0OOOg
Oret2pit0 0000 0000OPPR(popd popl ret) D 0000000 OCOCOCOOstrepyD0OCOOOO
00000000ROPOOOROPO Oret2plitt 0 OO
ROPODODOODOODOODOOOODODOODOODODOODOOODOOODOOOOOOODOOOOOOO00n
00000000 00o00oDooooooooooRrROPOODOOOOOOODOOOOO ROPOODOO
libcOOOODOODODOODO
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Heap Spray

Heap Spray

o (Mp®AU=D00000
o JO0O0O0OOpayloadD OO 0O
m JO000O0OShellcodeD 0000000000 OOOOOOOO Shellcode
o OO
s J000000000D00000OCCOO0O00 OO000000O00ooooooooooooooon
0000000000000 000O00O0O00OOOShellcodeD 00000000 OOOOOODOO
Shellcode D0 0000000000000 0ODOOOOOODOOOOOOOOOUOOOOOOOOOO
0000000o0ooooooooooo0o0o0o0ooooooooooooon
o HeapsprayDOODOOOOOOODO
s J000000000D0O0OJavascriptC 000000000000 OOOOOOOOOCOCOOOOO
00000000000D0SkyLined 20040 O IECIFRAMEC OO O Oexploit0 000000000
Heap spray[
s J0000000OOHeapsprayD OO OO OO0O0O0O0O00O0OOOOOOOOOOOOCOCOCOPDFOO
oo
o OO

HERRGHRE AR

RF A
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Shellcode

e 3EAIAAA=D00OO

o OOODO
o OOODO

ShellcodeD O OOO0O =00
goooooo

o JO0OOO0OODO xAiAAADDDCOODODODOOOOOOO=shell
s OJO000000D0ODO0O0OO0O0ODOOO0OO

o D0OIDODOODDOODODOO shellcoded
o JOODODOO
s 00O
#include <stdio.h>
int main()
S REHRMICRTI R RN PRS-
printf({“Hello,Worldt\n™);
return 8;
H
#aews iCwRAE
main| |55 push ebp
8BEC mov ebp, esp
83EC 40 sub esp, Bbxud
53 push ebx
56 push esi
57 push edi
68 1C204200 push pay2201C
E8 1D0OOOOO call printfgudbgind_blockeressges
83ChH by add esp, Bxi
33ce xor eax, eax
5F pop edi
5E pop esi
5B pop ebx
8BES mov esp, ebp
5D pop ebp
C3 retn
u
o Shellcode0 0000
e
22 mE3 a5
o — — @ ————
shellcode
mISIEAY
shellcode

"Hello World?™,LF

=EERF A Opayload

e

RE3EA

shelllcodel




Shellcode

ShellCodeZi 3 SRS @ RaemsTRBSRE

BABCFFSA
BABCFFSE

BABCFFSEC

BABCFFSE
BABCFF61
BABCFF63

BAOCFF68
BABCFFGF
BAOCFF72

BABCFF7B
BABCFF7D
BABCFF7F
BAOBCFFB0)
BAOCFF81
BABCFF82

BABCFF8Y | .

BABCFF86
BABCFFB8
BABCFF8D
BAOCFF8F
BABCFFI 0|
OABCFF93
BABCFF95
BABCFF98
BABCFFYE
BABCFFAB
BABCFFA1
BABCFFAL)
BABCFFAS
BABCFFAA
BABCFFAC
BABCFFAE
BABCFFB3
BABCFFBS
BABCFFBA
BAOCFFBE
BAOCFFBY
BABCFFBA

on nop BABCFFSA| 98 | nop
| nop BABCEFSE) 00 _nop .
aace xor eCX, BCX BABCFFSC aaco | Xor ECX, BCX
B3E? DE sub ecx, -@x22 BABCFFSE B3E? DE sub ecx, -0x22
DYEE fldz BABCFF61 DYEE
D97424 F4 fstenu BABCFF63 DY7u2L Fu
non BOOCFEGZ] SR nog £
8173 13 3D465E! xor dword ptr [ebx+0x13], Ox955EL63D BABCFFO8 8173 13 3DU6SE| Xor dword ptr [ebx+8x13], 0x055EHG3D
B3EB FC sub ebx, -Ox4 BABCFF&F B3EB FC sub ebx, -0Oxk
“ E2 Fh loopd short B@ABCFF68 BABCFF72(* E2 Fh Loopd short BAOGCFF68
?FHWWMDS OAOCTT 70| TC cid
[T T rol byte ptr [ecx], 1 PABCFF7S| E8 44000000 call BABCFFBE
ch 22 int 0x22 BABCFEZA|  BBAS 3C noy eax,
(1] nop BABCFFZD| BB7COS 78 nou edi, d
5 inc ebp OABCFF81| B1EF add edi, ebp
u7 inc edi OGABCFFB3| BB4F 18 now ecx, dword ptr [edi+0x18]
B1 1E nov cl, 0x1E *uﬁﬁa BABCFFBG BB5F 28 moy ebx, dword ptr [edi+8x28]
72 SE in short BABCFFEY BABCFF8Y 01EB add ebx, ebp
D5 Ch aad BxCA BABCFFEE| 49 dec ecx
1D 47B5DCB6 sbb eax, BxB6DCBSHY GABCFFSC| BB348B mou esi, dword ptr [ebx+ecx=i]
- 72 D5 jb short BABCFF&A BABCFFEF B1EE add esi, ebp
9y xchg eax, esp BABCFF91 I1ce xor eax, eax
D377 9E sal dword ptr [edi-8x62], cl BABCFF93 929 cdg ﬁﬁﬁwﬁﬁ
ac 91 or al, Bx91 BABCFF94 AC lods byte ptr [esi]
C2 9EE1 OxE19E BABCFFOS| BuEH test al, al
3N87 D4983CEY | chp al, byte ptr [edi-@8x7BC3676L] BABCFFO7(, 74 07 je short BABCFFAD
BS 61 nov ch, Bx61 BABCFF99 C1iCa 6D ror edx, 6xD
86 push es BABCFF9C a1c2 add edx, eax
1278 91 adc bh, byte ptr [edx-@x6F] BABCFF9E|™ EB F4 jmp short BABCFF94
ug dec eax BABCFFAB IB5424 B4 cnp edx, du 3
A3 D5CAT1947 nou duord ptr [Bx4719CADS], eax BABCFFAL|™ 75 E5 inz short BABCFFBE
BS F2 nov ch, BxF3 BABCFFAG| BBSF 24 nou ebx, dword ptr [edi+0x24]
B6 b nov dh, Bxhn BABCFFAD G1ER add ebx, ebp
15 1E625A5F adc eax, Ox5FSAG621E OAGCFFAB| G66:BEOCUB noy cx, word ptr [ebx+ecx*2]
* 7E B6 jie short GABCFF6E BABCFFAF BBSF 1C mnov ebx, dword ptr [edi+Bx1C]
5A pop edx BABCFFB2 B1EB add ebx, ebp
D5 94 aad Bx94 BABCFFBY|  BB1CER moy ebx, dword ptr [ebx+ecx=l]
D& salc BAOCFFBT B1EB add ebx, ebp
CF BABCFFBY B95C2h B4 mou d , ebx
02B1 3I9856F55 | add dh, byte ptr [ecx+8x556F8539] BABCFFBD c3 retn
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Windows[1 [ [ [

OO0OO0O0OWindowsODOOOOOOOOOOOOOOOOOO

e WindowsOODOOOOOGOOOO
o JOOOOOODODODO rs=/11WAC=/110$"
o DO OWindowsO OO DO 7e$" = 78 3AC
o DDODODOODDO )iid et sAAQRAO
o DDO0ODODODODOOD -AMAEIED
o OOO
s 00000000 ) od
. %

ooboo

e CAIN
o JOOOOXd.tCOOOOOOMicrosoftC 0000000 OOOOOOOODOODODO
o DDOO0ODOODDOODDOO
o OO
s 0000000000000 0D0DO00D0O0000O00D00000O00DOO000O00DODOOO0oOOg
gooooooooooooovolPOOOOCOO

gbobobo
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o AEGMGONAAO= 000

o 0OOO0OOOvYOO

crifan.comd 0 O [1 [14.000 [J (CC BY 4.0)00 0 OO all right reserved] powered by Gitbook[D 0 O 0O O 2021-06-27

12:22:18

oo
L]

oo

oo

ooooo = AEQAOA Al A Al GET A
ooooo = AEQAOOA Al AO ABAT Axi CE

s 0000000 Capstone
TUAC O/ $$EGAG
m /SSEOAG = /11 UBAC SEQAGOA Al A0 = Disasm()
s 00
m Assembling and disassembling
" ARoh G A
QEGRE
8%%

= udis86 vs BeaEngine vs capstone

m OO

s 00000 ASGTA, "AMBGEA  GEGE (udis860 000000 0,0000000000)
m 0000 AMpOSTA | sOEGE " "AMhGH Ay
m X860 O 0 O O O capstone > (udis86 =BeaEngine)

m OO

s 000000000X86640 00 0000000000000 000O0O00O0O0O0O0O0OO

0oo0ooooo0000udisged OO

s JO000D0OD00ODO0ODOO0ODOOD0O0O0O0OODOBeaENnginedcapstone0 00 0OOOODOODO
ARMOODOODOODOcapstoned 000 OO0



udis86

o OECE
o JOODOX86U O OO ODOODO
m (00000 =0000 =00000
o 00 00ODOOUdis86 is an easy-to-use, minimalistic disassembiler library (libudis86) for the x86 class of
instruction set architectures. It has a convenient interface for use in the analysis and instrumentation of
binary code.
o OO
m Udis86 is a disassembler for the x86 and x86-64 class of instruction set architectures. It consists of a C
library called libudis86 which provides a clean and simple interface to decode a stream of raw binary
data, and to inspect the disassembled instructions in a structured manner.
= udis860 0 0 X860 0 00O O OMMX, FPU (x87), AMD 3DNow, SSE, SSE2, SSE3, SSSE3, SSE4.1,
SSE4.2, AES, AMD-V, INTEL-VMX, SMX
s UdisS60 000D 000000000000 000000D00DO0OOudclil00OUdis860 0000
00000UdisSseC 000000 ooooooooog
o OO
= GitHub
m https://github.com/vmt/udis86
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dnSpy

o Al3pU
o 000000 adebugger and .NET assembly editor
o UOODOODUODUODOO +t.wDOO

o OO
s 0000
s 000
s 000
s 00000

s 0000000000

o
slw #=8H €
1 value, restrictions, K
behavior, synonyms, use0dbcRules) (new Db
(value, synonyns, useOdbcRules), restrictions. behavior, synonyms,
connectionOptions)
ate DECo = commectionOptions,
restrictions avior, Hashtsble synonyms,
nustCloneDictiona
chavior || behavior —
behavior:
mect ¢ = connectionOptions. |
connectionOptions. |
= connectionOptions
= connectionOptions. K n:
ord && | connectionOptions.
o

= Github
m 0xd4d/dnSpy: .NET debugger and assembly editor
m https://github.com/Oxd4d/dnSpy

crifan.comd 0O 0O [1 [14.000 [J (CC BY 4.0)00 0 OO all right reserved powered by GitbookD 0 O O O 2021-06-27
11:14:37



ILSpy

e ),38U
o OO
<53 |LSpy O *
File View Help
Q b # - cer2/vs2017-] 41 @ £ )
=3 mscorlib (4.0.0.0) C#1.0/V5.NET § s/ System.Deployment.Internal.Isolation.Manifest.AssemblyReferen ~
2 References C#2.0/V52005 fusing |...|
1 Resources C#3.0/ V52008 ) i
o - :C—#imﬁn—p‘ [StructlLayout(LayoutKind.Sequential)]
Py R |G 40/VS 2010 | 5pternal class AssemblyReferenceDependentAssemblyEntry : IDispos
il e C#0/V52012 @{
£} Microsoft.Runtime.Hosting C26.0/VS2015 [MarshalAs (UnmanagedType.LPWStr) ]
{} Microsoft.Win32 ublic string Group;
C#7.0/VS 2017 P B [
{} Microsoft.Win32.SafeHandles i
{} System CET1/VS 2073 [MarshalAs(UnmanagedType.LPWStr)]
. 5 ‘ ublic string Codebase;
{} System.Collections C#7.2/Vs20174 publi ing Codeba
{} System.Collections.Concurrent I
blic ul Size;
{} System.Collections.Generic e e s
{} System.Collections.ObjectModel [Marshalas(UnmanagedType.SysInt)]
{} System.Configuration.Assemblies public IntPtr HashValue;
{} system.Deployment.Internal
{} System.Deployment.Intemal.lsclation public uint HaoshValueSize;
= {} System.Deployment.Internal.lsolation.Manifes
public uint HashAlgorithm;
Base Types public uwint Flags;
4 Derived Types %
b Codebase : string [Marshalas(UnmanagedType. LPWStr)]
% Description : string public string ResourceFallbackCulture;
W Flags: uint
@ Group : string [MarshalAs(UnmanagedType. LPWStr) ]
@ HashAlgorithm : uint public string Description;
v - i
s :as:‘il elmelnlts P|SECtIDI"I [MarshalAs(UnmanagedType.LPWStr)]
¢ H::hV:IE:S;in:' I:.lrint public string SupportUrl;
? ResourceFallbackCulture : string public ISection HashElements;
W Size:ulong
@ SupportUrl : string ~AssemblyReferenceDependentAssemblyEntry ()
=4 AssemblyReferenceDependentAssemb H s
=4 Dispose(bool) : void = - S " 2
n > >
o OO
= Github

m icsharpcode/ILSpy: .NET Decompiler with support for PDB generation, ReadyToRun, Metadata

(&more) - cross-platform!
m https://github.com/icsharpcode/ILSpy
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winchecksec

o xE AEAREGRA
o DO0OWindowsO OO O OOQOO
o DOOODODO oooo
m 132
= Y$9.!-)#'13% with stripped relocation entries edge-case
m Y()' (%42/09! for 64-bit systems
w4 AR B GRQCECUVEEG B k
B Y). 4% 2) 49#( %+
= Authenticode-signed with a valid (trusted, active) certificate (currently unsupported on Linux)
50
m 000 7u8, .8
m -AERADEGIAET
m Y, /7)3,14)/.
m 3% [0 3A4%
B 3% = 3000AG0ORA veAARCEIT (AAIEIC
m #1001 &ix ' OAOA [ 2G0T &lix ' GAOA B G000 Al GACE 1
m 30MAE AlTEEA
" Y3
o OO
= Github
m trailofbits/winchecksec: Checksec, but for Windows: static detection of security mitigations in
executables
m https://github.com/trailofbits/winchecksec
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Exeinfo PE

9RE A 0%
o 00 00O 0O O Packer compressor detector / unpack info / internal exe tools
o OOOO
= Android
m Linux
= Mac
o OO

T Exeinfo PE - ver.0.061 by AS.L - 1079+93 sign 2020.05.25

oo EP Section : px1

First Bytes :  &0.BE.00.40.64

e - Windows GUI

File Size __ D019EAQCh

" Image is 32hit executable

u
e Exeinfo PE - ver.0.0.4.2 Multfile scanner (=1 .. Exeinfo PE - v
Scanned directory :
.. (2 G =
Entry Point ; [00028A6C
File name Header info : [ Continuum.exe ] - Size of Code : 0A7000h - decimal : 668 KB
- : : : Fieffet:
MSItoEXECreator Qé - S
Linker Info : [2,25
Size of he
Size of op
Number of 'Y Image is 32bit executable
Base of Cf QSetup Instalation Suite [ v11.0.0.1 ] www.
Image Ba Lamer Info - dodatikowe informacje ~jak i czym rozp
- try: mmdzibnnur(s:tsnﬁu)andlate m @
lagic opt]
i- .NET Directory - RES.Size : 491.27 KB - Continuum
(DODABF24 2/
—_— PE Header - COM Descriptor Area
S0 Member F A smber
Global PTR : 00000000 b d Jstdag Signature BSIB (str)
e Major Runfin MajorVersion 0001
TLS Table : 00000000 00000000 Virg ' ; o " 0005 Minorersion o001
=i 3 0 00096A48 addrto... | | Reserved 00000000
Load Config : 00000000 iDat or = 000124DC  73.21KB Versionlength 000C
Bound Import : 00000000 A a2 bit, 1L lib ) 0001 IL only VersionString v2.0.50727
ryoint Token - code 050000DA Fiags 0000
Imp.Table IAT : 1 Resources RVAddress 00018038 NumberOfStreams 0005 Std=5
. Resources Size 00000224 0007AD10 431.27KB
File Characteristics =] Stronghame signature RVA 00000228 00000000 Meta Data Streams
/ .NJ | Stronghame signature Sze  0000022C 00000000 O bytes .
CodeManager Table RVA 00000230 00000000 Name | Size Save all M.D.Streams
CodeManager Table Size 00000234 00000000 # 00004840 - 18.81KB 5
VTah\E Fixups RVA 00000238 000000 #Strings  00004A20 - 18.53KB
0000023C 00000000
A_00000040 00000000
atorDemo.exe |
DLL Characteristics : 0000 - Bits [ 1-16]
S e & k Exeinfo PE - ver.0.0.4.2 - 917+38 sign 2015.12.01
* (R External DLL ver.
EH : Freeware version
sauoo S— : o | 7 ES
T - - - - L www.exeinfoxn.pl =
A A S A

m 00
m Exeinfo PE by A.S.L - compression detector and data detector

= http://www.exeinfo.xn.pl

= mirror
= http://exeinfo.byethost18.com
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Detect It Easy

o $ACGMAO )0 %V

o 000 9%
o OO
Detect It Easy v3.00 — O
File name
CifUtilsfupx-3.95-win32/upx.exe
File type Entry paint Base address Haszh
| PE32 = ~ 00sf6550 Il = | Disasm 00400000 Memary map Str"_;gs
PE Export Import ! Resources 4 NET TLS Qverlay Entropy
Sections TimeDateStamp Size0fImage Resources i :
0003 - = 1970-01-0101:00:00 0013000 Manifest Version
Scan Endianness Mode Architecture Type
Detect It Easyl[DiE.] > LE 32 1386 Console
packer UPX(3.95)[LZMA, brute] 5 |2
compiler MinGW(-)[-] S 2
linker GMU linker I1d (GNU Binutils)(2.25)[DLL32, console] 5
Opﬁon_s
Signatures Deep scan About
1 f Scan
]
o OO
= GitHub
m horsicq/Detect-It-Easy: Program for determining types of files for Windows, Linux and MacOS.
m https://github.com/horsicq/Detect-It-Easy
s (00

= . NTinfo:.
= http://ntinfo.biz/index.html
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PEID

o 0%$
o OO
m PEID(PE ldentifier)D 0000000000000 OCO00OD0OOO0OOO0ODOOO0OOO0OOOO0O4700
PEODOOODOODOODOO
o OOOO
n JO000O0OD00ODOOPEDOOOODOODOODOODODOO
s JO0000D000O0DODOO0OO0DOOO0ODO0DOOO0ODODOOO0ODODOOOODODOOOODOO
s JO000000D0O0ODOOOOO0OPEODDODODODOODODOOOOOOOPEIDODOODOODOODOO
od0boOO0o0dOD0ObOO0O00DObOO0o0o0DObOO0Oo0oDOO00oo0DbOOO0o0oo0DDODoOoOoOooDobOoOoOoOooboooOoa
ooooo
o OOOO
= peid -time
s 0000
peid -r
s JOQOQOad
peid -nr
s JO0O0Ogad
peid -hard
s JO0O0O0O0O0Ooo
peid -deep
s JO0O0O0O0O0OoOo
peid -norm
s JOOO0O0ogog
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IDA

o )3l
o =)$ od
o OOOO
m 78 A xO
n -AA
B =Ne]
o OOOOO
= IDA Pro is a disassembler
m A disassembiler is a piece of software used to translate machine code into a human readable format
called assembly language
= |IDA Pro is a debugger
m A debugger is a computer program that assists in the detection and correction of errors in other
computer programs
m |DA Pro is interactive
m |DA Pro is programmable
= A plugin architecture allows a program to call external code at certain points without knowing all the
details of that code in advance, therefore adding functionalities to the calling program

m Hostile Code analysis

m Vulnerability research

m Commercial-off-the-shelf (COTS) validation
m Privacy protection

m Other uses

s IDADOOO0O0O0O0ORINGODOOOOODODO
s 00000000000 @ODOO0O0)
s JO000000O0O00O00O00O000DO0O0OO0
o OOODO
= 0000
s JO000000000O0O0DOOO0OCOdumpO 00000000000 O0O0OOODOOOOO
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Ollydbg

TODO:

e N0IODODUIDDOODODOO<ODOONydbgD O OOcracking>0 00000000 O0odd0OOOODOOOOOO
oooo
o OOOIlyDbgD OO 0OCracking(DOO)-00000O0-000000
m https://bbs.pediy.com/thread-184679.htm

o /iiUKAC
o OOOODOOOIYDbgis a tfufed = grz assembler level analysing debugger for Microsoft® Windows®.
Emphasis on binary code analysis makes it particularly useful in cases where source is unavailable

o OOOODO
m |t traces registers, recognizes procedures, API calls, switches, tables, constants and strings, as well as
locates routines from object files and libraries.
m |t has a user friendly interface, and its functionality can be extended by third-party plugins
o OO
u

o OO

o00O0OOng rike oGRetE

OllyDbgd windows[J 0 0 Ring 30 0 O O
s 0000

s 000000
s JO0000000
s JO000000O0DODODOOOODCO

o OO

DllyDbg - DllyDbg.exe
File Wew Debug Trace Windows Help

~=lolx]

LIEMW|T|c|R

E| B|m|H|

& cPu - main thread, module ollyDbg — Ol x|
Add Hew_dune Cornand Source Realsters (FPU) =
351 5500 WOR, RCH, RSP R GOOEEEIE
it B ES 5AF0E288 | CALL __security_check_cook ie RC¥ C2220 ASCII "LLUSERSPROFI
| | 48:81C4 CE\B2H ADD RSP, 2CA RO 1_| B LF
= g FOP RDI REX X
& 5| - c3 ETH RSP 03 1EF
= - 1 RE x
b : E cc INT3 ROI i
| i | [ INT3 RE RASCII "ALLUSERSPROF|
stampl Tl e | i o i iR ¥ g
int n,nlist = -
' i bl IHT3 Rl GE1EED
LR R 5 44:594C24 20| HOU [OUORD RSP+281,R90 wchar #tent,wehar | Fi2 I
s + ddigoedzd 15| MOU COWORD RIP+181, RGO I LS o
t_source # g = 48:895424 1@|MOU [RWORD RSP+1@1, ROX R14
t_modu e “SV: = 48:894C24 82| MOU [QWORD RSP+81,RCH R1S5
= - e7 PUSH_RDI
t_srcline #¢ . 35:21EC EGe ﬁga Eg?'ggg I;I: ZHZEEBB;;S;;;SE“Q 011yDbg. BEA1_3F 44E6:
- B3 Booieees |HOU Eck iSs F 1 Tg &5 0626 OFFF_FFFOEGES
BB ECCCOCCC | MU ERW, B_CCCOCOEC FERE
F3:HB REP STOS [OWORD ROTJ 2| 08 LastErr BEBAEEAE
45:1EE8C24 PR HOU RCH, [HWORD REP+EFE]
1 42r5ERETReES] N0V RO CREC QUORD —_szour ivy_cookie] E:; BBHEEEE"B‘”” HEHES He 15 FER 2 5
i . H y Empty @,
g st I 4i335424 Dod DU TGDRD ReF+eDED, RN ! > 571 cnpty @la
Readzcurce [Ra0=0860 Gurrent registers) 1 B
o Checkuhe 1=31BCZERR (current pegister 5T4 enoty 8.8
Dooal ooUis foon 1 SFodaect. | Srebesi i SFanEses, 1_sFaorese :
375 empty B8
source. opp: 229 uchsr Mext,wchar #Enswe, t_sroest Akextent,int nesbent) f g 3Tc crety 2.2 -
ddress Her_dung « [Adres= Ualue BSCIL [ Corments -
= [Ge0e_ooiErron W]
] [t E7 49 SFTEL PR G G653 Fr7 a9 SFTL BEEE_Ea1EF 7S
& Sl S W S e BBER_AA1EF798
= (28 Ec 49 ool oo o g 1o E; 20 F B2 DR 1EF 790 X
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N main |Bllwoe = % Eg 4o aFlal oo oo GoIE: ER 43 oF BG05_Aa1EFTAS PT42FED| miBw | RETURN to kerne 32,0006 7T42F5E0
27. main Ol ly0be _ ol 05 ES 49 SFl ] o0 oo 0p 02 Eé 49 SF a@e8_oalEFFED _|
26. main Ol lyObe i [ES Ec 49 SFTO]l Do Of GO RS ES 43 ZFTL a@8E_Ba1EFFES i_|
o main  |olloe ~SF4FEGEA[GA 7 49 AC[Al o b Ao 40 Ey e AF BBAR_GE1EF7CE
. |_ 40 EF 49 2P W] B B A6 38 EF 49 JF HEBE_A3 7C8
N main  |Glly F
EEN main |0l luOb: = [l Ec 4% 2Bl oo o9 o 3o Ec 20 Sk L B2 i EF 705 X N
3 main  |ollhoe. = SG Eé 4o SFlal oo oo Gola: Ee d4v oF 8605 a01EFT0S N W2fw  |RETURN to ntdll.opes_7reeszst
21, main Ol lyOb- _ [1o E7 49 SFI0] 00 05 05 53 E7 43 2F a888_aalEFFED )_|
2a. main O lu0ke . [ES Eg 43 SFTol oo Of GO ES EQ 43 ZFTL gggg_gg _;Eg _|
19, main Ol ly0be _SF4F| [0S E6 49 SFTEL bn e b6 L2 F6 49 SFT Al i_| Ei B
1g. main 0l lyob Lesel _JESFERFalBe Be 49 JF Bl o6 o g 5o B2 29 JF 8 Sooe oo Lo_Beenanns RReeanng)
17 main |0 lyObg U SF SRRSOV £ B, LETTE LA e —
i nain  [OLivDbs i [0 EeyTe Dol i) [ search - Intermodular calls in OllyDbg
14. o 1_3F: 0| MOUSH EF‘X [BYTE RAX
130 nain | 0l506s 173F a| Mo Roy, coudro Reps Al OlkDbg ICDmmaﬂdS OlDbg |
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& nain  |Ollvbba TEF SHORT 1 LL [REL SEKERNELZZ.GerTickCount»] | B7FE_FO7O1130  KERNELBASE.GetTickCount
gl nain  |0llvbba i HUSHAL, [AIOD Rere| BRE| TTTITRNN CALL [REL SEUSERSZ, Preklessaaci ] BPEE_7rS4ERTE | LSERSZ, Peekliessaseh
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o OO
s 00O
n V1
= OllyDbg v1.10
= http://www.ollydbg.de
m V2
= OllyDbg 2.0
= http://www.ollydbg.de/version2.html
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CE

® #%
o = #4EMO % GEl A
o DOOODDOOODDOOO
o OO
= a development environment focused on modding games and applications for personal use
o OO
= GitHub
m cheat-engine/cheat-engine: Cheat Engine. A development environment focused on modding
m https://github.com/cheat-engine/cheat-engine
s 00O
m Cheat Engine

m https://www.cheatengine.org
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o OO
Uy L. Spiro Memory Hacking Software | =8| X |
MigF #EES TERT #H0Ow  #f
- X & &
it st 31fE g 2
it #iiE

oo vy racins e
£7 Windows 7 iz

< m Verzion 5.4.0.0 Fro

W 6.1 (PIABEEA 7801 Service Fack 1)

FEARERE © 2009 Microsoft Corporationoc {RESRFEARAH|o
ErbiEEE

Hindows 7 BIEFL FEEEEENE HE I ER
¥ [=] et R R =
Figh:

© 2003 Shawn (L. Spire) Yilcoxen
s Forums: http:/fwww. memoryhacking com/forums,/
Fit,

4R Microsoft $IPHTEIRT. FEmERNET:

Nicrosaft
Microzoft

4 n L3 4 1 »
I TMOP.COM
A |
o OOODO
m Searching
m View RAM In Real-Time
m Debugging

m Disassembling

= Inject Code

= Inject DLL’s

= Scripting

m Hotkeys

m Real-Time Expression Evaluator

m 00
m L. Spiro's Memory Hacking Software
m http://memoryhacking.com
m 00

= http://memoryhacking.com/download.php
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Capstone

e Capstone
o 0OOOOO
= a lightweight multi-platform, multi-architecture disassembly framework
s J00000000D00D0O00ODOO0O0OO000
o OOO
= lightweight 0 OO
s JOOAPI
m Clean/simple/lightweight/intuitive architecture-neutral API
s 000000 Bindings
= Python, Ruby, Go, NodeJS[
= multi-platform 0000 0O
m 7EHAxO & ljieg (with -AATAN3, &3, ITAGEA, ,B 07, 1j"3s & 3i1ACEO confirmed)
= multi-architecture 0 00O 00O
m 1d, 1dEm (1ACER), "0&, KEARG 6ECOON -AREE A, -tA+, -EAd8, -EPO, -/3Es88, Oi xAMD# ,
2)3#6 , 3DACA, 3UCON: , 4-3wfdzAip, 7TAAICRNAU, s#iOR & srkz (include 8hwzm )
o UO=000O0O
s JOQO0d
s 00000 binary analysis
s [0 reversing
o OO
= Next Generation Disassembler Engine
» 0000000000
o [0 0O 00O Capstone
s 000000000 240y
s 000000)s o6 OOOOODO
m )TONIE )$%
m 1AIO
m "HXAE
m #A OCoseinc00OIOOOOO
s oW OPythonODOOOOOOO
m #OAE T
m 00 +AE E@0000
n [

m The Ultimate Disassembly Framework — Capstone — The Ultimate Disassembler
m http://www.capstone-engine.org
= GitHub
m aquynh/capstone: Capstone disassembly/disassembler framework: Core (Arm, Arm64, BPF, EVM,
M68K, M680X, MOS65xx, Mips, PPC, RISCV, Sparc, SystemZ, TMS320C64x, Web Assembly,
X86, X86_64, XCore) + bindings.
m https://github.com/aquynh/capstone

Capstone vs llvm

e capstonel 0 ,,6- DO DO ODOODOMCOO



Capstone

o -#000000000O0ODNO -#$EQOAR Al AO
m -# = -AREE A #iAA
s OO0

JIT code

B

u
o D1 DOODOOODDOOO NEUWA
s OJO000000DO0O0O00DODOOO
o ApGTAODON -wspdAAACOOOOOO

o AMPOGTAD NHAWADDOO
o OO
m https://www.capstone-engine.org/beyond_llvm.html

ooon

e capstonel] llvm

Object File (.0)

o chubbymaggie/capstone2llvmir: Library for Capstone instruction to LLVM IR translation

m https://github.com/chubbymaggie/capstone2llvmir

e 10O
o 300
m Logo
QSTO
7/}
&) m
& %
e\ B
s 3000

m #APOO TA AEGAGOA Al A0
m Next Generation Disassembler Engine
m http://capstone-engine.org
m S5IEAd AGAGO
= Next Generation CPU Emulator
= http://unicorn-engine.org
m +AUGGTA AGON Al AO
m http://keystone-engine.org
m 00O

&

e I
Copn en®

7
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/ xxxAsmParser

Assembly Parser
MatchAndEmitinstruction

MatchlInstructionlmpl

xxxMCCodeEmitter
|
Code Emitter getBinaryCodeForInstr
|

encodelnstruction

xxXELFObjectWriter
]
Object Writer MCAsmBackend
|
applyFixup

= IDACO
m Keypatch — Keystone — The Ultimate Assembler
m https://www.keystone-engine.org/keypatch/

®0® @ KEYPATCH:: Patcher
Syntax Intel ﬁ

Address [ext:0000000000015B8B

Original lea rdi, mutex

LEncode 48 8D 3D 8E 1F 30 00

L Size 7

Assembly [Iea rdi, mutex| ﬂ
L Fixup lea rdi, [0x317B20]
L Encode 488D 3D 8E 1F 30 00
L size 7

Padding extra bytes with NOPs

Carcol | D

m 00O

n QAR
= Unix-like reverse engineering framework and commandline tools

n Oxi UDARE
m CTF toolkit with Shellcode generator Ropper: Rop gadget and binary information tool



%
= GDB plugin with enhanced features
m 5N A
m Versatile kernel+system+userspace emulator
m 8APAC
= An open-source x64/x32 debugger for windows
m | EAROACHNT
m code injection library for iOS
m SAIT OEBORAG O
= Deobfuscator for movfuscated binaries
s 000

m Fundamental frameworks for Reverse Engineering

[

Binary Assembly

S

v

Emulator

<



Capstone
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e JIIDDODODODDDODODD OWindowsD OO -000000000OO

e N0IIDID—-D0O00D0DOODO _giantbranchO O 0O-CSDNO O _pwnO OO OO0

e JIDDDODODDDDDODODDODODOOO-0O0O

e J0IDDODODODDDDODD -0D00D0D0ODOOOOO

e /NXCOMPAT (Compatible with Data Execution Prevention) | Microsoft Docs

e Control Flow Guard - Win32 apps | Microsoft Docs

e safebuffers | Microsoft Docs

e JIIDDODODODODDD—D0O0O00D0OD0OOOO/GSOO -zhang293-000

e WindowsO OO O---0000GSOD_0O0O0O0OO-CSDNO O _charshellcode

e JIGSOUDDODODOOO | Kumqgu’'s Blog

e JOGSOOOOOOO |Introspelliam

e 1IIDDODODDDDDODOODDODDOODOOOOO -Hello! CytQ

e visual studio - safeseh gs on g++ - Stack Overflow

e SafeSEHO O O DEP/ASLR disabledd -0 0O

e gdbinit/MachOView: MachOView fork

e KEYSTONE: Next Generation Assembler Framework

e I00dnSpyDODODOCOODODOO .NETODO _walterlv - 0 0-CSDNO O _dnspy

e dnSpy-00 NETOODOODO]

e 00dnSpyD DD ODO(EXEODLL)ODOOOODOODOO -jack Meng-0 00

e N0IDODOOOUDDODOOINYDbg-00

e OllyDbg - Wikipedia

e Download OllyDbg 2.01

e JIIIOOODODDOOOCOCODDODOOOIlydbg201601021000

e OllyDbg Download (2020 Latest) for Windows 10, 8, 7

e OllyDbgd O OO | MOrk's Blog

e Microsoft Visual C++ -0 00000000000

e windows - How to disable buffer overflow checking in the Visual C++ Runtime? - Stack Overflow
e Intel® C++ Compiler 19.1 Developer Guide and Reference

e /GS (Buffer Security Check) | Microsoft Docs

e MSVC Compiler Options | Microsoft Docs

e GS buffer

e fstack-protector

e OllyDbgd O OO | MOrk's Blog

e JOOOODODO

e strict_gs_check pragma | Microsoft Docs

o trailofbits/winchecksec: Checksec, but for Windows: static detection of security mitigations in executables
e c++ - How to check whether an EXE has /GS security protection on Windows? - Stack Overflow
e IMAGE_LOAD_CONFIG_DIRECTORY32 (winnt.h) - Win32 apps | Microsoft Docs

e GS cookie protection — effectiveness and limitations - Microsoft Security Response Center

e Security Features in MSVC | C++ Team Blog

e /SAFESEH (Image has Safe Exception Handlers) | Microsoft Docs

o MASM for x64 (ml64.exe) | Microsoft Docs

e On the effectiveness of DEP and ASLR - Microsoft Security Response Center

e exploit - How do ASLR and DEP work? - Information Security Stack Exchange

e DEP/ASLRO DO DO OO _0O0O _forevertingtingd O O -CSDNO O

e windows - How to bypass DEP and ASLR at the same time? - Information Security Stack Exchange
e buffer overflow - How does SEH based exploit bypass DEP and ASLR? - Information Security Stack Exchange

84



gooo

e exploit - Stack Overflows - Defeating Canaries, ASLR, DEP, NX - Information Security Stack Exchange

o buffer overflow - Bypass Full ASLR+DEP exploit mitigation - Information Security Stack Exchange

o /DYNAMICBASE (Use address space layout randomization) | Microsoft Docs

e Whitepaper on Bypassing ASLR/DEP

e ASLR/DEPO OO OOO —ArkTeam

e Why it's important to turn on DEP and ASLR Windows security features

e NDOODOOASLROODOOO -FreeBufO O OO OODOOODO

e JUIDOOROPIIASLRONXO O OO _dittod OO -CSDNO O

e ‘000LInux00000OOOOOOASLRODEPODODODO -0O0+00 -000

e WindowsO OO OODODODOOOOODO |riusksk's blog

e Abysssec Information Security and Vulnerability Research Group

e [EDDDOOOUOOOHeapSpray-0 000000000

e PWNOOOOODDODOOODDODO -0DOOOODDOOO

e pwnO OO ODODOO -FreeBufO O -0 O OO

e LinuxpwnOODOO(1)»—D0O0O00 -00

e ctf pwnO O OO |ditto's blog

e JUOOODDDODODOOO -O0O

e OctfD0OOIDODOO_O0O _tangsilianO O 0O -CSDNO O

e JUOOODO -O+00O -O0O0O

e [I0/00]00DOUIDDOODOUDDOIODOOUDODOODO-CanMengBlog-O0OWEBDOOOOODODO
aad

e N0IDODOOUDFuzzingD OO -FreeBufD O OO DOOOOOO

o [JODDODODOD?DODODO-OD0OODO0O

o [DDODODODODOD-DODODDOO-0DDODODO

e [DDUDODODOD-DODODDOUO-0DDOODODO

e Mhs6.20 0000 MHS(OODOOO)IOVvE200 O _ITOOO

e [I0]0IUIDDOODOO -0D0O0O -SegmentFault OO

e OJOODO |OODOO

e JII0O0ODODODDODODOUUIO -ODO0OOOOOODOO

e JO0IDODOOUDDOVC6OOOBeandoy O O-CSDNO OO DOODODOOO

e radare2 Alternatives and Similar Software - AlternativeTo.net

e Radare2 000 0OD0OD0O0OOCOCOD 1.Radare2 000000 _Tangent's blog-CSDNO O _radare2 O O

e J0OIDODUORadare2-00

e The Ultimate Disassembly Framework — Capstone — The Ultimate Disassembler

e Capstone & LLVM — Capstone — The Ultimate Disassembler

e JIJIDOIOODODDDODODODODDODO -simpowerl OO OO - OSCHINA

e Capstoned 0 00O 0O ORISC-VOO -51CTO.COM

e Capstone0 DI DDOOODODOARPIOODODOO(O)]|K's
House/#Capstone%E5%8F %8D%E6%B1%87%E7%BC%96%E5%BC%95%E6%93%8E%E6%95%B0%E6%8D
%AE%ET7%B1%BB%E5%9E%8B%E5%8F %8AAPI%E5%88%86%E6%9E%90%E5%8F %8A%ET7%A4%BAY%E4
%BE%8B-%E4%B8%80)

e JOODOOcapstonel 0 _DDOODOODOODO-CSDNO O _capstoneld [0 0

e J0UIDODODO —Capstone-Engine-0+00 -000

e Android0 OO OO Capstone0 D OO O ((HEXOARM6G4) -0 000000 -0000 -LCG-LSG|DOOO|OO
0 O [www.52pojie.cn

e LinuxUdis86 DD D ODOOO -0000

e Udis86 Disassembler Library for x86 / x86-64

e LinuxUdis86 DD O OIOIOO-000-000

e Assembling and disassembling
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