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A connection attempt to Charles has been made from the host 10.108.133.188. You should only allow
,’ EL access to Charles to trusted users. If you deny this attempt you will not be asked again for this host
C address until you restart Charles. Access controls are maintained in the Access Control Settings in the

w

Proxy menu.
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Denying access from address not on ACL: [10.108.133.188
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® @ Access Control Settings

This access control list determines who can use this Charles instance. The
localhost (this machine) is always included. The default access control list is
empty, meaning that no one can use Charles except from this computer.

if you would like to enable other machines to connect to this Charles instance
enter IP addresses below, eg. 192.168.2.35 or feB0::7751:8349:cfe2:d2cc. You
can also specify subnets, eg. 192.168.2.0/24 or fc00::/64.To allow anyone to
access Charles enter 0.0.0.0/0 for IPv4 connections and ::/0 for IPvEB.
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Sequence Contents Summary Chart Notes
» . https:/fp48-buy.itunes.apple.com Name Value
v (D http://music.163.com URL https:/fmusic.163.com
v api Status Complete
v il sp Notes SSL Proxying not enabled for this host: enable in Proxy Settings, SSL locations
¥ [ active Response Code 200 Connection established
detect?MUSIC_U=974641579;  Protocol HTTP/1.1
' detect?MUSIC_U=974641579; ¥ TLS TLSv1 (TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA)
v [ flow » Protocol TLSv1
status?MUSIC_U=9746415792 » Session Resumed  No
v feedback » Cipher Suite TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
v client > ALPN -
log?MUSIC_U=974641579297 Client Certificates -
1 eapi » Server Certificates 2
¥ . https://nstool.netease.com » Extensions
<unknowns Method
> & hittps://59.111.160.195 Kept Alive No
» (& http://pingma.qq.com Content-Type
» (D http:/fg.cn.miaozhen.com Client Address 10.108.132.107:61295
¥ . https://music.163.com Remote Address music.163.com/58.111.160.197:443
» Connection
<unknowns> > WebSockets -
<unknown> » Timing
<unknown> v Size
» (D http:/fmr.da.netease.com » Request 2.67 KB (2,733 bytes)
» (D http:/ft.mookiel.cn » Response 14.58 KB (14,929 bytes)
» (& http:/fwanproxy.127.net Total 17.25 KB (17,662 bytes)
P . https:/far.hz.netease.com
P hitps://69.111.181.36
¥ . https:/{dongjian.hz.netease.com
cunbanuns
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CONMECT https:/fpolicy.jd.com
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Proxy -> SSL Proxying Settings -> SSL Proxying -> Enable SSL Proxying

Tools Window Help S +RsriMAE ABC 6 QR O e 9848 A= 1155
Stop Recording (Session1) %R | ® @ SSL Proxying Settings
Start Throttling ®T
Enable Breakpoints #¥K SEIB ALl Client Certificates  Root Certificate
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Recording

H7E, BIRSeHappihttpsHIEHREL, MR ABZIBRXEIET :



e0e
EEETETE  sequence
¥ . https://childapi.qupeiyin.com
<unknown>
o <unknown>
<unknown>
<unknown>

> @ https://img.qupeiyin.cn
¥ (@ hitps:/fshence.qupeiyin.cn:8106
sa?project=default
sa?project=default
sa?project=default
sa?project=default
= https://android.clients.google.com
w https://play.googleapis.com
= https://ulogs.umeng.com
9 https://childapi.qupeiyin.com
v {1 home
! refreshModule?sign=70442c8ba20b6b653
v {1 course
! detail_new?sign=6f6e9a89a52f0bdf814a0(
! last_show_peoples?sign=ea1255512600a8¢c
» [ StudyShow
= https:/fwww.googleapis.com
& https://cloudconfig.googleapls.com
- https:/jredirector.gvtl.com
« https:/fr1---sn-8xgplvo-5uae.gvtl.com
& http://sdapi.qupeiyin.com
& https:/jcdn2.qupelyin.cn
¥ [ 2018-08-14
# 15342146056971.mp4
» & http://wx.glogo.cn
» 9 http://android.bugly.qq.com

4vYyYYy

4 vYyvyvywvyy

Filter:

CCONNECT https://play.googleapis.com

Charles 4.2.6 - Session 1 *

) s @& e Fa -3 &% * i &
overview ([ZIICLC® Summary Chart  Notes
GET
/home/refreshModule?sign=4dfc2642c4e25c098be0db857a92921c&timestamp=15363113548uid=08&id=1&auth_token=0&num=4&modul
HTTPN.1
Umeng-Channel: ying_yong_bao
AREA: 3205

DISTINCT-ID: 000ECBFC7BBEOOOO
versionCode: 1080

App-Version: ¥5.0.0

User-Agent: android

Client-0S: 4.4.2

idfa: 864394010001412
Device-Maodel: A0001

Host: childapi.qupeiyin.com
Connection: Keep-Alive
Accept-Encoding: gzip

Headers Query String Raw

1 {'data {"id":" 1", "title":"\udeca\ub65e5\uB6f4\u65b0", "snum":" 4", "icon":! "https Wimag. qupelyln cn\,‘mm -02-24\/5a80e2ddd5f57.p
ng","cover”:"https:\/\/img.qupeiyin.cn\y2016-01-15\/669899b769d 34.png", "sub_title":"","mod| "course","course":[{"id":"6099
8", "title":! '\u5f00\u5bBS’\u5bBS\uff1a\u7406\u60f3\u492d\n‘S\u73bD\quQe\uAeZd\u?SB-‘i\uAfBU" pic": "hllps \Wimg.qupeiyin.cny/
2018-08-31/5b88bafe80c38.jpg","views":"15301","create_time":"2018-08-29
15:26","is_vip":"0","data_from":0,"request_id":"0","is_collect":0,"is_unlock":"1"},{"id":"57318", "title":"\u3010\u5cOf\uSe66\uDed B\
u301Mu6253\u5f00\udeB6\uB72c\uffOc\u7ffb\u5230\u7b2c20\u9875", " pic":"https:\\fimg.qupeiyin.cn\/2018-09-04\/5b8e3db2110
Oa.jpg”,"views":"14541","create_time":"2018-06-22
10:06","is_vip":"0","data_frof equest_id":"0","is_collect":0,"is_unlock":"1"},{"id":"57813", "title" :"\u53d7\u4f24\u7684\u5f17\
u5170\W514b\u53d4\u53d4" https:\\fimg.qupeiyin.cn\/2018-09-05\/5b8fa0ff1a3c9.jpg", "views":"13052", "create_time":"201
8-06-27
16:23","is_vip":"0","data_from":
\uB211\u7684\u74f6\uEbE0\U A
me":"2018-01-08 17:68","is_vi

pi

0,"is_unlock":"1"},{"id":"52132","title": "\u7ecB\udeBe\u627e\u5230
2018-09-04\/5bBed60e3eced.jpg", "views":"36375", "create_ti
"1, “3la|us" 1}

request_id":"0","is_collect":|
"pic":"https:\/\/img.qupeiyi
","data_from":0,"request_id":"0","is_collect":0,"is_unlock":

Headers Text Hex JavaScript JSON JSON Text Raw
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HAE LN -FAEroothy/\K4, MI4LTE-CU, Android 4.4.4
EFintE vur BEIFE, M miur s.8.5 AR miur 7.5.12.17 ) , S

o EKTrootifR
o EXTEREKELEIFMXposed Installer

BEFRENE:

o EFAFREXrootiN R
o FA360#8Z%RootZ Effroot

< ROOT#FNEIR

6 aJHEAR

*;II-I-

[ & I
ROOTHIE: AERMETHE

18e] ~

ml
= 360FH BT == .
‘+_; TiF v

ROOTAIE: AL 2

Xposed Installer ==

ROOTHIE: BN A SKERES

Iﬁl i e

ROOTHi#: EERoot4L R

EHaeiERF
ROOTHIE: RiNLIKBiERoOt  ILIF Vv
PR | SRS

QQ ==
ROOTHIE: ABIER&FINEE

i8)[a]

€

o ERTTAMIXposed

125


https://item.taobao.com/item.htm?id=570638208316

o ERHETEINRK
n ERE, SIRE xposed BT Android SDKERA 19T/ armeabi-v7a
n LTINS TRAE, AT
n BEEMZEHKET A solarkarez fEEUSH v2.6 BIRRASHI730KBAY xposed :
m  XposedInstaller v2.6.1_by_SolarWarez_20151129.apk
n 3
m  XposedInstaller_v2.6.1 MIUI_edition_by_SolarWarez_20151129.apk

» THRMNUIEREZRN{EMAXPosed
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LE4b A Charlesil BAX N —LERIHNE,

CharlesiliA 2l PIRERIPHR T

MF: MREMEEHIICharlesEBIRBEALKIEER, WIESEEZEFZE (CharlesFRTEAIMacEBINAY) IPHENEIEM

AR

ZA1fEMacH fCharlesil&, EfFMacREZENBEN T (TERNKTITENE)
EREE—R, RAYMERERT, CharleshIaRERENIERT
ARTREBHHRTEMBRRE, RARIULLNIMacty (BLNFH) IPHIHEEZRET !

Mac -> Wifi -> ITFMERIFIEE

hEE:

MMSHEREFIREMNCharlestINIRATIPRRR, EFHinEFCharlesfUIRATIP, BIRJAEEMEL,

CharlesiI A2 €], BEEERMEMAILT

ZARIERIE, FTAMEEIEM, Charles®2RENE, RERERCharlesTfi#iR T o),

V Al == L LSRN LY
B ATl 2sidid
MEENIMEIMAE, TSR RAENSE, MTFELEEHER, MAUnNeT.,
BUERARSENINAE, RAREERZEHMAINT :
tean:
MacH FCharlesE=HME —#2% (MAIIY Ri<@) app

o RHEAM: /K4
o ERDIERIMAZ:
s MERGAENEEIIRBERED
IR ARNNT LERE, BRABFIMNIBER, TEME
o REEMNIZE: NoxR = FH RN
o A MEIEN

SN CharlesToiEH &httpsNv] LA 18 Fiddler

GIPN:NE=2 R
ZidAFiddlerill®, E£XREMCharlesXA1T, #HAFiddlerAERRERY FRRLERAFMAUMT
BNEAAER,


https://www.zhihu.com/question/60618756
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g N EZIT

o REEMIER

o TE 4.4.2 B wmeEzs MachR
o BHE 6.0.1 B Memumu MachR

o ZHEAM

o TH 6.0.1 B EFML

15:48

iRE T A
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FRERS

fe
5Ma19

" Android B
L 60,1 |

HEFREE
MES9EFAAAANAZM-1.82283,1.82691.1

PIEERR
3.18.20-perf-g1bf208fe
smartcmi@build3 #1

Tue Oct 16 15:16:26 CST 2018

ST 2%
Qualcomm Technologies, Inc MSMB296pro

e
6 GEB

SRR
vE.1.2

WizEM
Tue Oct 16 15:00:53 CST 2018

o TH 4.4.4 B ka4
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ZFF

FNEIFR

BS

Android k4

Android 223 TEFHR5I
MIUI kR

RriEss

ETHE

NEF#

BB

s T
n AELNTF/IKS, Eroot
m MIUIARZAS: mIut 7

W ZMuMuH CharlesB& xRI0ME

e T (E] (HD
0

MI 4LTE-CU

K'I LIg4F

2016-01-"

MILI 7 5.12.17 | F &R

M2 5GHz

3.00 GB

8.95GB (a7/)

16GE (=23E)

MFSS.01.3.0-0f1eec

HETWIitIEE, 2aSREEMUMUNTSERBE, £3E7EI9%

o [TFES: ANSZMUMUIRE TWIfifXEE IMacHAYCharlest{IEfR, EEMuUMU, £F%1E99%

o fERIME: XTFCharles

o WNFEFEMCharles, EMuMulEEB&I5ER, Biz{TCharles

W ZMuMudig B WififtIE g Charles

IBARAMNZMUMUT AR B WIfiCIE, MEFREZFUERIREWIiLIE (HCharles) T



XPosedZEHEZR

o XPosedtEZR2
e VirtualXposed
o KtkMagisk

% FssIfE X1

e JustTrustMe

o HSRIENRRTHN
o Android-SSL-TrustKiller
o SSL Kill Switch 2
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LNEER RIS

LA BN Charles &N S EYINREE X AIER LS.

yEM AN #ZCharles

o WREREFEMCharles, NEIF30D B HM3ZHIZE /S Charles
o TRER, FTIREREER
o B{RMIERENE, W ETMKEIRZ
o LEAMFARIZEIFMAES:
m Registered Name: nttps://zhile.io

m License Key: 48891cf209c6d32bf4a
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N\ : \E

ﬂlil}.\lﬁ >

MREBE, AJUEFBBERTIEINEE,
XHEFR AT A RERNRET = OIS ERIIER T .

AR Eapi

X4 FCharlesil B B RBEI—MMEMR:

BONEFTBRapiERBIMERT, MEF/ASZKE, STHEEKIBCKENIL, FERES.
LERY, FIAEKIRETRIFENapi, MAIURBRAFSHMapi T,

LEERbZ 2455 RR -

EEQnIE R K0y

https://xxx.qupeiyin.xxx/xxx
Aapittidlt, MPTAEIRE:

e Host: *.qupeiyin.*:
e Port: 443
o AJghttpsim #2443

e @ SSL Proxying Settings
ROl Client Certificates  Root Certificate

Charles can show you the plain text contents of SSL requests and responses.
Only the locations listed below will be proxied. Charles will issue and sign SSL
certificates, please press the Help button for more information.

Enable SSL Proxying

Location

* qupelyin.*:443

Add

? cancel | (L

MFAFI AR BRI R AJapiBIiFsR T -

e https://img.qupeiyin.cn
e https://childapi.qupeiyin.com


https://img.qupeiyin.cn
https://childapi.qupeiyin.com

FF:

e0e Charles 4.2.6 - Session 1 *
A L] - e ZRCRY * N &

Sequence BT contents  Summary  Chart  Notes

¥ # https:/fimg.qupeiyin.cn Name Value
B <unknown> URL https://childapi.qupeiyin.com
B <unknown> Status Falled
Bl <unknown> Failure EQF: EOF reading HTTP headers
B <unknown> Notes You may need to configure your browser or application to trust the Charles Root Certificate. Se...
B3 <unknown> Response Code 200 Connection established
B <unknown> Protocol HTTRM.1
Bl <unknown> ¥ TLS TLSv1.2 (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256)
B <unknown> » Protocol TLSv1.2

Bl <unknown>
B <unknown>
Bl <unknown>
B <unknown>
Bl <unknown>
B <unknown>
B3 <unknown>
B3 <unknown>
B3 <unknown>
B3 <unknown>
B3 <unknown>
B3 <unknown>
B3 <unknown>

¥ (&) https://childapi.qupeiyin.com

» Session Resumed
+ Cipher Suite
> ALPN
Client Certificates
» Server Certificates
» Extensions
Method
Kept Alive
Content-Type
Client Address
Remote Address
» Connection
» WebSockets
¥ Timing
Request Start Time

No
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
http/1.1

2

CONNECT
No

10.108.132.107:53442
childapl.qupelyin.com/120.27.182.115:443

18-9-314:30:37

i LEAbhttpsiZ O ERunknown, MZHBIMIBET . BEELEEMREZipsEISSL Pinning

crifan.com, {FRZE®4.0EFR(CC BY 4.0)i% &% all right reserved, powered by Gitbook&x/5EH:
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ZEIYIR

AJBATE BIR A FIR Z BB R A&,
HEFAZA: E£BREMMIAFZRZEi%

7E£SequenceffE], ABE#EStructuredR, BB EIERIEMEUE

AIBA ##E -> show in Structure

Copy URL

Copy cURL Request
Copy Response

L Response...
Find In...

Export Session...

Compose

il PPHE

®

O Contents Summ

GET fapi/vi/home/banner HTTP/1.1

charset: utf-8

Accept-Encoding: gzip

referer: https:/fservicewechat.com/wx6bdab7c4cdf8fde4/a8/page-frame.k
authorization: faHmVWVIuAJMUgJ14NptQJQ/YXyplzw2txbUaLnBUVaeyR
content-type: applicationfjson

User-Agent: Mozilla/5.0 (Linux; Android 6.0.1; SM919 Build/MXB48T; wv)
MicroMessenger/7.0.4.1420{0x27000435) Process/appbrand0 NetType/W
Host: wxapp.duyaya.com Focu
Connection: Keep-Alive

Publish Gist

Request As

Show in Structure

Headers Authentication JSON SON Text Raw

: 10000,

[{

Allow List
Client Prc

Text

m/latest-aut

BORIEN#H E IR N B REGHH :

ptEKaH2ZhkwAG Jkw==

ke Gecko) Version/4.0 Chrome/62.0.3202.84 Mobile Safari/537.36




duyaya_20190507

Overview Contents Chart Note:

GET /apifvi/home/banner HTTP/1.1

charset: utf-8

Accept-Encoding: gzip

referer: https://servicewechat.comjwx6bdab7c4cdf8fded/48/page-frame.html

authorization: /aHmVWVIuAJMUgJ14NptQJQ/YXyplzw2txbUalLnBUVaeyRyNBUYyDM26JfOKgarXo9xoDg2ptEKaH2ZhkwAGJ
content-type: application/json

User-Agent: Mozilla/5.0 (Linux; Android 6.0.1; SM219 Build/MXBA8T; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0
Chrome/62.0.3202.84 Mobile Safari/537.36 MicroMessenger/7.0.4.1420(0x27000436) Process/appbrand0 NetType/WIF|
Language/zh_CN

Host: wxapp.duyaya.com

Authenti JSON Text Raw

“: leeee,
: {
L

H

1,

Headers Set Co G JSON JSON Text

[latest-auto.do

HEEHMEN.
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L2 4R CharlestB X B Eth A E YOS .

CharlesCIESEER o N B oA E M

EEaNEFMILE, iRE T Wit Charles/5:
o FHY, BTFPCIHFMFNIREESER e , APCIHKRIZFIENAEE, LLUERE, Makm:

17:39

il

] O]
CELEILE

o NS LAIER LM
o MEHLEANERREEBEERBTEFXRHEEN
o MEPMXHEIFHANER REERFXMHN

137



CharlesfICPUS R FFSHMacR %+

MachREY charles va.2.6 , FEERAYNELAE, EFECPUSARRSHIEE, LHEMhttpstIERT:

o BRE: CPUERXRZTS
o BS¥MacRAE+®, HIRECHEAITHE
o B/R: CPUHRBERRTT, T8 RAFT

ERIRRCharlesEHiiR: 4.2.7
FtRZEl, EEBT:
Version History « Charles Web Debugging Proxy
12T MacH
macOS: Find dialog no longer uses 100% CPU
BRI FEMacH CharlestIBEXIEIE, ZBSHCPU 100%, MEEEMESHCPUSBAEREIT100%
NIEEFALKCharlesh4.2.7, HER—ERITEGE, EECPULRAXRSGSHEE, BEANE.
test, ERT—%, RMUCPUSAXRERKLE, ENTESEMackET:

o

P

@ Charles File Edit View Proxy Tools Window Help (3 S < Es22 S| &
®0e Charles 4.2.7 - Session 1*
A ) - @ F Be

Structure Sequence
Code Method Host Path

L RE B RBE0EARE

-) MZAIREFIE, REEF70%, 80BE,

X7, FEHTREZRMacFHAIE) T ?

ETITA, REERKRM: CharesBIMEESCPUSARRE, BRIMERLT, TEAS, BEXFEES,
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SEEM

[£#32] MachkNZMuMuR S&HIZZHERCFEN

([EfR]
([EfR]
[RfzR]
[RfzR]
([EfR]
([EfR]
([EfR]
([EfR]
([EfR]
([EfR]
([EfR]
([EfR]
([EfR]
it again
([EfgR]
([EfgIR]
([EfgIR]
([EfgR]
[REZIR]

M ZMuMur 22 CharlesfssHE$

MachRk W £ MuMuig & CharlesiWifift 22

MacH=iH W HMuMuz S1E 128 85 S LR M {E A KR Magisk+JustTrustMe
MachR I 5 MuMud F3 K&k Magisk+JustTrustMeZ&id Happhihttpsig K EZIRA
R 6009 FMILP R X RKMagiskE & JustTrustMe 2 T AT
HFMILPZE CharlesfssiEH

KO T F L L CharlesfihttpsiEH

KO EET H T CharlestIpemitH

INKAZ EFHHIZECharlesfIHTTPRIEFI LK CharlesiE$
EARFNPREcerE P TETRIZER, FATREZBUES X

R HEFHLLKRedmi 5AEKRINICharleshI IR L RIIEH
Charlesl A Z E tenttphUiE K EIEE

Charles Error: This unlicensed copy of Charles will only run for 30 minutes. You may restart and use

REFHIZE TMacH CharlestIHTTPRIZZTLi%E LW
HEFFHNMILIZEWIFINEIE
25iPhone™®i% & CharleshyWifi{t IR

£aAndroid FH##FM1LF LI CharlesiIpemiEB XX 4
Charlesil8 2 #T Eapp P aNalFREX mp4 ittt

[EARfRR] CharlesITEHHTTPAIMethod2CONNECTEMHAERE

[Ef#R]
[EfZR]
[EfzR]
headers
[EfZR]
[RfZIR]
[EfZR]
A
[EfZR]
[EfZR]
[EfZR]

([EfIR]
([EfR]

[EfFIR] MacHREMERL SRHMIZE

[EffIR] MacHhREMEER ML RIELIES

[EfRR] MacH&E#HL E1EHLI8E P2 XposediESE

[Ef#IR] MacHREIIZEH L Xposedi&EiR: JustTrustMe

[RABR] MacH =i FAndyZ £1E1 88 Charlesl Bl Android FapphI#i1E
[RABR] MacH FCharleslE M £MumuZ £4£1{ 28 Androididapp
[REBIR] MacHhZREMERARERKIENLIES

[EfRR] J\KAhE L Xposed InstallerflEEXposediELE

[ERR] IKRANMIVIRZ B AR SIHER E B roott RGN IR E roottX fR
[Ef2R] Android 4.4.489/)\k4Xposed Installertti 35 : Xposed BRIAFRZEAndroid SDKhR A 1984 14
armeabi-v7a

FHCharles#MEXAndroid#Japp A STETIE
iPhoned &3 CharlesiEH{E1F A A B httpsFICONNECT

Charlesil 8 B REFSEIEPRUIPhone BER o https T f# M : Failure EOF EOF reading HTTP

BEFMILNLZEFH PR EMNEEEELEINIRE: MNEFHES ERARNER XS
ZE7.05HJustTrustMe To 3%

Charles#lEICONNECTIRElfY£13EFsee current address at https://www.camerfirma.com/address 21+

Charles/#Ial#MEXCONNECTE K IR [ElNg K Ay dataiiE
Charles®i& B SSLIEH Xz 35N EXhttpsFICONNECTIE R A~ & /unknown

CharlesB 22 B FFIESSL{EhttpsiEk 54 Client SSL handshake failed - Remote host closed
connection during handshake

MIBEE{EX FrootBAndroid FE 4]
MacH FCharles#ll E17& 1 % £ 151 88 R Android#apphY £14E

[iE&] A=FBroot//\}4i&ECharlesftIEF] L& CharlesiF B 1S B Xposed

R
AN

AL FRER 2R


https://www.camerfirma.com/address是什么

N
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i
it

o [BEER] IKAREFHHIZECharlesPIHTTPRIEF LR E CharlesiEH

o [Ef#IR] Charlesi@id/ )\ K42 EFHEECEEappHrss| pinningihttpsi &

o [EBfi2i2] MacHFCharlesiliBXiPhonesapprhttpsHIENiE

o [EfZR] MacH B CharlesZE3FAndroid FHlHappill &l

o [KRFEIR] CharlesFF S Happiinttpsill el kAR
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