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i. FRaidexs0it

» FAdexXHHREE TZ0ERE, BAEexRE, BEISMIAR
IEER, EAREMEERIRIPdexi BN TIR?FEXMA—EE=
FINE &ERIPR AN A,

» MTEENFAEZEERERRITFEEREN, RERANME)AR
EdexiIRA B I, MEINEEapk 2 EAdexN 2 AL
= FhEF mAREE N HREREdex AL, HHER.

o REBNEAV3.6.9 F BEEIE v4.4. 021X

v BZREREdex3TH

ii. Xfdex XX 41T R

» XEFMRNTR, TRTHEMSNEIRAINETR., XFMDERERE
dex, MEitdex{REBTEIIME, BEIWHEEEDITIXTdexHViTE,
S ARMdexEHMNANST BT TEN,

iii. dexZEMHITIER

o EAERIEBRERN, THEIexXEMWNANIZEREE, dex4EHldha
& DexClassDef, ClassDataltem, DexCode, XLE2dalvikEIHNIE
T—"Ndexih RNE]DER S, $i5lIZDexCode, DexCode®E T REHI
METHFENIEES,

» BHE=FAMEFRFEEHXMAH, AIRRIF 7 E AT EEHHEY
7 DexCodeHiER 7y, AEXNFHIEL Rnop, SEE
ClassDataltem#IDexCode—[E##1EY, Z&EXT _EEIREIN=""3F0#F
R, mlE2E, AEMBE. BEEIE, SZEME. BN
dexiZITIRIBRZ X Fdexhiie, BMERIELIEE —LRIEIER,



» Dex#HHBEUSRENTAREEIZITIR?A AN EIZIT ZRINEIE
TZHASXTAFEFRNdexIEE. EETIFHRESR, —MRITEFEE
BITZEIMMIEIE, EHRIDUBMRANIFE, BEERGEATEMEE
hookR#S1L,

2. SofRiF
i. IEEIL, TR
« HXTHA:
= 010 Editor
» |IDA
ii. EEFRMEIAR
« REAN:
» UPX3E
» ZHrarmZEAARIELFINE
iii. FFZRHIEIR . SEANEIREE
v B — T HEE ST Eptracel XM HE
» [BhlE#FEHptrace

t=E XATHA

o ZBIEER B
1. [BfEdexiZ B Ry R
o EERINE:
» LIEENXrom
» FAInject R BimEfEi N, B #H1Thook R4 R ERIAZ AR
=B
» FDex2, DumpDex/Z5H 2 RrX MILHI?
2. DexZ5 BRI RV EES
» ZE505TE TART
» ARTHIAEIZISdexRIFAAMIESIBIT
v DexZ5MZEHZiE BB Y 0] RRER 2
« REM
» ARTHRI T HI4RIE ()R
3. ELFE {8 iR B [a)RR
4. UPXFH HERNEE
v BAUPXERNSOIFIEE, EBRupxUiBBEEZR, BMEAIE
#l, 4RI ERN T IFZ I
v ) BEF ERRE—LEE=FINE R R EEEF Rupxiis,
FHIER—LHIE. FIRBBHBUpxERIN AR H R
o FAFHIFEEA
o IVmiEiE
» EREFOIVMIEE, BRIEFELF, TTUAXH, BEMERERERLS, R
HEEND

o VMP
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IEYE AU
TEHRBE-TERNRENNBER AN S E:

o IBRE
o EH (AndroidB%HI) ProGuard
o INE
o REME
« BRINMESRAERTLEIE=F
o FI2ACHIMNERARIEEEEAR, BEXREEK
» E=AMERA, HFENERSENEREARIIER
o B=AIERAETER2MA:
o SHRapkEMAMH—MIIE, REEEME, ETHMEERZEISM
£
o StapkINEROIRER, DUM: BiR=E%
» == Dex Method X IBENZSARRR
» XIsoi1THIE, TEsolNEFHAFHIRHMEHITRERRE
» XfsoRINNERIREAR, OUM: soFEER4miF
» == SoUEBRAKIRE
BFISEXENES:
o XTUERZBFHEMTIR, HEET Hook 1EEE, EMNEHapphSFHidexX
%
o HiRYAghookHELS
»  XPosed : MIR_EHookT Android JavaEZiiil
s Cydia @ ZHjnifljavaEHIHOOKINAEE
o HZEMdexrrEEt tjavaitig
s MEBEARE] BRIRET, WRRENIBAJavaE, RiBiE1TEJavam, M
AR E A REBE K
o FIMRZHIEEERBME sn BT
» LEaN:
o ME B BUBEREIRIRE
o T MIEBHREABER
» R oms -) K oBs
o {RIBIRIERIE so -> HHMA 10a 7R
» RERBEREQN? )-> T E
o HAXMERIEINIRAEEE
o NTFEBEANTH, B0 URBFEN
» BRNTEF, BE—ERNMESN, TETUREN

AR R ENRE

o BEM: MBS ZE
o apifE&EH
» EEEOEZHMhttps
» BHHEBHE ssl pinning


https://zhuanlan.kanxue.com/article-431.htm

o HUR: IBREMMAREA
o 5
« UEBRE
= BEi%: Obfuscator-LLVM
= H)X: ProGuard
o HfhEhir
= VMP
» fadex (FEVRZOEEE) HMVMP
v Z5SOFE (FFMiZ0EER) MVMP
 h0E
» BE=AMERSHESEN
v B=HINFRSE
« BEifRElegu
» 3601NE R
» NEHE

i

. 5
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REE

o BIE = RIBEE
o BN ERANABEIZEER (MabcF) A, EENBAAIE,
REIE

o By EMARAIEZIERSCNIBZENEE
THIFAN AR 2RBEENRALE:

e ProGuard

e Obfuscator-LLVM
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ProGuard

ProGuardfd{EF

o [E#E=Shrinking
o BIRARBERNIE. BY. FIEE, HESERMERNITZEERINT
(RAMAETESERRE LR EERNENN R
o {ftft=Optimization
o MAFTHE, HMIERKRERIIEN
o REi&=Obfuscation
o LR, BUR. FIEBEBEEMELUTENTE, tbilab,cE, EAKRE
FHE

ProGuardf94i i 341

o dump.txt : ERE APK BREREESHRIAERE

o mapping.txt ! IRMEBSRIBETNE. HEMNFERBIRZBAVEIRTIX X
EX

o seeds.txt : FUHARHFTRIBENENL A

e usage.txt : FJHM APK FEEREOHEE

AR BN

- BLEE, RBiERE, SRABATA
o FRABLEIFHIEE, &I1X#F T ProGuard
n 25
m  okhttp
= GitHub
= https://github.com/square/okhttp
= If you are using R8 or ProGuard add the options
from okhttp3.pro
= R8 proguard - OkHttp
o HULEAREIF, TEBCIMIE
= 25
= PermissionGen
= https://github.com/lovedise/PermissionGen
» BN FTEREUEHMIET, REACIRE, BRED
DIRRGORE, 7R A
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Obfuscator-LLVM

e Obfuscator-LLVM = 0-11lvm
o IfEEfFIH
= EOER
s SE —nllvm -sub
s XH: Instructions Substitution
= BogusiZHlif
L] %3§  —mllvm -bcf
s X#: Bogus Control Flow
. BERRTEA = BERTER
s BE: -mln -fla
s X#4: Control Flow Flattening
= REUERR
s X#: Functions annotations
o N
o TiH E—LEINE E(EEAI360MNEE . HBERINE) S E A EH AT
Obfuscator-LLVMSY E i Tso3Z {4 Hr A —LE < 52 B8 1 >R A Obfuscator-
LLVMEIE, IBIEmAIMEE
» [EBE—SME, FObfuscator-LLVMIEBnativeftid, RERksoHtiEA
TEL
o X4
= Github
= obfuscator-llvm/obfuscator
s https://github.com/obfuscator-llvm/obfuscator
= Home - obfuscator-llvm/obfuscator Wiki
s https://github.com/obfuscator-llvm/obfuscator/wiki
" TR
= obfuscator-llvm/obfuscator at llvm-4.0
s https://github.com/obfuscator-llvm/obfuscator/tree/llvm-4.0

HHXx: llvm

e LLVM = Low Level Virtual Machine
o MER: a open source toolkit for the construction of highly optimized
compilers, optimizers, and runtime environments
o HTRZFINR
= LLVM Core
» LLVMERZRHS

D ] el
C or G++—| Front End +IR+IR+IR+IR4- Back End —*machine code
b @ b

Clang LLVIM proper

.
= Clang
= LLDB
s libc++ F libc++ ABI


https://github.com/obfuscator-llvm/obfuscator/wiki/Instructions-Substitution
https://github.com/obfuscator-llvm/obfuscator/wiki/Bogus-Control-Flow
https://github.com/obfuscator-llvm/obfuscator/wiki/Bogus-Control-Flow
https://github.com/obfuscator-llvm/obfuscator/wiki/Bogus-Control-Flow
https://github.com/obfuscator-llvm/obfuscator
https://github.com/obfuscator-llvm/obfuscator/wiki
https://github.com/obfuscator-llvm/obfuscator/tree/llvm-4.0
http://clang.llvm.org/
http://lldb.llvm.org/
http://libcxx.llvm.org/
http://libcxxabi.llvm.org/

= compiler-rt
= MLIR

= OpenMP
= polly

s libclc

= klee

= LLD

s http://www.llvm.org/
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= = Junk Bytes = JunkBytes
» 1Rk = Junk Code = JunkCode
= B mige MNEMCRIRAITNIE: m
IR wmiEe XTERETILRES
BX: FEXIABHEA—L (ur . 28 H) /B/ 5/ 5,
EXAERERFNRIGSE, WREBEREFNERRIT
B RCBIEERCENSHE, SERCEIAEKLY, RERKEE
E
o [REEAERE R TENIBREECE)N LA, E5EF
TERBGMREZE, BMERREEE, BUDIERERFADS, K3
B TITAIRRR, EINIRARNE R AN E
FEIR
» HEESIREBRSHARLINFTIHRRCE LRIRFIN—FESH
iHME, ZAMERRICHEIERE
» BARNEESHE —LEEINANER A TEBNES
» IO EHEM DT FME
» ERFIEITHN, BESEUT—TKIZEASEIITHREZS
v XERELSHLRSERIN—ED, RTIENEFATEES
B
SEIBER
» ESTERPIABRZEBALTZRG D IETMEES



apkXft

- L

TR HIARY
B

FeeE ( bobao380.en )
o SERRZEH
» Dalvik Bytecode Obfuscation on Androideh, & \fill-array-data-
payload¥1E<, SHMREEFLAIK

%22 ( bobao,360.cn )

o HIFRRSBIRME
C-317]
» WBBEN: ZEdexhlERIF
o EXER
» RICREIEEREE
» GMIEEEE
» B ORINFEE TS E — KBS RICERILHEES
» R BHIERELSERRN, SRRLCELE
. Zf)

B A
b ;E?
1 0003bc: 1250 |0000: const/4 vO, #int 5 // #5
2 0003be: 2900 0400 |0001: goto/16 0005 // +0004
+ 0003c2: 0001 10003: <Junkbytes>
+ 0003c4: 0000 |0004: <Junkbytes>
5 0003c6: d8oo 000 |0005: add-int/lit8 vO, v0, #int 1 // #01
. s 0003ca: 0f00 10007: return v0 g (bobao360.cn )
N ==
» RICRwEHEE
1+ 0003bc: 1250 |0000: const/4 v0, #int 5 // #5
2 0003be: 2900 0400 |0001: goto/16 0005 // +0004
+ 0003c2: 0001 0000 d800 0001 |0003: packed—switch—data (4 units)
. + 0003ca: 0f00 [0007: return v0 S ( bobao3tien )

» BIPREEEE
» 28 BINFETRICREES
» MREMEGHIT DX, MSIEXTDMIHER T
3k, RENRERCHRIEPMEIND #HITRICH
» R RICHREENER

37



= BE

» EAAndroidi¥E TEFMRCREE

SR BT
DexDump baksmali
jeb Androguard
ded IDAPro
. Radarz = (DoDao 30U |
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VMP

MEMNREMBRA, W we

o BFR: VMP = virtual Machine Protection = EUNURI® = EIUEREHREIPE
R = KEBEDME
o Bfta: (R=) IBMETELAIFRA
o H=AMEIR
v BETETEZRGRIPERE VmProtect=RE LRI
= FT1: VMProtect Software Protection
= DAAFIRS IR T RERIPROUENE S, SRRERPR
HIGE DRI X — A IIAZI B S 897 @
o Rfta (ERELEHMNL) 2
» BREHRIPRIA R
» B
» RTERBREEMABN, ERAsEREGRER, BIRP
RENIASCBERNEFERR. EtZal, ZAINER—tIR
SIFERBAE BB S ¥ E
» BIMER
» AJASEM S ERIVAIINARER, RIGI1T5C
AREERFEITIETSNBREH
» E=MER
» HXREBNBREE, BREFNEERA—EEEXHNTF
TR(ZELEN)KERIEEFFRENES, MFHEBE
PATRORHME X B2 7 RAVARRR 2SR BREIIT, BEXMNFT
BREBCHERSRETERE, BRENRX—=R, ETEM
HAYRIFIESS B RIF T = ZEMUED T

EE, AT=ERmN

o ZIRIE
» REBEDUE = EF tawvik WERBRRINESEXNES
« i7AH
v BREFAEREZEANEDNIESEIEMAE(ESE XK
%), B EBICPUBBHIITH—FA R
» BEX—EEDWIELTINNARES, HISnENIELst
B BCIES, AEHBREREECHIELAXINIRERE
2
v Ef)
» x86Farm{f RZEMBIITECRIES (mov, add. pop
%) , EZERTBEEXNNELHEIES (xchg, db. dg)
« EfE


https://vmpsoft.com/

apkX {4

m
>
w

vMov R1,2
Mov R1#2 WiE vMov R2,3
Mov R2,#3 vMov R20,R1
Add RO,R1,R2 vAdd R20,R2

vAdd RO,R20

S,

o E{THLH|

SRR i U JE LS
010101010 ——\ ARM Code VMCode 01010101010

010101101 10101010101

Fi
HERESE e
e
= e
pal v idex. s>
185 MIFMLAOR
R FraalEn i
iz A
‘
FHDEX i
-
o
[
RS s
&
BRI ANative Rﬂﬁﬂigﬁgam ey
7N L2
P N\ :
/ — nEREES £,
LN e
i L)
i i
\—J #EAD
EHHI0ER
]
frrRas
= ENE
i
Q
AM wof BEAR o
s
#oh
HARMLER LR
m B
o

EHERES

HiigE R
<

N %@ o
J —

A
wah am
g i i’

P \ s
(satwtmonds / ~
A 4 s infrigHandie ) ( nESE )—sm (nomnae ) (nmmn )

WS

>

o R
» FE—ERSMERR
v SEREABHITHE
o WA
= %EA
» BTRAMABEEZM, FUVMP—IE R AT XBERER
» RIBRIPAAZS, AIUS

40



= DEX BY wmp

= 50 A9 vmp
» ZEVMPRIIIHIARE: BIZIE smati BHFER ¢ XTI
n 25
» ENE
» FRRAIERvmp R iR BldexPIEIIESE, Bdexhig
BIERMNAERST, HBA LB Inativer5iE; AFET
ENZEEEXIESBRAN, SHIEBNIELSHREFEIEM
XA
» BYE
» X7 BENIESENEEXELNETHENDSABR
FHR
. T
» BNEREEM PayegisVM 3.0
o REHLUMN,

» BHR VMPHROESR, "IT—TEDW, ZIMBEXIESWINEE
» GBEJLAER
= VM EAAZO
s VM fRiEss
o AMAIRITT—NMRIESR?

» EIFSRTERE
» 1.RCHRARM
o 2.4 RHREMRS
» 3AMBEE(NL
= 4.4 opcode
VM BEIEER
= VM Zfistub
» B —PMEFEBMNNRPE, PRAS
» [#EHVCode5Handlefyx ST
» HandlelEiE5ELF
« CIE3ER
» BE
- FERNFRZN
» GitHubZETT
= eaglx/VMPROTECT: Obfuscation method using virtual

machine.
= https://github.com/eagixVMPROTECT
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A= NE

REMBRERAR, FTERNIDESEN, ESHERAMERA,
/

ot

p o |

TEHIFANBNENE RRANSG R,

o ME = LAME
o BX: BFERBNMA, MTEFRFR
o BHY: ESRAIANMERFERENARFETNjare, hEFIREBNIE
AR

mE R IRE
I F L EapkBIINE R SGRE:

o BCHEMA: harden
o #WHINETHY (apk) FAOU: hardened
o MNFEIFEMM: pack = packing
o IOFERIBHPENUMS:  packer
o HAMOUSE: shelling
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= I INEFARITLE

& M Android APKR R INE AR L5 :

ThEEH%FAL® Android (APK) 2 X» @& A nék

g &5 FeuE [ BB (BUTITE ) | FE #% BT E]
T = T REEXARE (AR
[ e T — OB (oader) REES, BRHXMIE(L B BEEA oS
ayioad Criviae Payioac) | MFavaMTMRBABGNE. F (g0 oo o o— b iaias s ®, BopmEIaz] FHEANEME
® | W& Payi B #AMTE Wi 2. BIBEXERM REXMAR, L0 samusne.
- . L Ty e—— BetREYALH DELATNASRER
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= picauont &SwbApDicaton 2. Payioad M. BHAHTRER. Affdump Py
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& _ R R AR TR Foumo BEERK .
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FHt (1 DOCHARIRIC v, ATKERIUBRATBONS, KNAEANT "”“”‘ ""‘*“‘L“‘L,‘ E?,‘;j’;’; Bt
" 5, HA— 4T BEE RN RAndroid A it 5 A o > TR, g;nuhanmgm
" BROW, BERKREN
A (avaskKotin /Cs, MEFTRE (FEEHC/ICos. S
& AEHAME 5 aw 3 (R AoomBRRER A 3 xsmxuun DARRS_mERiN
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= JLnE AR SS iR i

MEEBARZIRAG. | iEHTREHKRENME S E:

BRME S RN BEMITEE

LE4bseF

SRR IILE

o R (RFNBIAME) © 360 > BEIR > B > ME > H

o FAM: MWE > BN > 360 = HI > BmE

o BHEE (FENEAM) @ BB > EmE > 360 = # > BR
o WA W > BNE > 360 > H > @B

SCHNREBSTLE
SIS ABLR (BZE20150) SRNEHRORARE, #o2:

o 360: EAXLRICRIAK dex MEBEFET —T so F, MHZHIRE

o FIER: B—LE class_data_item F[ code_item IFHET, FTFT dex HRBEZ
BEKZR, BIAF—LE annotation_off ETCANAIRISERS L EF AR

o BE: IB—LE class_data_iten HHET, SHRERE, BNEERIRE dex X
HHSKES; ERREEMIAEERER, REBEANEER, BABKREN
B, HATAIIEIIS poInvoke ( ART )F dvmMterp_invokeMethod ( DVM )MA1Z
SEIRENEIE X AR

o HIBFIEINZ: S5360MIMIERIER, HHIHE—
iﬁ read . write . mmap % libc Elﬁf( hook T, BEJJ:i;EWfE?E dex E"\]Bﬁﬁ,
EINBENFRERE, BEEREXHRTEARAE

o BB SN THRRIPROE SRS T —TMRAY class_data_item , TEZWIR
PIIND . BEIEM class_data_iten RIEIGTHIRMERBHFERZ LXE, B
f& code_item FMEERFET dex Sd’-?i, ERTREURE
7% annotation_off [ debug_info_off SEEEMFI R IRIZ

= EpREJED
3601NE=E

e ETI: http://jiagu.360.cn/
o XEHMMm:
P FIREAY:
= 360F R
= http://shouyoubao.360.cn
» EFXITIAY:
» H5E


http://www.liuhaihua.cn/archives/153836.html
http://jiagu.360.cn/
http://shouyoubao.360.cn/

iR R Ellegu

e FETT: http://legu.qcloud.com/
o [A%RZE = Mobile Security = MS
o INEE: NAPIRMEBHNE (APP) 4 mRAMN—IXZE@ERS

ES

. AERS
» NAE
= RENF
= FREMWL
» RAREEIE
= BRI
» RRAN

 IRE
» NAHINEEAREL Android M FRAIBMERT, JEHXINA
EMLZ2ERIEMERIFEARERZINA APK, MR
FAMNERZ2KE, HRMAFEEREN
« BE
v NAREREBNZEENTEERFETREIE!T, REM
B. BIREM; MYEZHEF arm, aarch64, x86., x64, T
1% android 2.0 %l android N /| F2 R A EH B
o HHIFRED T
» REMT —YURERNEA, RBEAHTERBAEFEINE
MLgF
» RENMAREAMORECARFRRE AR, REEMRS
o Bz BrNBZE WXIER MY
» 105 1RIF IBE
» REFIFRIF
» DEX R#RFRI
» RNBEERF
= AndroidManifest.xml B5E %
» DEX MXHEEMER
» DEX EHMUINE(VMP)
» SO REFIFR
» SO EMFRIF
» SO FEAEFEMIER
» SO ESNBSERF
s 52 SO RER
» SO FEFFFHEIE
» FHERIF
= APK BB BRI
s APK B5Z/RIT BRI
» APK E& X RIRIF
o RSB E R
» DEX XRHEH
» SO EFFEN
o FIRBFE BRI
= assets HIRHELL


http://legu.qcloud.com/
https://main.qcloudimg.com/raw/document/product/pdf/283_13769_cn.pdf

» res FRHEN
» raw FRRHEN
» BEEENHHER
« BHIER R

o BHIEE R
o FHREHLIERRIP
v INESEBANSIEIL
» BHEFERSIAIRN IR
o BHHFERDSIAIN R
» [ JDWP 7Ei
o BHENRIP
» BHAITE dump fRIF
» BFATEEUEIZEY
v [FRTEENIRIEEK

v BURS BRRP

» FRBA S EVRIF
» assets FIFEFHZIEY
» res BRHE
s raw ZREFHZTEY
= SSLiEBEHE

o RHBEIRRIP
» Zith databases B REUREXINE
« BFAGIR
« NABEREZEERE

M2 58

e MZBE
o ET1: AndroidN FBHINEAPKIIEREERAPPIIENS 5 /&
o FmA
« BRi¥E
v ZEFLSHEBRVMPELWRIFEAR, 3XEBRB. mOBEHT
INBRIP, WRBEIIDA, ReadelfEi¥m T EHHIKEURG
» REX
» WAPPMAESNMNXELBEE—IRIER, BREA—I XGRS
BEiEIE T, B SRBEAN. ZXRITE. ERKSTER
&
« BRI
» ZEMBERABLEREEN, BBIEJAVARICERISEIE, A8
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lIE 7

o apkiZBHINE
o BABHREREME?
» NRIRABjadxiTHA BN S LB B REE R qihooZFE360
tencentiEifl K Elegu FHEHY
v BARBAFEBINE T8
= FAEYZE 360MNER BB RElegu RUMNE 7 5
v XESHARBERENEFNAE
» R RappiIE Sl S BB javalis

B Eﬁ
AN

B jadx FITH, EHIEM apk B java JRED

S
T jadx :

Mskylot/jadx: Dex to Java decompilerfiireleasesT F FEi &R, tbiljadx-
0.9.0.zip

e bin/jadx : ERRITHRA
o bin/jadx.bat : Windowshx

e bin/jadx-gui : HEZFREIMRE
o bin/jadx-gui.bat : WindowshR

¥ RYFi1FEE jadx

jadxap L1ThR

jadx =d output_folder your_apk_file.apk

241

jadx/jadx-0.9.0/bin/jadx -d from_jadx_command xiaohuasheng-v1,5.apk
jadx/jadx-0.9.0/bin/jadx -d exported_java_src mafengwo_ziyouxing.apk


https://github.com/skylot/jadx
https://github.com/skylot/jadx/releases
https://github.com/skylot/jadx/releases/download/v0.9.0/jadx-0.9.0.zip
http://book.crifan.com/books/android_app_security_crack/website/android_crack_tool/decompiler/common_decompilers/jadx.html

jadx guiEIHZ5REAR

TEM jadx-gui (EEFHKBEAN Jadxcu )RBFIEBERE.
S F AV 51X TR N ERYapk:

apk achuasheng-v1.5.jobf

xiaohuasheng > achuashe...-v3.6.9.jobf

debug > . xiaohuashe...-v3.4.8.jobf

data > aochuasheng- .8.apk
xiaohuasheng-v1.5.apk
xiaohuasheng- 5.9.apk

jadx (LEAMBAIR jadx-gui ) FTH/E:

W jadx-0.9.0 m bin @y JadxGUl.app
B jadx-0.9.0.zip i lib B JadxGUIsh
B LICENSE jadx
B nNoTICE jadx-gui
B README.md

Last login: Sat Apr 27 12:33:23 on ttys@i3
/Users/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-@.9.@/bin/jadx-
gui ; exit;

. /Users/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-8.9.8/bin/
jadx-gui ; exit;
INFO - output directory: xiaohuasheng-v1.5
INFO - loading ...

[ ] ® jadx-gui - xiaohuasheng-v1.5.apk
X W\ S TR #8

EHETHE RGP R

%3 xiaohuasheng-v1.5
¥ 000
» [ android.supp
# com
# net.tsz.afin
£ org. jsoup
£ p0@3cn
 p015de
i p016io.rong
£ p018uk.p019c
» 0000
APK signature
‘0o

JADX memory usage: 0.36 GB of 4.00 GB

FIAERIRRD



ene jadx-gui - xiachuasheng-v1.5.apk
Xt WE SR TA #

Bl&[s]# [FI]][c]s
23 xiaohuasheng-v1.5.ap
¥ @000
» i android.support
v # com
» i amap.api.locatiol
» & aps
» i facebook.rebounc
» # google
¥ & huili

» & jeremyfeinstein.sl
v i readingcluk

# activity

# adapter

# config

# fragment

# jpush

# network

# service

#utils

# widget

# wxapi

© BuildConfic

© C0471R

© ConversationActi
@ ConversationList
© Manifest

©

© NameObject

© XDialog

© XDialog2

® XLocationManager
# lidroid.xutils

# loopj.android.htt)

& mhh

v

T Y Y Y Y Y Y Y YYYYYYYYYYY

£ mob

£ mobeta.android.dsl
# nostral3.universalim
# p0lduu. lik

i cea manctar

YYVYYYYYY

JADX memory usage: 0.43 GB of 4.00 GB
BESHZERG, WAIME

Xt —> 2ERE
g

X —> HFAGradleliB

[ NON jadx-gui - xiachuasheng-v1.5.apk
MmE SM TA B
B 2ERF ~S
= 2755 Gradle i@ ~E E(;iirss .expande:
BT FraY St p 2df417 . decode
1df417.detectc
o inE ~4p df417.encode
jrcod
X B jrcode.decode

| » B com.google.zxing.qrcode.detectt

1 com.google.zxing.qrcode.encode

# com.huili. jeremyfeinstein.sliding
# com.huili. jeremyfeinstein.sliding
lisjcom. huili.readingclu

# com.huili.readingclub.activit

# com.huili.readingclub.activity.ba:
# com.huili.readingclub.activity.tal
# com.huili.readinaclub.activitv.tal

BNE] S HEARARS:

yF Y Y Y yTywyrwy

java p018uk
META-INF org
lib net
B build.gradle bin p016io

. src ic_launcher-web.png I p0O156de

= com

B poo3cn

B android sea_monster
W rostral13

8 mobeta

h
. res
L

AndroidManifest.xm|




FAVSCodefTFT/EENA# 2] (FEMFRIappXI AL S5:Z4ERY) RAD:

b HTFOERE
4 XIAOHUASHENG_GRADLE_PROJECT

» B gra

4w

€0y L ANAREEIEERE
b MAVEN B

©140 534 (22124) T4 UTF8 LF Java &) © @ A
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Gitbook [ EFi: 2021-06-28 08:35:45


https://creativecommons.org/licenses/by/4.0/deed.zh

M ay = app->dex->jar->java

lIE 7

. apkiﬁ’.’i?ﬁi?]ﬂlﬁl, B (F4) H roex2 ETEEBRSHENTEDN dex X4
o XMNELI, FER: IBMRAKIS60MERFME SR
o MRS HdexXH
» WFTEREES HjarF S iHjavafiig
» REAMERREFERE:
= FTARZANEI3600NE IR
o BiflRElegu

EH E§
[R5

1. M apk Bl dex : MIEITHHZL HappSHidex it
o BRREREMapkE Broot ML R B /RE BHsS
o EREFBELLET Xposed F HookiEzz
o BZE xposed FZZZE Fhex2 / DumpDex S
v BTEESH dex XfF
o 1BITREapp
s BEISHBINIEMN dex X&F
o MZE (BEN/AERLIZR) PENENASEN (FEEFEED) dex XH
2. M dex Bl java JE3
o —#H: LLAIMA jadx TIFEIEM dex EEIRE java SRS
o ML:
i. dex ¥% jar
v A dex2jar ETEAM (B THNEN. FMappllSBHEEXMN
D) dex XHHSH jar X
ii. jar ¥ java JREG
» FARZIESS ( CFR/ Procyon / 30-6UI ZF) 1B jar iR
i java JRAES

E3 i

TEMAOFERRERNERETRE.
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https://creativecommons.org/licenses/by/4.0/deed.zh

1. appSHHidex
ER

o B root THIZRE 4.4+ K = T i
o j\j)ﬁéﬁﬂ’\] FDex2 %2% Android 4.4+
o UEAMFHROR: 7mmiEige = Nox App Player

A
B g e

RREF

BERER

39 HKT 2017

o ERIWRE 4.4.2
» mmEnes BEH root
e Hook#EZ2
o ATRERKBUHESE dex X
o UEAMER: XPosediEz
» ELERRE xposed HELR
» ZBIEEEE XPosediEse



Tl B 444

> Tl

o
il

Xposed Installer

prged$id TH  WA-FEMR

o EEINZE Fapk
o tEAN v3.4.8 B/ NEERJapk:

~» xiaohuasheng-v3.4.8.apk

xiaohuashen

20195 3A14H BRI 10:41
019538148 BRI 10:41
20195 3R14H BRI 10:41

o TEIF Fpex2 B9 apk
o }\}\EE—F%:EEU FDex2_1.1.apk


https://download.csdn.net/download/crifan/11057898

=0 FDex2_1.1.apk
B documents

a apktool.j;
B apktool

THE mmisise + xPosedizze JBIFRRRAN{TIRIE,

E3 b

o REREERapk
o IBEMARAY apk LIE mmzsgms .



iR o ST U

=y
=

Xposed Installer

o M+ ETEEE L i

o REHBUE Fpex2
o T Fpex2 TIREIRMIEIEF
o ZEXPosedE4)i% s FDex2:



«

Kills S5L certificate validation

Ia' JustTrustMe i

Xposed {81RT|FREE I
BEEEMEEN

s HERIR: XPosedSHRIIRE T, SREESUSEN
s FRLA T {F Fpex243% , ICBEREE XPosed ,
o IAEIRRARZ 1.1 ¢



FDex2(1.1)
FDexF i hr-By FormatFatgzi{ti%

FrIfiE:
1.&Z84400 L
2.root
3.Xposed#EZ2

A MBRHFESR

ZE7.0MN 8T

o Fhex2 FIREELMERapp
o AIEBZEITHFDex2, SEHLAERENapp: NMELE
N N

=4 H81018

o RRFREMI:



o RERFIN, BEMITFFBRRYE, hookEH:

com.huili.readingclub

) dextt B : /data/data/com.huili.readingclub

B ®kEAD , BEMITABIRYY |, hookE!
Heom.| |

dex#i it B & /data/data/
com.

BITERIEAEapp
o IERAITAMGITEWFENapp



@ ©

EEEARS e .

-
el

Xposed Installer

M EEES T#

» HXREITHT:



Q EEFERAEMH

il v

BERIEE FFIFENEE SiZiRE
€y ElexilelEiiH S HARMEHS
RIBZFHMNIRKE , FiEES

BT ERIKE | SR ESTANES

EfI B EHIEKE

wH L EHES >

MIRFRENE Help  HRARZEEREEE "#asiET
with Homework A Lift-the-flap book  Z"{TE"#) 4

r - [T A a
20 LIk f£EH HE
» HELY, BNE
o IEAAAER Foex2 ERESHappfIFTE XHEEIXINAIE F
T : /data/data/com.huili.readingclub
» BERATERRE, BWABE: BEREMNRNE, bRETER
fRAVTIE, RRESEI
o BINLESHN dex EXH
o FRLMEBEEXNMNIKE
» 2R Foex2 & Bappht BRIV ERE
m  /data/data/com.huili.readingclub

o ¥dexx(ft (FMEAMAEXINBEXMH) :



/ data » data » com.

N e S
lib
19-3-19 F2:43  Irwxrwxrwx

shared_prefs
19-3-19 F4F417  drwsrwse—x

tx_shell
19-3-19 F43:01 drwx

AR

08| com. . 1166288.dex

ma | 19-319 FF205 -rw—- 1 MB
me | com. . 13088280.dex

mae 19-3-19 F52:04 -rw 12 MB
e | com. 1461452.dex

me | 19-3-19 F2:04 -rw—o 1 MB
e | COM. . 191572.dex

me | 19-3-19 FF204 -rw-— 187 kB
e | com. NI L 102847840.dex

e | 19-3-19 FF2:04 -rw 2 MB
e | com. . 3986968.dex

ma | 19-3-19 FF204 -rw—o 3MB
e | com.,| 8725900.dex

nme 19-3-19 F42:04 -rw B MB
e | com. . 8825612.dex

me | 19-3-19 FF204 -rw—o 8 MB

1130 ] mix.dex
1001

ne 19-3-19 FF2:04 -rw 292 B

H © R Q
o HIEILHRENE
B B 1B A dex S 1

» v3.4,8 11
total 81656

crifan staff 1.1M
crifan staff 12M
crifan staff 1.4M
crifan staff 187K
crifan staff 2,7M
crifan staff 3.8M
crifan staff 8.3M
crifan staff 8.4M

19 14:05 com.huili.readingclubl166288.de
19 14:04 com.huili.readingclub13088280.d
19 14:04 com.huili.readingclubl461452,de
19 14:04 com.huili.readingclub191572.dex
19 14:04 com.huili.readingclub2847840,de
19 14:04 com.huili.readingclub3986968.,de
19 14:04 com.huili.readingclub8725900.de
19 14:04 com.huili.readingclub8825612,de

W wwwwwww

AR H5EEA
Afal IR MR ZZ R S H X EIMacH

LEAME R R MIELIZE B FH xprems



481022

@ C© O B

mWEASY FANL | ESSTiin s

0 EeS

L )LIBECE  Xposed Installer —if2% LR INEE

XHEEsSE 2 TH

o FHSE:
o FGIESHMXHENEHZER
1. BI% /data/data/ THEHY com.huili.readingclub



2. NIRBRBA T NEMIEZAIMER /ant/shared/other K #E ->

FAMEIEFRIN

wl

! data » data

T89-7 FH3.20 drwxr-x—x

com.google.android.play.games
18-9-7T FH3:25 drwxr-x—x

com.google.android.syncadapters.contacts
18-9-7 FF3:25 drwxr-x-x
com.huili.readingclub

19-3-15 L4 10:25  drwxr-x—x

com.ishowedu.child.peiyin
19-3-15 E410:02 drwxr-x—x
com.liulishuo.sprout

19-3-15 EF10:02  drwxr-x-—-x

COM.SVOX.pico
18-9-7 FF3:40 drwxr-x-x

com.vphone.launcher

18-9-7T FH3:25 drwir-x=x
com.yigizuoye.jzt

19-3-15 L410:02 drwxr-x-x
de.robv.android.xposed.installer
19-3-15 E10:02 drwxr-x-x
formatfa.xposed.Fdex2

19-3-15 E510:19  drwxr-x=x

just.trust.me
19-3-15 LF10:02 drwxr-x-x

1 folders selected.

© R




RBlF

EAF: Ama s

EVHCE S

BahikEm

4N

RINE B

» RETHAEHFIREN:



EEEH.-

IEFERITIRMGE..

M fdata/data/com.ishowedu. child peiyin
Bl ymnt/shared/Other/com.ishowediu child pefyin

3. SRS, TTAUBIBRICENNXH. BEI E—RBR, BEMHR
HEBNRIEER:



a / mnt b shared » Other

|

com.huili.readingclub
- 19-3-15 EF10:25 drwxrwx-—

o 1 folders selected

_ ® R Q i
o BZEEIPC (lt&tMac) FIEIHZ=RBER, HEBN XM
» REPEDSBITPCHHZRER
®  Windows -
= PEIRE C:\Users\{USERNAME}/Nox_share/Other
= Mac -
m  /Users/{MF®&}/Library/Application Support/Nox App
Player/Nox_share
o

m  /Users/crifan/Library/Application\ Support/Nox\ App\
Player/Nox_share

o B HARTEREE \ #X



rimport_720x1280.xmi

REHHNESHAdex X4

1. BRMREERISEXE, WalEH 2L/ 1R, BIE,
2. Bttapp (HALRA) , SHEOXEP, SEENFEN (S NdexSUHFFH
1) 887 appllHBiBiEMdexX
o BAZapk XA T EMBRMNMNE, FTiESHENENdexH
o H3:
o EEAVNEARIV3.6.95 H R B — T AI292BRIdex3X 4 mix.dex



ol

/ data » data » com!

RE*®

app_bugly
- 19-3-15 EH10:06 drwsrwx—x
app_td-cache
19-3-15 EF10:07  drwxrwi-x
cache
- 19-3-15 EH10:06 drwsrwx—x
= code_cache
o - 19-3-15 EF10:06 drwx
databases
- 19-3-15 EF10:22  drwsrwx—x
. files
o - 19-3-16 EF10:21  drwxrwx--x
lib
- 19-3-15 EF10:05 Irwxrwxrwx
shared_prefs
- 18-3-15 EF10:23  drwsrwx—x
tx_shell
- 19-3-15 EF10:21 drwx
we | mix.dex
0o
M0 | 19-3-15 L1006 -rw——— 202 B
010 | MiX.S0
1001
me | 19-3-15 EF10:06 -rw-r-r: 1kB
: ® R Q @
-w ]

crifan.com, {EFAE24.0EFR(CC BY 4.0)1/IX &% all right reserved, powered by
Gitbook&z/FEH: 2021-06-28 08:35:45
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2.1 dex3%java

jadx AIIAEIEM dex T java JRRG

TH jadx

o MIXETEHZMARAY jadx
o LtAM:
= jadx-0.9.0.zip
o MRIERSE:
" jadx : AARTTIE
" jadx-gui @ HEFFREM
o WEEIFIETT

LEAMEER jadx EM jar PEERE, BRMHAR:

o A jadx NG LITEIESHAE
o M jadx-qui BERNE, tWAIABSHARE

TEIFHANA

jadx HizSHARHE
PHIESHRBOER, EHdexXHESE, NANEBET:
B

bin/jadx dex_file.dex =d output_folder

241

jadx-0,9,0/bin/jadx dex_file.dex -d
/../../../../. /reverse_engineering/jadx/jadx-1.0.0/bin/jadx . /. /apk_to_de

/../../../. ./reverse_engineering/jadx/jadx-1.0.0/bin/jadx ../dex_to_jar/com.

BNA M EIRRIBEISmIBRT, MHA:

e resources
e sources

o HBIRERYFES
RIRETE T E,

24


https://github.com/skylot/jadx/releases
https://github.com/skylot/jadx/releases/download/v0.9.0/jadx-0.9.0.zip

from_v3.4,8_dex /Users/crifan/dev/dev_tool/android/reverse_engineering/jadx/ja

FERZHIR

WARN = Found 75 references to unknown classes

ERROR - 6 errors occurred following nodes:

ERROR - Method: android.support.v4.provider.FontsContractCompat.getFontFromP
ERROR - Method: cn.addapp.pickers.util.LogUtils.getTraceElement | :java.lang.
ERROR = Method: cn,jiguang.a.a.b.c.a android.os.Message :void

ERROR - Method: cn,jiguang.d.b.f.a int :boolean

ERROR - Method: cn.jiguang.d.d.m.a android.content.Context, boolean :java.ut
ERROR = Method: cn,jiguang.g.e.a java.lang.String, java.util.Map :cn.jiguang

WARN = 2299 warnings 454 nodes
ERROR - finished with errors

BiRE:

» from_v3.4.8_dex 11

total @

drwxr=xr-=x 3 crifan staff 96B 4 29 15:29 resources
drwxr=xr=x 13 crifan staff 416B 4 29 15:30 sources

IR ERNRIBAVSCode B TFHRIBR

wToke

£7Y D NN

» MAVEN B

Q040 41,501 BE4 UTF8 IF Jaa ) © @ A

jadx-gui EFMNSHAE

Wi jadx-gui BlRETT:




8 jadx-0.9.0 . bin
n jadx-0.9.0.zip = b
B LICENSE
B NOTICE jadx-gui
B README.md B jadx-gui.bat
»

o Bt

Last login: Mon Apr 29 11:17:41 on ttys@@g
JUsers/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-@8.9.8/bin/jadx-g
ui ; exit;

/fUsers/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-@.9.8/bin/j
adx-gui ; exit;

Xt B S TA #HE
Blais & (Al1]lc]l=] & [EEl#

00000
®  ® %TJaDx
jadx 2019/2/12 09:26
i 59
Dex to Java decompiler
version: 0.9.0
KH

JADX memory usage: 0.03 GB of 4.00 GB

REEFTFIIRIMjarsXf4:  com.huili. readingclub8825612-dex2jar.jar , BIRIEZI
BE Tappll EEENRIBEMTER:

L) [ ] jadx-gui - com.huili.readingclub8825612.dex

X+ #ME SM IR’ ¥y
Beli[&&# (Al [c]=2] @ [E][F
2J com.huili.readingclub8825612.de
v &[000
» 1 android.suppori
» i bolts
» i collections
v & com
2 amap.api.locatiol
# apptalkingdata.push.servic
# aps
# awen.photc
# davemorrissey.labs.subscalevie
## facebook

£ loopj.android.htt|

£ mhh.year.p054sb. il

# mob

# talkingdata.sdt

f# tendcloud. tenddati

# youzan

# kotlin

1 net.tsz.afinal.annotatio
# okhttp3

1 okio

i org

# p0dcn

f# p056kr.p057co.namee.permissiong¢
0ooo

v
Brvyryryvyvy

JADX memory usage: 0.68 GB of 4,00 GB

RERITEFUAERIFMANE:



LK ] jadx-gui - com.huili.readingclub8825612.dex
Xt W@ S TR %8

el@li[' & [FIS[C[=] & [El[F#
» i davemorrissey.labs.subscalevie
» i facebook
» i google
v & huili.readingclul
v @ activity
» i KnowledgePay
» & base
» & book
» & bookcase
» & bookcomment
>
>
v

# bookfriend

# booklist

# classroom

© ARTestWithScreenActivit
[c]AL1Sel1BooklistActivit]

® AllsellPosterActivit

® EnglishGradeActivit

® ExchangeCouponlActivit

® ExchangeCouponActivit

® GetTestAccountActivit

® GroupBooksActivit'

@ InviteAwardActivit

@ LanceTestWithScreenActivit
@ LatelyNewSeriesActivit

@ LevelBuylListActivit

© LexileARFindBookActivit

© NoTestWithScreenActivit

@ parentChildReadingActivit

@ RelatedExperiencesActivit

® searchEnglishLevelActivit

® selectedChildSituationWithSc
© SelectedGradeWithScreenActiv
© SelectedTestProjectWithScree
@ selfReadingActivit

@ sel fReadingCategoryActivit
@ SellBooklistActivit

@ ShareInviteActivit

© shareInviteCardActivit

@ Cinnlawhi+aPanardrtivit

F Y Y Y Y YV YV Y Y Y Y YYYYYNVYYYYYYY

JADX memory usage: 0.44 GB of 4.00 GB

RENMRBESHEEHBMA, WAAE:

File —> Save All

jadx-gui - com.huili.readingclub8825612.dex

eve
El v sui 1A #m

TH... ~0 Ay o gu J’b
> B R

Ala TH ~
B 5% Craga ™8 ~E

BF TR >
Pl ~{P
b ik ]

f# apptalking7|
# aps

# awen.photo

# davemorris

f# facebook

f## google

# huili.read

# lidroid. xu

# loopj.andr

f# mhh.year.pl

£# mob

# talkingdat:

2 tendcloud."

f## youzan

> f# kotlin

» i net.tsz.afinz

» £ okhttp3
>
»>

b/

Y Y Y Y Y Y YYYYYVYY

# okio
# org

JADX memory usage: 0.26 GB of 4.00 GB

REHERZ:



Mt WE SM IA EB
E1ETHES P EYHEE = ElHP 4

23 com.huili.reading
v &000

» f android.suppc

» f# bolts

» f## collections

v £ (o] -
aFamap_ api.l [ JON ) HEE...
# apptalkinag
& aps BRB...
f# awen.photc Ei=BHHNiE
# davemorris
# facebook
f# google
f# huili.read Bl
# lidroid.xu
f# loopj.andr
f# mhh.year.p!
# mob
# talkingdat:
f# tendcloud.
f# youzan
> # kotlin
» i net.tsz.afine
» £ okhttp3
>
»>

Yy Y Y Y Y Y Y Y Y YYYYYY

# okio
# ora

JADX memory usage: 0.40 GB of 4.00 GB
BIRJES A sources XTI EIIRERIRID

B8 sources = com = mob W readingelub B activity
B resources = okio W aps W fragment
= okhttp3 B8 apptalkingdata . widget
= org = youzan = utils
i net I tendcloud > W adapter
8 pOS6kr M talkingdata > B wxapl
M kotlin M mhh > B model
| collections = loopj > I commonadapter
W p0O4cn | lidroid 3 MyApplication.java
M bolts > huil . service
B android » I google B network
B facebook W library
. da orrissey . jpush
- en W datepicker
= amap

BRI iEiER:

[ 4mi%=as Jadx

EiEMIRAR
A3 JD-GUI ITFE—1 jar HIMR

29, A o-cur FTFE—NjarlIR


http://book.crifan.com/books/android_app_security_crack/website/android_crack_tool/decompiler/common_decompilers/jadx.html

B com.huili.reac
B com.huili.reac

BookListMyFavoriteFragment.class - Java Decompiler

o] x
> & androidsuppon «
» i bolts
» @ en package com.huili.readingclub. fragment;
» f# collections P android.app.Dialog;
v import android.content.BroadcastReceiver;
» f amap.api.location import android.content.Context;

import android.content.DialogInterface;

> & apptalkingdata.push.service import android.content.DialogInterface.OnClickListener;

» & aps import android.content.Intent;
» # awen.photo import android.content.IntentFilter;
» i davemorrissey.labs.subscaleview import android.os.Bundle;
import android.os.Handler;
» f facebook import i Sy s
» i google import android.view.LlayoutInflater;
v E huili eadinaclub import android.view.View;
> W‘ @Jupnrt andra;d.v@ew.vievﬁrogp;
import android.widget.ListView;
> & adapter import android.widget.TextView;
» | & blurimageviewlib import com.google,gson.JsonObject;
» | B commonadapter import com,huili.readingclub,MyApplication;
» | config ﬂx: <com. huili, readingclub, activity, MainActivity; )
» | & datepicker import com,huili,readingclub.activity.booklist.Activ iménm istActivi
¥ | & fragment import com,huili.readingclub,adapter, BooklListAdapter;
> import com,huili.readingclub.adapter,BooklistFavoriteAdapter;
> lateFragment.class :::: Sam. L. readingclub, fragment. base. PullTofet reshBottonloadf rz
com. huili. readingclub. network. XutilsHttpClient;
[ H] BookListMyFay oriteFragment.class import com.huili.readingclub.utils.Base6d
» f ClassroomFragment.class import com.huili.readingclub.utils.Const;
» ) DiscussDetail§Fragment.class import com.huili.readingclub,utils.JsonUtil;
- 9 import com.huili.readinaclub.utils.MessaaeGZIP:
» {uy HomeFragmel
[

Heh# B 7 HA) 2 AR E M appE XAl 52 RIS :

/com/huili/readingclub/activity/classroom/SelfReadingActivity.class

L X ) SelfReadingActivity.class - Java Decompiler
B e oD

> i google
v & huili.readingclub ocaLisondb
ocalJson
v i activity ‘LlocalsonOb;
» f# KnowledgePay LoealJson0b;

i base TocalJson0b; ;
# book local. roperty("level”, this.mlevels);

>
>
u3%, lacaldsonObject: s

> & bookcase Localrson0bject, atiProperta-cr. In(eger.ualueﬂfloﬁ:s‘um“'v
» @ bookcomment XutilsHttpClient. sendhttplson (this, POST, "http://vaae. xi 183/R
» @ bookfriend s
+ 8 booklist public void onFailure( ion p: tpException, String ring) {
v 8 dassroom public void onstart() {}

> i) ARTestWithScreenActivity.class

» i AllSellBooklistActivity.class public void onSu (R 1 ing> p: nfo)

> 4 AllsellPosterActivity.class - . . oy

» 1 EnglishGradeActivity.class ",ifﬁ?ammw"m'm =t £

» 4 ExchangeCoupon1Activity.class

» 43 ExchangeCouponActivity.class paramAnonymousResponseInfo = JsonUtil.isonToMap( (String) paranAnonymousResponseInfo. result);

» 4 GetTestAccountActivity.class e if u‘sara:}mnunmuusn@spnnsemn = null) {

» % GroupBooksActivity.class returni

> 4 InviteAwardActivity.class StringBuilder localStringBuilder = new StringBuilder();

» LanceTestWithScreenActivity.class localStringBuilder.append (paramAnonymousResponseInfo.get ("M"));

» 13 LatelyNewSeriesActivity.class localStringBuilder.append () .

if (!localStringBuilder.toString().equals("'1001"))

> 4 LevelBuyListActivity.class ° R

» 4 LexileARFindBookActivi CustomToast ingTe this.activity, “WREK! )

» {a) NoTestWithScreenAc return;

> ) ParentChil dReadingActivity.class localStringBuilder = new StringBuilder();

> 4 RelatedExperiencesActivity.class localStringBuilder.append (paramnonymousResponseInfo.get (*3*));

> SearchEnglishLevelActivity.class localStringBuilder.append (") ;

. ectedehi ISt uationwi —_ 0 = MessageGZIP tring(Basesd. decode( Localstring8ui lder.

» i SelectedGradeWithScreenActivity.class \f chivit 'E:S““ZW(W"??h%ﬁmmmmm

» 4 SelectedTestProjectWithScreenActivity.class SelfReadingActivity. this.onRefresh();

AT self 1

> @ SelfReadingActivity D

)

) SelfReadingCategoryActivity.class
%2 SellBooklistActivitv.class

HA onsuccess AIZBAR BRI T 1 FERBRAIZLE.

HAth T3 ajarke i hjarkIzeR
HIRI— AR, B dex ATIASSHRIESA jar

MXETRN ., REESappll 5B jar , EA—EREFTRITIFHMR
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m. & 00.dex

m.huili.readingclub8725900-error.zip
a com.huili.readingclub8725300-de: i
e0e ibilityService.class - Java D

¥ f android o X

4

package android.accessibilityservice;

4 AccessibilityService|nfo. & import ; service:
ityServicgLlie import android.content.Context;

> i lAccess
» 4 lAccessibilityServicdCon import android.content.Intent;
» |8 accounts import android.os.IBinder;
import android.os.Looper;
»| & animation import android.os.Message;
»| & annotation import android.os.RemoteException;
»| 8 app ylpbr: android.util.Log;
. import android,view,KeyEvent;
»| B8 appwidget import > > ibili PR ;
»| &8 bluetooth import android,view,accessibility,AccessibilityInteractionClient;
»| & content import android,view,accessibility.Accessibilityodelnfo. ‘L i < ‘VL'LV 1 H
»| & database import com.android.internal.os.Handlercaller;
& import com.android.internal.os.HandlerCaller.Callback;
> |8 ddm
»| & debug public abstract class AccessibilityService
»| B drm extends Service
" =
>
® emojt public static final int GESTURE_SWIPE DOWN = 2;
| & filterfw public static final int GESTURE_SWIPE DOWN_AND_LEFT = 15;
»| & filterpacks public static final int GESTURE_SWIPE_DOWN_AND_RIGHT = 16;
»| B8 gesture public static final int GESTURE_SWIPE_DOWN_AND_UP =
»| @ graphics public static final int GESTURE_SWIPE_LEFT = 3;
grap public static final int GESTURE_SWIPE_LEFT_AND_DOWN = 18;
»| & hardware public static final int GESTURE_SWIPE_LEFT_AND_RIGHT = 5;
»| 8 inputmethodservice public static final int GESTURE_SWIPE_LEFT_AND_UP =
»| & location nublic static final int GFSTURF SWIPF RTGHT = 4:

Hthp9—L, LEAMBMARENE TH, RERRERNjar, ZITFEREFZIER
RERRE:

m.huili.readingclub130882
.huili.readingelub

¥ f# com.tencent
v 3 StubShell
fu SystemClassLoaderlnjector.class
fu SysteminfoException.class
fuh TXAppEntry.class
fuh TxReceiver.class
) XposedCheck.class
) ZipUtil.class
) a.class
) b.class
i c.class
fub d.class
bugly.legu
3 crashreport
B proguard
fuh Bugly.class
fub BuglyStrategy.class
) CrashModule.class
i a.class
) b.class

.
YYYYYYYBYYYYYYYVYYY

AEEM

jadx A8EM jar §H java , ZTNESRE

)



/../../../. ./reverse_engineering/jadx/jadx-1.0.0/bin/jadx ../dex_to_jar/com.
INFO - loading
INFO - converting to dex: com.ishowedu.child.peiyin9201516-dex2jar.jar
ERROR - jadx error: Error load file: /dex_to_jar/com, ishowedu.child,peiyin92
jadx.core.utils.exceptions.JadxRuntimeException: Error load file: /dex_to_ja
at jadx.api.JadxDecompiler.loadFiles JadxDecompiler,java:138

Caused

jadx.api.JadxDecompiler. load JadxDecompiler,java:102
jadx.cli.JadxCLI.processAndSave JadxCLI.java:32

jadx.cli.,JadxCLI.main JadxCLI,java:18

by: jadx.core.utils.exceptions.DecodeException: java class to dex conve

dx exception: Translation has been interrupted

at
at
at
at

Caused
at
at

Caused
at
at
at
at

Caused
at

jadx.core,utils,files.,InputFile,loadFromJar InputFile.java:191
jadx.core,utils,files.InputFile.searchDexFiles InputFile.java:82
jadx.core,utils,files.InputFile.addFilesFrom InputFile.java:40
jadx.api.JadxDecompiler.loadFiles JadxDecompiler,java:136

. 3 common frames omitted

by: jadx.core.utils.exceptions.JadxException: dx exception: Translation
jadx.core.utils.files.JavaToDex.convert JavaToDex,java:63
jadx.core,utils,files.InputFile,loadFromJar InputFile.java:182

. 6 common frames omitted

by: java.lang.RuntimeException: Translation has been interrupted
com.android.dx.command.dexer.Main.processAllFiles Main.java:614
com.android.dx,command.dexer.Main. runMultiDex Main.java:365
com.android.dx.command.dexer,Main.runDx Main.java:286
jadx.core.utils.files.JavaToDex.convert JavaToDex.java:49

. 7 common frames omitted

by: java.lang.InterruptedException: Too many errors
com.android.dx.command.dexer.Main.processAllFiles Main.java:606

. 10 common frames omitted
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2.2.1 dex3%&itijar
B

MBIER] appSitdex , HAIERE: (—PH) STdexXff, XA dex , H
PRE-TRELEES T RREapplIWEiBIEAY dex XM,

BEES (BIHEHRANZEM) HENX dex , AEA dex2jar FTEM dex ¥
B jar XM

HH

. jtﬁﬁ dex2jar
o Mdex2jarf) T T1E T EHEIFRIMARASA dex2jar
» E30: dex-tools-2.1-SNAPSHOT.zip
» FRIERTSE: d2j-dex2jar.sh

MRS

LEANBIERY v3.4.8 IRAMNE L Rapk, KEFIE—TSFHT B dex XHE, It
WMEERA dex2jar EDBIEEHEY jar :

d2j-dex2jar.sh =f dex_file.dex

HA[E), RS dex IR jar WHAEIESIRES.
ATERNEEKE T, BRMITREEZRERN jar TERMNFENERNE
& TappllBiBEEM jar :

» v3,4.8 /Users/crifan/dev/dev_tool/android/reverse_engineering/dex-tools/dex
dex2jar com.huili.readingclub3986968.dex -- ./com.huili,readingclub3986968-dex
» v3,4.8 /Users/crifan/dev/dev_tool/android/reverse_engineering/dex-tools/dex
dex2jar com.huili.readingclub8825612.dex -~ ,/com.huili,readingclub8825612-dex

ZREMWE, Ltat:

e M: 8.4MB BY com.huili.readingclub8825612.dex
o FEHRHIEY: 10vB BN com.huili.readingclub8825612-dex2jar.jar

MERAEN, DT apphIlSBEIORE,
AR

apkl ZzipfiZ[ESZIA) classes.dex EiER—ARTE
FRBWE jar


https://github.com/pxb1988/dex2jar/releases
https://github.com/pxb1988/dex2jar/files/1867564/dex-tools-2.1-SNAPSHOT.zip

EEAN 2 BIEY v3.6.9 NRABIE L Fapk, BN zip BREESRIN classes.dex ,
LE4LA dex2jar KiEHR:

» classes.dex
/Users/crifan/dev/dev_root/company/naturling/projects/crawl_data//\fE&app/xiao
» classes.dex /Users/crifan/dev/dev_tool/android/reverse_engineering/dex-tool
dex2jar classes.dex -- ,/classes-dex2jar.jar

» classes.dex 11

total 26000

=fW=—————— 1 crifan staff 212K 3 25 10:20 classes-dex2jar.jar

—rwxr=xr-=x@ 1 crifan staff 12M 1 25 17:43 classes.dex

SREREREHTARE, BR7SEI200%KBHjar

-) REAZWIA, ERRAESWSEEAE, TE2HNFTENjar, EILBAjar

21 dex ¥k jar HHIESIRE
beg:



» v3,4.8 /Users/crifan/dev/dev_tool/android/reverse_engineering/dex-tools/dex

GLITCH: 0000 Lcom/android/internal/telephony/uicc/VoiceMailConstants;.getVoicel
Detail Error Information File ./com.huili.readingclub1166288-error.zip
Please report this to one of following possible (any one).
https://sourceforge.net/p/dex2jar/tickets/
https://bitbucket.org/pxb1988/dex2jar/issues
https://github.com/pxb1988/dex2jar/issues
dex2jar@googlegroups.com

» v3.,4.8 /Users/crifan/dev/dev_tool/android/reverse_engineering/dex-tools/dex
GLITCH: @09f Lcom/tencent/bugly/legu/proguard/z;.a Ljava/lang/Thread;Ljava/lan
Detail Error Information File ./com.huili.readingclub13088280-error.zip

» v3,4.8 /Users/crifan/dev/dev_tool/android/reverse_engineering/dex-tools/dex

GLITCH: 0000 Lcom/google/android/util/SmileyResources:.getSmileys 'Lcom/google
WARN: can

t get operand s int-to-float, out-of-range or not initialized ?
WARN: can

t get operand s move-exception, out-of-range or not initialized
WARN: can

t get operand s move-result-object, wrong position ?
WARN: can

t get operand s move-result-object, wrong position ?
WARN: can

t get operand s shr-int/2addr, out-of-range or not initialized
WARN: can

t get operand(s move-result-object, wrong position ?
WARN: can

t get operand s move-result, wrong position ?
WARN: can

t get operand s move-result-object, wrong position ?
WARN: can

t get operand(s move-result-object, wrong position ?
WARN: can

t get operand s move-result-object, wrong position ?
WARN: can

t get operand s move-object/froml6é, out-of-range or not initial
WARN: can

t get operand s move-object/froml6é, out-of-range or not initial
WARN: can

t get operand(s sput-boolean, out-of-range or not initialized ?
WARN: can

t get operand s move-result-object, wrong position ?
WARN: can

t get operand s mul-float, out-of-range or not initialized ?
WARN: can

t get operand(s move-result-object, wrong position ?
WARN: can

t get operand s move-wide/16, out-of-range or not initialized ?

WARN: can



t get operand s mul-int/2addr, out-of-range or not initialized
WARN: can

t get operand s aput-char, out-of-range or not initialized ?
WARN: can

t get operand s sput-byte, out-of-range or not initialized ?
WARN: can

t get operand s and-int/2addr, out-of-range or not initialized
WARN: can

t get operand(s iput-boolean, out-of-range or not initialized ?
WARN: can

t get operand s move-result-object, wrong position ?
WARN: can't get operand s cmpg-float, out-of-range or not initialized ?
Detail Error Information File ./com.huili.readingclub87259@00-error.zip
Please report this to one of following possible (any one) .

https://sourceforge.net/p/dex2jar/tickets/
https://bitbucket.org/pxb1988/dex2jar/issues
https://github.com/pxb1988/dex2jar/issues
dex2jar@googlegroups.com

java.util.IllegalFormatConversionException: d java.lang.String
at java.util.Formatter .failConversion Formatter.java:4302
at java.util.Formatter .printInteger Formatter.java:2793
at java.util.Formatter .print Formatter.java:2747

at java.util.Formatter.format Formatter.java:2520

at java.util.Formatter.format Formatter.java:2455

at java.lang.String.format String.java:2940

at com.googlecode,d2j.smali.BaksmaliDumpOut.s BaksmaliDumpOut.java:68

at com.googlecode.d2j.smali.BaksmaliCodeDumper.visitFilledNewArrayStmt Bak
at com.googlecode.d2j.node,insn,FilledNewArrayStmtNode.accept FilledNewArr
at com.googlecode.d2j.smali.BaksmaliDumper.accept BaksmaliDumper,java:569

at com.googlecode.d2j.smali.BaksmaliDumper.baksmaliCode BaksmaliDumper.jav
at com.googlecode.d2j,smali.BaksmaliDumper.baksmaliMethod BaksmaliDumper. j
at com.googlecode.d2j.smali.BaksmaliDumper.baksmaliMethod BaksmaliDumper. j
at com.googlecode.dex2jar.tools.BaksmaliBaseDexExceptionHandler.dumpMethod
at com.googlecode.dex2jar.tools.BaksmaliBaseDexExceptionHandler.dumpTxt@ B
at com.googlecode.dex2jar.tools.BaksmaliBaseDexExceptionHandler.dumpZip Ba
at com.googlecode.dex2jar.tools.BaksmaliBaseDexExceptionHandler.dump Baksm
at com.googlecode.,dex2jar.tools.Dex2jarCmd.doCommandLine Dex2jarCmd.java:1l
at com.googlecode.dex2jar.tools.BaseCmd.doMain BaseCmd.java:290

at com.googlecode.dex2jar.tools.Dex2jarCmd.main Dex2jarCmd.java:33

il

HAEEE!:
o ARk, SHEHERESSHIEIRNxxx-error.ziplELEXHH.

o tttﬂl com.huili.readingclub2847840-error.zip
» AIREESTER
o FEZTWRIA, XEREN, FERRBESappllSEEN, TERIIEN
dex, FTLARILAZZEIXLLEEIR

<7,
5

ERFRERY dex ¥EIRA jar Z/F:



» v3,4,8 11
total 125288

=PW=—===== 1 crifan
=rw=r==r== 1 crifan
=FWm————— 1 crifan
=PW=—===== 1 crifan
=rw=r==r== 1 crifan
=P —————— 1 crifan
=PW=—===== 1 crifan
=rw=r==r-= 1 crifan
=PW=——————= 1 crifan
=PW=—===== 1 crifan
=rw=r=-r-=- 1 crifan
=PW=—————m 1 crifan
=FW=—===== 1 crifan
=rw=r=-r-=- 1 crifan
=PW=————== 1 crifan
=PW=—===== 1 crifan
=W 1 crifan
=PW=—===== 1 crifan
=rw=r==r== 1 crifan
=[Wm————— 1 crifan
=PW=—===== 1 crifan
=PW=—===== 1 crifan

staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff
staff

469K

14K
1.1M
121K

16K

12M
669K

25K
1.4M
103K
7.0K
187K
1.6M

47K
2.7M
3.5M
3.8M
5.1M

68K
8.3M
9.5M
8.4M

W W wwwwwwwwwwwwwwwwwwww

21
21
19
21
21
19
21
21
19
21
21
19
21
21
19
21
19
21
21
19
21
19

09:
09:
14:
09:
09:
14:
09:
09:
14:
09:
09:
14:
09:
09:
14:
09:
14:
10:
10:
14:
10:
14:

55
55
05
56
56
04
56
56
04
57
57
04
58
58
04
59
04
00
00
04
00
04

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

huili

huili

huili

huili
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.readingclub1166288.de
huili,
huili.
huili.
huili,
huili,
huili,
. readingclub191572-dex
huili,
.readingclub191572, dex
huili,
huili,
huili.
huili,
huili,
huili.
huili,
huili.
. readingclub8825612-de
huili.

readingclubl1166288-er

readingclub13088280-d
readingclub13088280-e
readingclub13088280.d
readingclub1461452-de
readingclub1461452-er
readingclub1461452.de

readingclub191572-err

readingclub2847840-de
readingclub2847840-er
readingclub2847840.de
readingclub3986968-de
readingclub3986968.de
readingclub8725900-de
readingclub8725900-er
readingclub8725900.de
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2.2.2 jar}%#titjava
ER

o HIE—FM dex BHIRISEIRY jar XH

80.dex
-error.zip

80-dex2jar.jar

com.huili.readingclul 256 ) Y
com.huili.readingclub8825612-dex2jar.jar 3218 10:00 10MB  Java JAR 3Tf
com.huili.readingclub8725900.dex M

com.huili.reading

ingclub146
com.huili.readingclub1166

o EEBENRHMIFSE: procyon
o FATM jar B java RIS
o M ERZAREITAMEEET #:  Jp-cul
» BN, BEABHE, BR6EREE
o BB T ZITHEMHNREmFES
o ERALICUT:
= Jadx > Procyon > CFR > JD-GUI
» 0 BAREERNLE - RENANTEMHEE
n JE: LA jadx HELE, HIZM dex . java , MEM/ITRE
EREM jar ¥ java , BETRRE, BEANHEHEERXS,
o PRLABLAMZER: procyon
v XTRBEFBREIFH jadx , FRATEHET.

TR

tban Fprocyon [z 4Ri%E28 Mjart S Hjavaifig

\A:
java -jar /path/to/your/procyon-decompiler-0.5.36.jar -jar jav_file.jar -o out
=R

java -jar /Users/crifan/dev/dev_tool/android/reverse_engineering/Procyon/proc
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MappFitidex

THEEEXTM arrnRsapp SH dex XHHI—LE hook TH,

XETHR, TERABRE, FlXPosedfBiiEH, MiaiTHAEMapp (apk) #, &
Hdex32f4,

BRREFLRIEET:

1. appSitidex - REN AL E MK

Mapp St dexBI3X {48 6p

HE Foex2 ETHR, MIETHMappSH dex XH4HEY, BEIRZIXGBMELMNT

com.huili. readingclub8825612. dex
NRXEXHR, HRERIETE.

ERMBIARINEFH, RATIRE:

X&hook T B4 RdexAILIEH, 3R a5 2 AR %2 -
packageName + fileSize .dex

FRr DAL SR 6Y

com.huili.readingclub8825612.dex

NERME:

e packageName : com.huili.readingclub
e fileSize : 8825612
o = 8.4MB

v AR dexSHEARFHIAN
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BYA3: 3e3t
= CSDN
» iR T E FDex2-CSDNT&;

AN{al{E R FDex2

Z#FDex2 (X1&EEapk)

T #1583 o6k HJapkSXfE: Fbex2_1.1.apk

= FDex2_1.1.apk
B documents
B luyten

B jd-gui

Bl dex-tools

a apktool_2.4.0.jar
a apktool.jar

. apktool
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o FRIANTE Foex24£% , 1CBEEF Xposed

i5{TFDex2, RAERERIapp

BEITT ez, 2FF—T (HAIRERAELEN) apphiFlx:



RESEXNA, RERESHdextapp, LEUILLAEY: e
WikHappBFRELE, BRMERTMIEEBNRE (SHdex3(HH) BKiF:
REREFERI, BEMRITFBERRMY, hookEl:: com.huili.readingclub

dexiiH B /data/data/com.huili.readingclub

=. B 1019

B ERFAD , BEMTAERYRH , hookE
F&com.| |

dexigi i B & :/data/data/
com.

BT ERARapp
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= zyq8709/DexHunter: General Automatic Unpacking Tool for Android
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e EW
o dex2jar | Penetration Testing Tools
o HhETUHRIE
o github
= pxb1988/dex2jar: Tools to work with android .dex and java .class
files
o BitBucket
= https://bitbucket.org/pxb1988/dex2jar
o SourceForge
= https://sourceforge.net/p/dex2jar
o Google Code
s https://code.google.com/p/dex2jar
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o M apk FREEHRE jar
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o Dedexer user's manual
o« TH

o dedexer - Browse Files at SourceForge.net
- 1EF
o EdextEi N EMUTCHRIER

= BEY: MdexSXHRIEZ LM T JasmingRAES

&

o java -jar ddx.jar -o -D —-d

o java —jar ddxl1l.5.jar -o -D -d c:\dex\gen c:\dex\classes.dex

3t
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» BEXHEREHE
» BB E A B
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o ISR AL
» XBEAIBEEENEMNZE
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« AIAEEMNSHjavalfis
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L] E)’]{%}Eﬁﬁ Procyon
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= AR
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» f¥%$iJava 5+
Java DeObfuscator
= https://sourceforge.net/projects/jdo/

o

= JDO is a Java DeObfuscator that works on class files directly. JDO
contains a simple and easy to use GUI that makes automatic
deobfuscation of Java projects a one-click operation!
o JODE
= http://jode.sourceforge.net/
= ajava package containing a decompiler and an optimizer for Java.
This package is freely available under the GNU GPL. It hasn’t been
updated for quite some time.
o AndroChef
= http://www.androiddecompiler.com/
. =
= http://www.neshkov.com/ac_decompiler.html
s A% EWindowsFEE
o Candle
= https://github.com/bradsdavis/candle-decompiler
= by Brad Davis, developer of JBoss Cake, is an early but promising
work in progress= is far away from being feature complete
o BANFHHIR
o JD-GUI
= ERibiL:
s http://jd.benow.ca/
= )
= http://java-decompiler.github.io
= is an Decompiler, which comes with its own GUI. All is licensed
under GPLv3. Like CFR the source for the decompiler itself, is not
published, but you have the right to decompile the bionaries. And
the binaries are under an OpenSource-License (CFR is under the
MIT-license and JD Core is under the GPLV3 license)
» HRBNR: ZERIRE
» EHERNRE: X TLINQDLREWRIFRTENRE, 2F-X
¥, SR
v ) BITENREES, B8/ Error/ Il Byte code XFEHE
o CFR
» EW
= CFR - yet another java decompiler.
= http://www.benf.org/other/cfr/
» KR
s YiHjava 9/10/12%
= by Lee Benfield is well on its way to becoming the premier Java
Decompiler. Lee and | actually work for the same company and
share regression tests. We're engaged in a friendly competition to
see who can deliver a better decompiler. Based on his progress thus
far, there's a very good chance he will win--at least on decompiling
obfuscated code :).
o Krakatau
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= https://github.com/Storyyeller/Krakatau
= by Robert Grosse, written in Python, includes a robust verifier. It
focuses on translating arbitrary bytecode into valid Java code, as
opposed to reconstructing the original code.
o Fernflower
= https://github.com/JetBrains/intellij-
community/tree/master/plugins/java-decompiler/engine
= https://github.com/feshOr/fernflower
= an analytical Java decompiler
o Cavaj
= https://cavaj-java-decompiler.jaleco.com/
o Procyon
= mstrobel / Procyon — Bitbucket
s https://bitbucket.org/mstrobel/procyon
» ERERAXE
= mstrobel / Procyon / wiki / Java Decompiler — Bitbucket
= https://bitbucket.org/mstrobel/procyon/wiki/Java%20Decom
piler
» ERXitJava 527 EHEMET IS
» XERHMRZRFEFEIEATGH, SREN
 EIFMAROMRERE
» WS
» WENFRBRIswitchRIAT
o BETRMiE X Favac 1.7
» FEBZELocal classes
» ERNERFES
» SEER/FRiEANNotations
» Java 8fYLambdasF175 A5 | F(EEUD = IR1ERT)
v ) WREBATHKR, LERXE: XiFjavas
= ProcyonSEZHLTLAE
s ETFProcyontHGUIEIF.AEN IR
= SecureTeam Java Decompiler
= http://www.secureteam.net/Java-Decompiler.aspx
= A JavaFX-based decompiler front-end with fast and
convenient code navigation. Download it, or launch it
directly from your browser.
= Luyten
= https://github.com/deathmarine/Luyten
= An open source front-end by deathmarine
= Bytecode Viewer
s https://github.com/Konloch/bytecode-viewer
= )
= https://bytecodeviewer.com
= an open source Java decompilation, disassembly, and
debugging suite by @Konloch. It can produce decompiled
sources from several modern Java decompilers, including
Procyon, CFR, and FernFlower.
= Helios
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= https://github.com/samczsun/Helios
= similar to Bytecode Viewer. But is a completely new and
independent project, which uses SWT instead of Swing.
= Enigma
s http://www.cuchazinteractive.com/enigma/
= Originally used to deobfuscate Minecraft versions. Uses
Procyon internally.
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o Jadx
» ¥ MjarEEjavafiizd
» NSHEEHRE
» SHAREE2M
» RIFEEMAES
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o WRITFRIRapkX 4
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// Byte code:
// @: aload_0

// 1: invokestatic 81 com/huili/readingelub/utils/StringUtil:isNullor
// 4: ifeq +5 => 9

// 7: aconst_null

// 8: areturn

// 9: aload_0

// 10: invokestatic 87 java/lang/Integer:parselnt (Ljava/lang/Stri
// 13; iconst_1

// 14: if_icmpge +5 => 19

// 17: aconst_null

// 18: areturn

// 19: getstatic 22 com/huili/readingclub/model/ModelSecurity:userTok
// 22: aload_0
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* WARNING = Removed back jump from a try to a catch bleck = possible beha
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* Enabled aggressive block sorting
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* Enabled aggressive exception aggregation
* Lifted jumps to return sites
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113 return this.cls.getCode() . getAnnotations();

i private void load() {
Iterator i%;
£ int inClsCount = this.cls.getlnnertlasses().size();
? if (EnClsCount |- 8)
7 List<JayaClass> list = new Arraylist(inClsCount);
= i$ - this,cls.getinnerclasses(). iterator();
while {i$.hasHext(}) {
Classtiode inner = (Classhode) iS.mext();
if (linner.contalns(AFlag. DONT GENERATE)) {

jevaClass = mew JavaClass(inner, this);
lond();
d( javallass);

74 JavaCla
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this.innerClasses = Collections.unmodifisbletist(list);

fieldsCount = this.cls.getrlelds().size();
(fieldsCount != @) {

i val flds = mew Arraylist(fieldsCount):
ields().iterator();

sa this fields - Collections.unmodifiableList(flds);

o int methodsCount = this.cls.getMethods().size();
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B save_allv1.5 sources META-INF L4 values

I xiachuashe...adle_project * resources [} > di ble-xxhdpi
bin > di ble-xhdpi
ic_launches drawable-mdpi
proguard-project.tx drawable-hdpi
libs L values-xxhdpi

project.properties values-xhdpl

assets ’ values-w820dp-

org values-v11

classes.dex values-sw

res values-mdpi-v4

AndroidManifest.xml| values-Idpi-vd
values-large-v4

alues-480x320
alues-320x240
alues-1280x800

layout
drawable
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eo0e jadx-gui - xiachuasheng-v1.5.apk
Xt WE S/ TR ¥

J[e[@ 8] [AI]][C]=] & [Eli[#

“xiaohuasheng-v1.5.2p « ,
v &0l
»[& androtd.support package con.hutli.readingelub;
¥| & com
i i import android.app.ActivityManager;
: g:’;ip'apl'mcatw' import android.app.ActivityManager .RunningAppProcessInfo;
import android.app.Application;
» g facebook. rebounc import android.content.Context;
> f# google import android.content.SharedPreferences;
v & huili import android.os.Handler;
» & jeremyfeinstein.slidingmel import android.os.Process,
» import android. text. Textutils;
» g lidroid.xutils import com.google.gson.Json0bject
» & loopj.android.htt| import com.huili.readingelub.activity.MainActivity;
» Enhn : import com.huili.readingelub.config.Datastruct;
import com.huili.readingelub.config.Datastruct.USER;
> £ mob inport com.huili.readingelub.config.MyConfig;
» i mobeta.android.dsl import com.huili.readingelub.network.XutilsHttpclient;
» H nostral3.universalimageloadg import com.huili.readingelub.utils.HImageLoader;
» g polduu. lik import com.huili.readingelub.utils.JsonUtil;
» & sea_monster import com.huili.readingclub.utils.Mylog;
» B sina.sso imnori :om.}:\jro‘}:‘xu::\}s‘:::ep;iun‘ﬂugE?ceul‘wn;
import com.lidroid.xutils.http.ResponseInfo;
> & ultrapower.mcs.engin import com. Lidroid. xutils.http.callback.RequestCallBack;
» wsh.base.lib.zxin import com.lidroid.xutils.http.client.HttpRequest. HttpMethod;
> # zcw. togglebuttor import java.util.Map;
»| @ net.tsz.afinal import p@@3cn.jpush.android.api.JPushInterface;
»| & org. jsoup import po16io.rong. imkit.RongIM;
> 003cn
» ggmsue public class MyApplication extends Application {
»| 8 po1610. ronc private static final String TAG = MyApplication.class.getSimpleName();
. 818Uk peLo b. photovi public static final String TOKEN_RONG = *rong_token";
i p018uk.p019co.senab.photovie private static MyApplication instance;
> & private static int mScreenwidth;
9 APK signature public static Mapsstring, Object> mUserInfo;
500 private String registrationID;
private Handler sMainThreadHandler;
/% renamed from: sp */
public SharedPreferences f1415sp;
/* renamed from: com.huili.FEEATAGENUE . MyAppl ications1 +/
Class (04681 extends RequestCallBack<String> {

JADX memory usaae: 0.75 GB of 4.00 GB

Xft #WE S;M TR 8
el [B e [AI][¢]=

23 xiaohuasheng-v3.4.8.ap

v &0
» & com.huili.readingclu
» & com.qihoo.util
» i com.qiho0360.replugi
EEs) com. stul

> e2 0000

APK signature

200

JADX memory usage: 0.72 GB of 4.00 GB

e v3.6.9
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0O bin/jadx --help
jadx - dex to java decompiler, version: 1,2.0

usage: jadx  options input files .apk, .dex, .jar, .class, .smali, .zip,
options:

-d, ——output-dir

-ds, —-output-dir-src
-dr, ——output=dir-res
-r, --no-res

=5, ==N0-src¢
--single-class
—-—output-format

-e, ——export-gradle
-j, =—threads-count
--show-bad-code
—-no-imports
--no-debug-info
==no-inline-anonymous
--no-replace-consts

—-deobf

—-deobf-min
——deobf-max
—-deobf-rewrite-cfg
--deobf-use-sourcename
—-deobf-parse-kotlin-metadata
—-rename-=flags
--fs-case-sensitive
--cfg

--raw-cfg

-f, ——fallback

-v, —-verbose

output directory

output directory sources
output directory resources
not decode resources
not decompile code
decompile a single class
can be or , default: java

save as android gradle project
processing threads count, default: 4
show inconsistent code (incorrectly de
disable use of imports, always e
disable debug info

disable anonymous classes inline

don

t change original access modifiers
activate deobfuscation
min length of name, renamed shorter
max length of name, renamed longer,
force to save deobfuscation map
use name as class name
parse kotlin metadata to class and pac
what to rename, comma-separated,
treat filesystem as sensitive,
save methods control flow graph to dot
save methods control flow graph (use r

simple dump (using goto instead o

verbose output (set --log-level to DEB

-q, -—quiet turn off output (set --log-level to QU
--log-level log level, values: QUIET, PROGRESS
—=version print jadx version
=h, ==help print this

Example:

jadx =d out classes.dex

= I [e) 3

JadxH o] 5 ;R & deobfuscation

LENERNRBHE, RIBFRIESEMRBENSF.

H REEREER T T RRTHEEN, BTRBENGAENXARES.
LIRS

NERIEE:



® @ jadx-gui - com.mfw.roadbook_9.3.6_730.apk
Xt B S id)

FIEHERE & =R ~XD SEEEIHp

I pEBES ~OL

m.mfw.roadbuu.\_s..;.u_uu.a, |
ooo
B MTT
# android
# androidx.core
f# anet.channel
# anetwork.channe’
# bolts
# butterknife
# cn
# collections
&
f# component.alivc.col
& gK
# io
f# jp.co.cyberagent.android.gp
# kotlin
# kotlinx
# kotterknife
f# mapsdkvi.com.gdi.bgl.androi
# me
# microsoft.mappoin
f# mtopsdk
# net
f# nl.gbusict.cupboar
£ okhttp3
# okio
i org
3 rx

<0
(a]
(=]

‘YVYYYYYYTYYYYYYYTY'YYYY'TYEE

WADXememory usage: 1.75 GB of 4.00 GB

o0 e jadx-gui - com.mfw.roadbook_9.3.6_730.apk
Xt B SH IR #a

Blal([&la# [£lAi[c]=] & ([EH] &

# androidx.core

# anet.channel

f# anetwork.channe’

## bolts

# butterknife

#cn

# collections

# com

# component.alivc.col

& anarots o e x
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‘® ® jadx-gui - com.mfw.roadbook_9.3.6_730.apk
X WE Sh wE

Bl 5 M ~D _ sEERIHps

— = BEEER ~oL
@ MTT \
# android
# androidx.core
f# anet.channel
# anetwork.channe’
f# bolts
# butterknife
f# collections
# com
# component.alivc.col
# kotlin
# kotlinx
# kotterknife
8 mapsdkvi.com.gdi.bgl.andr
# microsoft.mappoin
# mtopsdk
# net
f# okhttp3
# okio
#org
# po1icn
# p898io
£ p099me
# p100nl.qgbusict.cupboar
# ploirx
ecdp3529K
1 p353jp.p354co.cyberagent.
£ p385ss
8 smartisanos
# wseemann.medi:
» & 0000

2 APK signature

200
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3 y usage: 1.60 GB of 4.00 GB

ZHINgK 0%, MKRIEET :

e0e jadx-gui - com.mfw.roadbook_9.3.6_730.apk
Xt NE S IR ¥y

Bl@&[&le [AIS][c]=] & [Ei[#

# anet.channel

# anetwork.channe’
# bolts

# butterknife

# collections
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java.lang.0utOfMemoryError: GC overhead limit exceeded
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jadx.
jadx.
jadx.
jadx.
jadx.
java.
jadx.
jadx.
jadx.
jadx.
.api.JadxDecompiler.lambda
jadx.
java.
java.
java.

jadx

core.dex,visitors.blocksmaker.BlockProcessor.computeDominators Blo
core.dex,visitors.blocksmaker.BlockProcessor.processBlocksTree Blo
core,dex,visitors.blocksmaker.BlockProcessor,visit (BlockProcessor,
core.dex.visitors.DepthTraversal.visit DepthTraversal.java:27
core.dex,visitors.DepthTraversal. lambda DepthTraversal.jav
core.dex.visitors.DepthTraversal$ /469590976.accept Unkno
util.ArrayList.forEach ArrayList.java:1249
core.dex,visitors.DepthTraversal.visit DepthTraversal.java:14
core.ProcessClass.process ProcessClass.java:32
api.JadxDecompiler.processClass JadxDecompiler.java:292
api.JavaClass.decompile JavaClass.java:62

JadxDecompiler.java:

api.JadxDecompiler$ /1425454633, run Unknown Source

util.concurrent.ThreadPoolExecutor.runWorker ThreadPoolExecutor.ja
.run ThreadPoolExecutor. j

util.concurrent.ThreadPoolExecutor
lang.Thread.run Thread.java:745
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=& 5o

J petstore-ejb3.0.jar X]

4

£ META-THF [ EJBCatalogDao.class

]Entitytategury.class bid

4

[El-H3 petstore.ejb
B BEntity

dao
i B-[J] EXBCatalogDac
¢ B[] EXBCatalogDacRemate

{

i -[J] EntityProductDetail

-3 utl {
31 this.id = 0;

32 this.details = new HashMap():

}
Kl |

[Table (name="CATEGORY")
public class EntityCategory

[PersistenceContext
private EntityManacger em;
private int id:

private Map<String, EntityCateqoryDetail> detail

public EntityCategory()

]
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package org.hibernate.cache; ﬂ
import java.util.Map:
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* @deprecated
L

. Ly L
s JD-IntelliJ: IntelliJ IDEARSIEHE
w HEH:

1| Test - [C:\Documents and SettingsEmmanueliIdeaProjects’ Test] i =13] x|
File Edit VYiew Mavigate Code Anslyze Refactor Build Run Tools %CS Window Help

CFEX OG|YXRBAB HEH > L2 B O

hibernate3.jar  [<]org  [5] hibernate : [5 cache © [of] EhCache.class

5 java class

g (D Test.java | [ EnCache.class = | @
& | Sources nat found Attach Sources... §
5II gt #/  public String toString(] { g

i/f 278 #/ return "EHCache(" + getRegionMName(] + ')': &
o R
s " *
g S ¥
& . z
& + Location: C:\hibernated. jar G
® * gualified Neme: org. hibernate. cache. EkCache s
# Java Class Version: 1.4 (44.0)
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= procyon-decompiler-0.5.34.jar
o FIEIZARMIREYjarE S H RS
» HABRRAN: RERR, 19M0ARRREE
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tb40 procyon-decompiler-0.5.34 jar
Fiprocyoniijar& M {REYjar B ¥k Hjavafi i3
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java -jar /path/to/procyon-decompiler-0.5,34,jar -jar your_to_decompile.jar -o
241:

java -jar /Users/crifan/dev/dev_tool/android/reverse_engineering/Procyon/proc

java -jar /Users/crifan/dev/dev_tool/android/reverse_engineering/Procyon/proc

BT Procyon HY Luyten FRSEEBRRSENE
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procyon-decompiler =7
Usage: -main class- |options -type names or class/jar files
Options:

-b, --bytecode-ast
Output Bytecode AST instead of Java.
Default:

-ci, --collapse-imports
Collapse multiple imports from the same package into a single wildcard
import.
Default:

-cp, —-constant-pool
Includes the constant pool when displaying raw bytecode [ unnecessary wi
=V .
Default:

-d1l, --debug-1line-numbers
For debugging, show Java line numbers as inline comments  implies =1n
requires -o .
Default:
--disable-foreach
Disable loop transforms.
Default:

-eml, --eager-method-loading
Enable eager loading of method bodies (may speed up decompilation of
larger archives .
Default:

-ent, --exclude-nested
Exclude nested types when decompiling their enclosing types.
Default:

-ei, ——explicit-imports
DEPRECATED Explicit imports are now enabled by default. This option

will be removed a future release.
Default:
-eta, --explicit-type-arguments
Always print arguments to generic methods.
Default:

-fsb, --flatten-switch-blocks
Drop the braces statements around switch sections when possible.
Default:
-fq, —-force-qualified-references
Force fully qualified and member references Java output.
Default:
-7, —=help
Display this usage information and exit.
Default:
-jar, -=jar-file
DEPRECATED Decompile all classes the specified jar disables
-ent and -s .
=lc, --light
Use a color scheme designed consoles with light background colors.
Default:
-1lv, —--local-variables
Includes the local variable tables when displaying raw bytecode
unnecessary with -v .
Default:
=11, --log-level
Set the level of log verbosity (0-3,. Level @ disables logging.
Default: @
-mv, —-merge-variables
Attempt to merge as many variables as possible. This may lead to fewer
declarations, but at the expense of inlining and useful naming. This f
experimental and may be removed or become the standard behavior futu
Default:
-0, ——output-directory
Write decompiled results to specified directory instead of the console.
-r, —-—raw-bytecode
Output Raw Bytecode instead of Java (to control the level of detail, se
-cp, -lv, -ta, -v, .
Default:
-ec, —-retain-explicit-casts
Do not remove redundant explicit casts.



Default:
-ps, —-retain-pointless-switches
Do not lift the contents of switches having only a default label.
Default:
-ss, —=show-synthetic
Show synthetic (compiler-generated members.
Default:
-sm, ——simplify-member-references
Simplify type-qualified member references Java output EXPERIMENTAL
Default:
-sl, —-stretch-1lines
Stretch Java lines to match original line numbers (only combination
with -o) EXPERIMENTAL .
Default:
-ta, --type-attributes
Includes attributes when displaying raw bytecode [ unnecessary with
=V .
Default:
--unicode
Enable Unicode output printable non-ASCII characters will not be
escaped .
Default:
=-u, =—unoptimized
Show unoptimized code (only combination with =b).

Default:
-v, —-verbose
Includes detailed output depending on the output language current
only supported raw bytecode .
Default:
-=version
Display the decompiler version and exit.
Default:
=1ln, —--with-1line-numbers
Include line numbers raw bytecode mode: supports Java mode with -o
only.
Default:

MIREZIFHIS IR, B DASERR:
2T Procyon 5] Luyten ‘:F'E’\Jiﬁnpﬂgiﬁlﬁ, %B%ij%ﬂgéﬁﬁﬂgo
EbdN: settings -> Flatten Switch Blocks

@ Luyten File Edit Themes Operation Settings Help S %1 8

| JON Flatten Switch Blocks
Structure | ~Code Force Explicit Imports

Force Explicit Types

Show Synthetic Members
Exclude Nested Types

Retain Redundant Casts
Enable Unicode Replacement

Show Debug Line Numbers
Debug Settings

v Java

Bytecode

Bytecode AST

Debug Languages >
+ Show Line Numbers In Bytecode

Xjﬂgégﬁbﬂtésﬁi ——flatten-switch-blocks :

-fsb, —--flatten-switch-blocks
Drop the braces statements around switch sections when possible.
Default:
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o W

o deathmarine/Luyten: An Open Source Java Decompiler Gui for Procyon
o IfHE

o Java Decompiler Gui for Procyon

o ETFProcyontFEIF REJavaRImiIFeS
o FH

File Edit Themes Operation Settings Help

Structure Code
& luyten-0.5.3.Jar Luyten.class 3 |
G- META-INF -
588 org package us.deathaarine. luyten; =
=8 us N ) . R
8 deathmarine 3 dmport java.util. concurrent. atosic. 5
B8 s import java.io.*; |

import javax. swing.text.”;

import java.awt.event.®;

import javax. swing.border.”;
.

CelRenderer.class
Closer.closs
ConfigSaver.class
DecompllerLinkProvider-
DropListener.closs
FlleDialog.class "
FilentryliotFoundexcepl || 11 import Java.util.";
FilelsBinaryException.cla 2

H

13 public class Luyten
=l

private static final AtomicReferencectainiindow> mainiindowRef;

JarEntryFiter.class private static final Listcrile> pendingFiles;

JFontChooser.diass

LinkProvider class public static void main(final String[] args) {
tr

Luyten.ciass y
LuytenOsx.class Uthanager . Tesstiae());
Luytenpreferences.dass, o

LuytenTypeLoader.ciass 28 cateh (Exception €) {

MainMenugar. dass = e.printStackTrace();

MainWindowe.class 2 3

Model.ciass 2 Final File fileFronComandLine = getFileFronCommandLine (args);
OpenFie.class 28 SwingUtilities. invokeLater (new Runnable()

goverride
public void run() {
(!Luyten.mainkindowRef . conpareAndset(null, new Maindindow(fileFronCommandLine))) {
Luyten. openFileInInstance (fileFronConnandLine);

RecentFilesciass
Selection.diass
TooLargeFileException.c|
TreeodeUserObject.cl
Treeuti.dass
WindowPosition.dass

B processendingFiles();
-8 com 33 Luyten.mainitindowRef . get(). setVisible(true);
-8 distfiles
-4 resources s m i

Kl P T— ‘ i »

o |lcomee

o TH

o Release Luyten v0.5.4 - deathmarine/Luyten

LuytenfiEES RHIA R EBAIR

o EfjA: Default = Default-Alt

& Luyten File Edit Themes Operation Settings Help S % s -
V Default Luyten - com.huili.readingclub8825612-dex2jar.jar
Structure Default-Alt Code
# com.facebook.imagepCILY P
Eclipse
Visual Studio 1 package com.facebook. imageutils;
" 2
IntelliJ 3Eimport com. facebook. common. logging.*;
_nativecode 4 import java.io.x;
platform
f# com.facebook.imagepipeline. postprocessc
# com.facebook.imagep _producers
# com.facebook.imagepipeline.request

100% (52

5
6 class TiffUutil
78

private static final Class<?> TAG;
public static final int TIFF_BYTE_ORDER_BIG_END = 1206891946;
public static final int TIFF_BYTE_ORDER_LITTLE END = 1229531648;
public static final int TIFF_TAG_ORIENTATION = 274;

public static final int TIFF_TYPE_SHORT = 3;

«AYYYYYVYYYYY

# com.facebook.imageutils
[3) BitmapUtil.class
[4) Jfifutil.class
[J) streamProcessor.class
lass

static {
TAG = TiffUtil.class;
}

il

» & com.facebook.rebound public static int getAutoRotateAngleFromOrientation(final int n) {
> 3 com.facebook.rebound.ui if (n==3) {
> £ com.facebook.webpsupport return 150;
¥ com.google.gson ifn— 6 {
[J) DefaultDateTypeAdapter.class ) return 90;
[3) Exclusionstrategy.class e

[3) FieldAttributes. class
[3) FieldNamingPolicy.class
[9) FieldNamingStrategy.class

return 270;

}
switch (n) {

[4) Gson.class default: { . . .
) GsonBullder.class FLog.i(TiffUtil.TAG, "Unsupported orientation");
A return 0;
[J) InstanceCreator.class 3} ’
[J) Jsonarray.class. case 0:
" case 1: {
[J) JsonDeserializationContext.class return 0;

[4) JsonDeserializer.class

[J) JsonElement.class

[J) JsonlOException.class

[3) JsonNull.class

[J) JsonObject.class

[4) JsonParseException.class
[1) Jsonparser.class

private static int getOrientationFronTiffEntry(final InputStream inputStr
if (packedInt < 18) {
return 0;

0 | comolete

e Dark
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@ Luyten File Edit Themes Operation Settings Help
Default Luyten - com.huili

Structure Default-Alt Code

£ com.facebook.image paALClLd

# com.facebook.imagep =SR]

# com.facebook.imagep RAUE ST )

# com.facebook.image p LGN

# com.facebook.imagepipel

# com.facebook.imagepipel

# com.facebook.imagepipel

8 com.facebook.imagepipel

BYTE_ORDER_BIG_END
BYTE_ORDER_LITTLE_EN
TAG_ORIENTATION
TYPE_SHORT

«vYvYYYYYYYVYY

itmapUtil.class
fifU
StreamProcessor.class.

Tiffutil.class
3 com.facebook.rebound
3 com.facebook.rebound.ui if (n

public static R 1 Orientation(final

yvv

£ com.facebook.webpsupport

v {# com.google.gson

[3) DefaultDateTypeAdapter.class
[3) ExclusionStrategy.class

[J) FieldAttributes.class

[3) FieldNamingPolicy.class

[3) FieldNamingStrategy.class tch (n)

[2) Gson.class default: {

[1) GsonBuilder.class e
[J) InstanceCreator.class

[3) JsonArray.class

[3) JsonDeserializationContext.class
[J) JsonDeserializer.class

[4) JsonElement.class

[4) JsonlOException.class

[4) JsonNull.class

[1) JsonObject.class

[J) JsonParseException.class

[4) JsonParser.class

return

o | comalete

e Eclipse

& Luyten File Edit Themes Operation Settings Help S % b
Default Luyten - com.hui i 12-dex2jar.jar
Structure Default-Alt Code

> & comiacchon maeo s
> & com.facebook.imagep RAkaslit) - .
b & comfacebook.imagep IR Tl 1 package com.facebook.imageutils;
» i com.facebook imagep LI 3Eimport com. facebook.common. Logging.
> ipeline.nativecode 4 import java.io.x;
» # com.facebook.imagepipeline.platform 5 R
» H com.facebook.imagepipeline.postprocessc 5 _:‘““ Tiffutil
> com.facebook.imagepipeline.producers 8 private static final Class<i> TAG;
» & com.facebook.imagepipeline.request 9 public static final int TIFF_BYTE_ORDER_BIG_END = 1296891946;
» 8 com.facebook.imagepipelinebase 10 public static final int TIFF_BYTE_ORDER_LITTLE_END = 1229531648;
. e " 11 public static final int TIFF_TAG_ORIENTATION = 274;
8 com.facehook Imageutlls 12 public static final int TIFF_TYPE_SHORT
[4] Bitmaputil.class 13
[3] sfifuil.class 14 static {
[4] StreamProcessor.class ;Z N TAG = Tiffutil.class;
v s b
> # com.facebook.rebound 18 public static int getAutoRotateAngleFromOrientation(final int n) {
> f# com.facebook.rebound.ui 19 if (n=3) {
» 8 com.facebook.webpsupport 53 ) return 186;
¥ i com.google.gson 2 if (n=16) {
[J] DefaultDateTypeAdapter.class 23 return 90;
[3] ExclusionStrateqy.class 5; }.‘ . ) ¢
" it (n =
[J] FieldAuributes.class s return 270;
[3) FieldNamingPolicy.class 27
[J] FieldNamingStrategy.class 28 switch (n) {
[3] Gson.class 29 default: {
[ Gsonbuider.ck 30 FL0Q.1(TiffUtil.TAG, "Unsupported orientation");
sonBuilder.class n return 6
[J] InstanceCreator.class R 3}
[4] JsonArray.class 33 case 0:
[4] JsonDeserializationContext.class u case 1: {
35 return 6;
[J] ssonDeserializer. class 3% 3
[7] JsonElement.class 37 }
[3] JsonlOException.class gg ¥
31 soriuil lass 208 private static int getOrientationFronTiffEntry(final InputStrean inputStr
[3) JsonObject.class 418 if (packedInt < 18) {
[4] JsonParseException.class 42 return ;
[4] JsonParser.class - =
O | rmntara

¢ Visual Studio



@ Luyten File Edit Themes

Default

Operation

Settings

Help

S % 8 -

12-dex2jar.jar

Structure Default-Alt
# com.facebook.image p LEELLS
B com.facebook.imagep sl
 com.facebook.imagep RN AEIEIIILIE]
3 com.facebook.image p LAY
## com.facebook.imagepipeline.nativecode
## com.facebook.imagepipeline.platform
8 com.facebook.imagepipeline.postprocessc
1 com.facebook.imagepipeline.producers
# com.facebook.imagepipeline.request
# com.facebook.imagepipelinebase
## com.facebook.imageutils

m apUtil.class

(4] Jfifutil.class

(4] streamProcessor.class

{vYYYYVYVYYYYY

# com.facebook.rebound
8 com.facebook.rebound.ui
# com.facebook.webpsupport
1 com.google.gson
[J] DefaultDateTypeAdapter.class
[J] ExclusionStrategy.class
(1] FieldAttributes.class
[J] FieldNamingPolicy.class
(4] FieldNamingStrategy.class
[4) Gson.class
[3] GsonBuilder.class
(3] InstanceCreator.class
(7] JsonArray.class
(4] JsonDeserializationContext.class
(41 JsonDeserializer.class
[3] JsonElement.class
[3] Jsonl0Exception.class
[3] JsonNull.class
(4] JsonObject.class
[4) JsonParseException.class
(11 JsonParser.class.

«vvwvy

1 lpackage com.facebook. imageutils;
2

3Eimport com. facebook. common. logging.;
4 limport java.io.x;

5
6 |class Tiffutil
7B

private static final Class<?> TAG;

public static final int TIFF_BYTE_ORDER BIG_END = 1206891046;
public static final int TIFF_BYTE_ORDER_LITTLE_END = 1229531648;
public static final int TIFF_TAG_ORIENTATION = 274;

public static final int TIFF_TYPE_SHORT = 3;

static {
TAG = TiffUtil.class;
}

public static int getAutoRotateAngleFromOrientation(final int n) {
if (n==3) {
return 189;

}
if (n=6) {
return 99;

if (n==18) {
return 270;

switch (n) {

default: {
FLog.i(TiffUtil.TAG, "Unsupported orientation");
return 0;

case 0:
case 1: {
return 0;

}

if (packedInt < 10) {
return 0;

o Comolete

¢ IntelliJ

Edit Themes
Default

Operation

Settings

S % 8

Help

Default-Alt
Dark

Eclipse
Visual Studio

£ com.facebook.imageutils
[J) BitmapUtil.class
(4] JAfUtiLclass
[J) streamProcessor.class
B
£ com.facebook.rebound
1 com.facebook.rebound.ui
3 com.facebook.webpsupport
v & com.google.gson
[J) DefaultDateTypeAdapter.class.
[3) ExclusionStrategy.class
[J] FieldAttributes.class
[9) FieldNamingPolicy.class
[4) FieldNamingStrategy.class
[3) Gson.class
[3) GsonBuilder.class
[J) InstanceCreator.class
[J) JsonArray.class
[4) JsonDeserializationContext.class
(1) JsonDeserializer.class
[3) JsonElement.class
[J] JsonlOException.class:
(4] JsonNull.class
(4] JsonObject.class
[4) JsonParseException.class
[3) JsonParser.class

Yyvovw

1 package com.facebook. imageutils;
2

3E)import com. facebook. common. logging. ;
4 import java.io.x;
5

6 class Tiffutil

784

8 private static final Class<?> TAG;

public static final int TIFF_BYTE_ORDER BIG_END = 1206801946;
public static final int TIFF_BYTE ORDER_LITTLE END = 1229531648;
public static final int TIFF_TAG_ORIENTATION = 274;

public static final int TIFF_TYPE_SHORT =

static {
TAG = TiffUtil.class;
}

public static int getAutoRotateAngleFronOrientation(final int n) {
if (n=3) {
return 180;

if (n=1#6) {
return 98;

if (n=18) {
return 270;

switch (n} {

default: {
FLog. 1(TiffUtil.TAG, "Unsupported orientation”);
return 0;

}

case 0:

case 1: {
return 0;

if (packedInt < 10) {
return 9;

o | comolete

TEA(EALuytenXEFH SHjavaftid

%Releases - deathmarine/Luyten FE & ETARAS, LbaIMachRi:

luyten-OSX-0.5.4.zip

BRIESE Luyten.app :

private static int getOrientationFromTiffEntry(final InputStream inputStr

private static int getOrientationFromTiffEntry(final InputStream inputStr.



https://github.com/deathmarine/Luyten/releases/
https://github.com/deathmarine/Luyten/releases/download/v0.5.4/luyten-OSX-0.5.4.zip

n luyten-05X-0.5.4.zip
Luyten.app

Luyten

Structure Code

=

Luyten
Version 0.5.4
2015

REEIE jar BHEFHRENATERING:



[ XoK ) Luyten - xiaohuashengv3.6.9_downcc.com-dex2jar.jar

Structure Code
# xi 6.9_downce.com-dex2jar.jar SystemClassLoaderinjector.class _
¥ 1 com.tencent.StubShell
[3] systemClassLoaderlnjector.class
o SysteminfoException.class
[3) TxAppEntry.class
[J] TxReceiver.class
[J] XposedCheck.class
i lass

package com.tencent.StubShell;

Elisport android.annotation.;
import andraid.app.x;

import android.util.+;
import java.io.x;

import dalvik.system.s;
import java.lang.reflect.s;
import java.util.s;

import android.content.s;

@TargetApi(14)

class a extends PathClassLoader
[J] d.class ¢

1 com.tencent.bugly.legu

1 com.tencent.bugly.legu.crashreport

1 com.tencent.bugly.legu.crashreport.biz

1 com.tencent.bugly.legu.crashreport.common.info

# com.tencent.bugly.legu.crashreport.common. strategy

# com.tencent.bugly.legu.crashreport.crash

£ com.tencent.bugly.legu.crashreport.crash.anr

8 com.tencent.bugly.legu.crashreport.crash.hs

## com.tencent.bugly.legu.crashreport.crash.jni

# com.tencent.bugly.legu.crashreport.inner

 com.tencent.bugly.legu.proguard

private static Object a;
private static String b;

statie {
com. tencent.StubShell.a.
coa. tencent . StubShell.a.

}

private a(final String s, final ClassLoader classLoader, final Applicatior
super(s, classLoader);
try {
com. tencent .StubShell.a.b = application.getPackageCodePath();

cateh (Throwable t) {
Log.e("Secshell”, “AndroidNClassLoader init:" + s, 1);

Y YYVYVYVYVYVYVYVYY

¥

public static ClassLoader a(Classloader a, final Application application)
try {

3, application);

“ Complete

SHAARBRSE:

File —> Save All —> decompiled-xxx.zip

Luyten File Edit Themes Operation Settings Help S ® # - : 100% B B
Open File... #®0 Luyten - com.huili.readingclub8825612-dex2jar jar

d
Close File ®'W e
ModelSecurity.class _
Save As... ®E
Save All... ®E

Recent Files >
Clear Recent Files

import
import

[3] IntCallback.class

[3] MapListCallback.class import
[J] MedelBigCatGuide.class. import
[1] ModelBook.class dmport
s import
[J] ModelExperience.class import
[J] ModelNetwork.class import
odelQuestion.class dmport com.
4] ModelQ I t
[ElMode Resource.class Fran: e
3] ModelSecurity.class im Eh:!rl adold.c
Picturelnfo.class import
@ i P
[J] saveAnswerCallback.class import

[J] SaveExperienceCallback.class
[J] SpecialTopicinfo.class

[J] SpecialTopicinfoContent.class
[J] UploadAnswerlmagesinHtmIR«
[4] UploadExperiencelmagesinHti
[4] userldNamePicture.class

» £ com.huili.readingclub.network
» 8 com.huili.readingclub.service

» 8 com.huili.readingclub. utils

» 8 com.huili.readingclub.widget

>

£ com.huili.readingclub.widget.autc
o

il nid e

‘ Extractina: android/supoort/v4/apo/NotificationCompatApi2: . 4%

fRIxfE, BIRJAVSCodeZT AALEEENRIET,
ZHY o-cur . crR FTRERHEAIND, LA ZrTIAERERITRY:



Bugly.java %

4 OPEN EDITORS

» OUTLINE
» JAVA DEPENDENCIES
Ty mavenma

Q0A0 Ln 26, Col 39 (13 selected) Spaces:4 UTF-8 LF Java ¢) @ @ A

BRUERE B RIBITIEEREN:

4 OPEN EDITORS
x

4 LUYTEN EXPORTED JAR SOURCECODE

» QUTLINE

» JAVA DEPENDENCIES
T » MavEN R
@040 Ln 63, Col 12 (35 selected) Spaces:4 UTF-8 LF Java ¢4 @ @ M

crifan.com, {EAE24.0EFR(CC BY 4.0)iY %7 all right reserved, powered by
GitbookER/ZE#i: 2021-06-28 08:35:45
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Krakatau

« I
o Storyyeller/Krakatau: Java decompiler, assembler, and disassembler
o IflEE
o javaliR#miFes. Lhzs. KLk
v R FjavakRiF: NEELEJava JDK
» NRAFEjavaRHFEE, RELHENRILCE, WelAAHBARRKIava
JDK
» BERHTEFIOMRER, SIFLEKIava JDK
e KR
o ZEBZE Python Y
o i?—i_r Java 10

crifan.com, {$FE&4.0EFR(CC BY 4.0)i/1Y &% all right reserved, powered by
Gitbook&z/FEH: 2021-06-28 08:35:45


https://github.com/Storyyeller/Krakatau
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Fernflower

o W
o EW
s intellij-community/plugins/java-decompiler/engine at master -
JetBrains/intellij-community
o IEEJ GitHub
s feshOr/fernflower: Unofficial mirror of FernFlower Java decompiler
(All pulls should be submitted upstream)
o INEE
o JavafiR4mi%zs
s MJavaly class R#RiEHjava BER
o JiEA
o IntelliJ IDEA RE&
o FE

java -jar fernflower.,jar --option---value- * source- + -destination

o

java -jar fernflower.jar -hes-@ -hdc-@ c:\Temp\binary\ -e-c:\Java\rt.

java -jar fernflower.jar -dgs-1 c:\Temp\binary\library.jar c:\Temp\bi

crifan.com, {ERZ®4.0EFR(CC BY 4.0)11% &% all right reserved, powered by
GitbookEx[GEHT: 2021-06-29 22:43:46


https://github.com/JetBrains/intellij-community/tree/master/plugins/java-decompiler/engine
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GDA

e GDA = Gloy Dex Analysizer =GDARYRI1Z23
e I
o GDAZETI-INEERAMNR B NAndroid R miFHDITLE
o T
o GDATE &=ifhk
o THEE
o —HEBAMBENRERRFEEE, HLE—RESHEERDHFTFIEE
» X Hrapk, dex, odex, oatZEEIT{F
» XHFpythonfiiARIA R AR B HITES RS
o TREE=THFEEMIUITMNSIERBEITSIE
» RIEIES|E
= apkFEiail5|EE
» CEETAMNGIZ
o BINLEEMAINERT FHBEEKava A IBHNEI AR
o TEH A smaliCREB MR RE
» RREREHTHRITEE
o HFm
o T HEREjavatfiEflandroid FIEH o] IA{ER
» FREBEMNY (R2RERCHEDN. javaid) FE
o DITEER. RN, RESAD
o HE

GDA3.03 B 73 B4t :www.gda.wiki:9090

CEEFE L EEEEEE L ECCEEEEELE)
pleas: ere



http://www.gda.wiki:9090/
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apkX {4

175

o

E-@ DexFile .

& Al1Strings
= AppStrings

& AL1APT

= Androidianifest
& HexUiew

s

 antistatic
cn

& con

@ alipay
 anupcoukur

- reservoir

© Reservoir$t

i

import android.os.Bundles

import con.taou.mainai.connon.ConnonActivity;
import com.taou.mainai.connon.Global;

import java.lang.String;

import com.taou.mainai.SplashActivity;

import android.content.Intent;

import con.taou.mainai.utils.ShortCututil;

import GDA 3.03 B 75 bt www. gda.wiki:9090
inport

import

inport .ﬁﬂ AEEREBETERAL 205 P18 , 810 \CDAEIE R iR «

37432877 HEFE1M % EF|#FF charles_gun@sina. con

© onPostExect
® Reservoir
® ReservoirGetC

© simplepisktac
© simplebisktac

PR v

@ apkFile
All18trings
AppStrings
AL1AFI
Androldiianifest
HexView
NalScan
VulScan
AccessPe;
2! DexClass
Bb

B

B android
B con

ission

© ReservoirStet import
© Reservoir§Put A
o <init> import [Eaox]
o <init> import
© dolInBackgr: inport
° inport
o onPostExect

import android.os.Handler;
import android.os.Looper;
import com.taou.mainai.pojo.Logininfo;

protected void SplashActivity.onCreate(Bundle savedInstanceState) //method@ss3e
{

const byte v2 = 0;

super .onCreate (savedInstancestate) ;

Global.iconOpenpinged = v2;

smali

fir e s ek s GDAS. 42 (www, gda, wikl
SRS Author: charles gan ssasckssssrcss:
Soprrrsnnrsrnoneeens FEID: giden fron ADLaberssssnkpsss
St st areiesss B IREL D Q03T43ZETT sestebiesesiiiinss

Dex File Header Nap ==

55 16/6a ¢ (3 bb 85 c§

000010: BSSd fa 31701 b6 38 52 35.d5 9= bd af 1'3 32 8¢ el.l..8b3. a2

o00020; EAIBATOEI00 700010000 8 56 3412 0000 00 00 Lusebs
000030: D _
000040; (EFOBROONG 80 58 00 00 7
000050 BN 10 <s o0 00 fo 1700 n-o ro 3t 01 it
000060: S 05 0000 =0 3b 02 00 :

N s aidadl

G:\Users\jonhiDesktop\maimai.apk
[ offset instruction smali

>

ke

areee
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DEECINENEEEEE @

@ apkFile

® AllStrings
AppStrings
ALLAPT
Androidianifest
HexView
NalScan
VulScan
£ 8 AccessPernission
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.

android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.
android. pernission.

android. pernission.
android. pernission.
android. pernission.F =]

i
i
B
q
B
¥
q
]
i
I
android. pernission. §
i
ki
)i
i
1
i
i
i
i
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Users\]unh\Deskﬁup\tes(AkaurGDA\ﬁH123 apk

offset instruction smali

parkag;

: com.sun.mail. sntp. SHTFilessage
class SNTPMessage:javax.mail.internet. MineMlessage

J#direct methods i/
static void <clinit>();
public void <init)(Session po);
public void <init>(Session p0, InputStrean b
public void <init>(linellessage po);
J#virtual nethods:+/
public boolean getAllowBbitMINE();
String getDSNNotify();
String getDSERet();
public String getEnvelopeFron();
public String getNailExtension();
public int getNotifyOptions();
public int getReturnOption();
public boolean getSendPartial ();
public String getSubmitter();
public void setllovBbitNINE(boolean pn0);
public void setEnvelopeFron(String p0);
public void setMailExtension(String po);
public void setNotifyOptions(int p0);
public void setReturnOption(int p0);
public void setSendPartial (boolean p0);
public void setSubmitter(String p0);
J#instance Fields:+/
private boolean allowdbitHINE;

Frivate Strine el ansfron




OEECENINEENEORITTADRENEXNTIEER

B-@ ApkFile PIC:\Users\jonh\DesktopitestApkForGDAW 123.apk A

= AllStrings offset instruction smali
& AppStrings
o AL1AFI 01b17e: Z2006E0V | 00sd: nev-instance w0, class@OUB // Lcom/itcast/cnllz/m;
& Androidliani fest 015182: 12010000 |003£: const-string w1, string@0000 // "
a HexView 015186: 703024011004 |0041: invoke-direct [v0, v1, vi}, method@0led // Leon/itcast/en112/m;=>{init>(
& NlalScan 01518¢: 1201 |0044: const/4 v1, #int O // #0
@ VulScan 3117202 0045: nev-array v634, vl, class@0001[Ljava/lang/Integer;
8 hocessPernission : 622029011000 0047: invoke-virtual {v0, vil, method@0le? // Leon/itcast/cnll2/n;—execute([L
&% DexClass 015198: 22005200 004a: nev-instance v0, class@00Se // Leon/itcast/enll2/e;
8 aa 01519¢: 12010000 004c: const-string wl, string@0000 // **
&8 bb 015120: T030B7011004 004e: invoke-direct {v0, v1, v4}, method01b7 // Leom/itcast/cnllz/e;=><init>(
&8 cc 0151a6: 1201 0051: const/¢ v1, #int 0 // %0
=8 dd 2 0151a8: 23117202 0052: new-array v634, vl, class@0001[Ljava/lang/Integer;
© BootReceiv) = : £20bd011000 005¢: invoke-virtual {vO, v1l, method®0ibd // Leon/itcast/cnl12/e;~dexecute ([L,
© Cliemitei : 701004000400 0057: invoke-direct {vél, method@0004 // Laa/bb/cc/dd/Clienthctivity;—>a(¥
O St 0151b8: 0200 005a: return-void
o 0151ba: 0d00 008b: move-excention v0 o
O et 0151bc: 1200010 005c: const-string w0, string@love // “HEfH &R HIR"
o onCreaty 0151¢0: 71108¢010000 005e: invoke-static {v0], method@019c // Leon/itcast/enl12/a;->d(Liava/lans/St:
®rr 0151c6: 289 0061: goto 004a // —0017
© T 0151¢8: 0d00 0062: move-excention v0
® Uninstalle 0151ca: 1a000e10 0063: const-string v0, stringdlode // “HRHF LR R
© Veblnterfa| 0151ce: 71108c010000 0065: invoke-static {v0], method@019c // Leon/itcast/cnl12/a;~>d(Liava/lans/St:
®a 0151d4: 28ef |0088: goto 0057 // ~0011 i
@b L
®c catches B2
®d try (02003d - 02004a)
®c catch(Ljava/lang/Exception; —> 0x005b)
(CE try (0x004a — 0x0057)
0. d g
o ¢ (] »

o GDAvs JEB

T Bk —

Java RIFME- £53 JEB- e
5 KB java FRER- e £
THKMhe 2.5M (3.0) - | 170M (2.27) -
REXFER *¥F X¥F-
SHr R B Fike E-8
BEXFEL. TEE. Baks | XH ¥
R X ¥ oat. odex- ¥ &
BEXHES. T4, BEEE | AR
P P& L P ¥Fe
&7 3 ¥F Android PI4F dump- b AR
BE X AP HE: e &
EEXBREETARE ¥ AR
REXFERTHFEER. & &
BB X AP FHEHE X A
BT X R E B Hr - ¥ X¥F-
BE ¥l has. - AR
RERE apl FHITF =TT R Fe p o

o | BEEXHINERREE b ¥
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Dare

o W
o Dare Homepage
o« TH
o Dare downloads
o IfHE
o f§ apk XHFRIFIENJavall class X
« &

dare -d apkoutput WeChat_462.apk

« HE
o H
for (localObject = "unknown error"; ; localObject = "null param or @ length™)

while (true)

{
this.elD = ((String)localObject);
localObject = new java/lang/StringBuilder;
String strl = "errorCode: “;
((StringBuilder)localObject).<init>(strl);
int i = this.dus;
localObject = ((StringBuilder)localObject).append(i);
String str2 = "\t msg: ";
localObject = ((StringBuilder)localObject).append(str2);

. str2 = this.elLD;

crifan.com, fEfAZE34.0EFR(CC BY 4.0)iY %7 all right reserved, powered by
Gitbook RfFEHi: 2021-06-29 22:41:28
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JAD

e JAD = the fast JAva Decompiler
o £l
o Home Page of Jad - the fast Java decompiler
» EEHENAETT? © KPD Home Page
o« TH
o Download Jad
o JAD Java Decompiler Download Mirror
o JiBA
o LEREIBNRF:E, ERBEMM%EF
» REINREER
o AR, LB jadx

crifan.com, {ERZ®4.0EFR(CC BY 4.0)1/1Y &% all right reserved, powered by
Gitbook&/GEH: 2021-06-28 08:35:45
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AREREMWHERE, JRPRE, BEELERINREE, SRIBEXRL
HIBMESR,

LEAbF H—LEE A 1T (REMNarmil) RCHEE = disassembler = RICHIER

e (Capstone
o RARR: BER, XIFZEM, 8iFLEMam
= Capstone 35254
= Arm, Arm64 (Armv8), M68K, Mips, PowerPC, Sparc, SystemZ,
TMS320C64X, XCore& X86 (incl ude X86_64)
» RITZMIESNRERO
= Clojure, F#, Common Lisp, Visual Basic, PHP, PowerShell,
Haskell, Perl, Python, Ruby, C#, NodedS, Java, GO, C++,
OCaml, Lua, Rust, Delphi, Free Pascal
CapstonefJ58 K Z 4t
v RCYR + D
o RIFRAPEISAERAE, EFER
o M
s http://www.capstone-engine.org/

o

= https://github.com/aquynh/capstone
o T
= Mac
®  brew install capstone
= Ubuntu
m  sudo apt-get install libcapstone3
o ¥
» ZEZEHRCapstone

crifan.com, {$FE%4.0EFR(CC BY 4.0){/1Y &5 all right reserved, powered by
GitbookEx[FEHT: 2021-06-28 08:35:45
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apktool

o apktool EME: —TARZEMIEE =N #HEIN%Z FappiI TR
o HI: #MapkitTHE
» BN apk X
» Wi BMETE wmExe
o WAILAFSR:
» M ez ITE > RREENFHIE
= b Bnh4RiRapks TIF
v LA[RBapk wMFSFRE
v AR YRIFHapkia
» BARHhftlocalizing
» RINEMIHEE
= oif [RBapkiIIHEENIZEE
o WMAIRE
o Apktool - How to Install
e githubZT1
o iBotPeaches/Apktool: A tool for reverse engineering Android apk files
- EW
o Apktool - A tool for reverse engineering 3rd party, closed, binary Android
apps
o EART
v BAEAapktool BT &5 iRapk

S
a7
o RERiFapk

apktool d apk_file.apk

5451
9N a] FHapktool 4w iF Fapk

TEEMFIREE, wN{alAapktoolE R 4RiFapk:


https://ibotpeaches.github.io/Apktool/install/
https://github.com/iBotPeaches/Apktool
https://ibotpeaches.github.io/Apktool/

» apk 11

total 51280

—rw=r==r——@ 1 crifan staff 25M 3 14 09:00 xiaohuashengv3.6.9_downcc.com.a
» apk apktool d xiaohuashengv3.6.9_downcc,com.apk
I: Using Apktool 2.4.0 on xiaohuashengv3.6.9_downcc.com.apk
I: Loading resource table
I: Decoding AndroidManifest.xml with resources
S: WARNING: Could not to (/Users/crifan/Library/apktool/framework , usin
S: Please be aware this is a volatile directory and frameworks could go missin
I: Loading resource table from file: /var/folders/46/2hjxz38n22n3ypp_5f6_p__00
I: Regular manifest package
I: Decoding file-resources

I: Decoding values */* XMLs

I: Baksmaling classes.dex

I: Copying assets and libs

I: Copying unknown files

I: Copying original files

» apk 11

total 51280

drwxr=xr=x 12 crifan staff 384B 3 14 13:39 xiaohuashengv3.6.9_downcc.com
—rw=r==r——@ 1 crifan staff 25M 3 14 09:00 xiaohuashengv3.6.9_downcc.com.

» apk xiaohuashengv3.6.9_downcc.com

=» xlaohuashengv3.6.9_downcc.com 11

total 160

=rW=r==r=-— 1 crifan staff 63K 3 14 13:39 AndroidManifest.xml
=rw=r=-=r—- 1 crifan staff 14K 3 14 13:39 apktool.,yml
drwxr=xr=x 1@ crifan staff 320B 3 14 13:39 assets
drwxr=xr=x 8 crifan staff 256B 3 14 13:39 kotlin
drwxr=xr=x 9 crifan staff 288B 3 14 13:39 lib
drwxr=xr=x 3 crifan staff 96B 3 14 13:39 libs
drwxr=xr=x 4 crifan staff 1288 3 14 13:39 original
drwxr=xr=x 143 crifan staff 4.5K 3 14 13:39 res
drwxr=xr=x 3 crifan staff 96B 3 14 13:39 smali
drwxr=xr=x 1@ crifan staff 320B 3 14 13:39 unknown

BRImEBERXMG:

@ XPLORER apktoolyml X
4 OPEN EDITORS

o x
4 XIAOHUASHENGV36.9_.. ¥} @ ¢ &

b

Y

Hef:

o EEZRHY: AndroidMenifest.xml
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o BIEREBENIEN dex X
o AJBEl: FappllSiBEBXRIBIsmalix 4
o TEEFTRLjavaiFiBHIE
» BEHEW smalittjava BT A AT
v HEMERE R IRGEjavalRid
o HATBAM smati XEHEREMFIXHER, KREEELappAEB
RO/ R T
o MMM apktoolttiapkiGZismaliiflE, SHHIRA: apkKEEMNE
» HNE T MapkRImIFEREEIMNEENE RKEW, B Elapplls
BRI
o B BENMEBTREREleguin T ZMapk, REFEENIRE
HEZMBREM, RERIBNTENE RSN



¢ Il crasl
F B pro

a.smali

emCl|

eminfoException.sma

TxAppEntry.smali

¢ I unknown

Flapktool R #miFR £ hRki{{56.6.7

EREMZETHE wokmmzve.6.7 , SAEEF apktool EREF:


https://www.wandoujia.com/apps/com.tencent.mm/history_v1321

apktool ./apktool d /Users/crifan/dev/dev_tool/android/apk/weixin/weixin_an
Using Apktool 2.4.0 on weixin_android_v6.6.7_minAndroid4.2.x.apk

Loading resource table

Decoding AndroidManifest.xml with resources

WARNING: Could not to (/Users/crifan/Library/apktool/framework , usin
Please be aware this is a volatile directory and frameworks could go missin
Loading resource table from file: /var/folders/46/2hjxz38n22n3ypp_5f6_p__00
Regular manifest package

Decoding file-resources

Decoding values */x XMLs

Baksmaling classes.dex

Baksmaling classes2.dex

Baksmaling classes3.dex

Baksmaling classes4.dex

Baksmaling classes5.dex

Baksmaling classes6.dex

Baksmaling classes7.dex

Copying assets and libs

Copying unknown files

Copying original files

apktool 11

total 65480

—rwxr=xr=x@ 1 crifan staff 2.3K 3
-rw=r=—=r——@ 1 crifan staff i6M 3
-rw=r=—=r=—@ 1 crifan staff i6M 3
drwxr=xr=x 15 crifan staff 480B 4

o O - - O O L

1:26 apktool

1:29 apktool,jar

1:29 apktool_2.4.0.jar

7:35 weixin_android_v6.6.7_minAndro

W e
SIS
R e e

REEEERLNER:



=» apktool weixin_android_v6.6.7_minAndroid4.2.x
» weixin_android_v6.6.7_minAndroid4.2.x 11

total 440

=rw=r=-=r=-— 1 crifan staff 202K 4 30 17:35 AndroidManifest.xml
—rw=r=-—r—- 1 crifan staff 8.5K 4 3@ 17:35 apktool.yml
drwxr=xr=x 78 crifan staff 2,4K 4 30 17:35 assets
drwxr=xr=x 3 crifan staff 96B 4 30 17:35 lib

drwxr=xr=x 4 crifan staff 1288 4 30 17:35 original
drwxr=xr=x 118 crifan staff 3.7K 4 30 17:35 res

drwxr=xr=x 8 crifan staff 256B 4 30 17:35 smali
drwxr=xr-=x 8 crifan staff 256B 4 30 17:35 smali_classes2
drwxr=xr=x 10 crifan staff 320B 4 30 17:35 smali_classes3
drwxr=xr=x 12 crifan staff 384B 4 30 17:35 smali_classes4d
drwxr=xr-=x 10 crifan staff 320B 4 30 17:35 smali_classesh
drwxr=xr=x 12 crifan staff 384B 4 30 17:35 smali_classes6
drwxr=xr=x 8 crifan staff 256B 4 30 17:35 smali_classes?
» weixin_android_v6.6.7_minAndroid4.2.x AndroidManifest.xml

» weixin_android_v6.6.7_minAndroid4.2.x apktool,yml
brut.androlib.meta.MetaInfo

apkFileName: weixin_android_v6.6.7_minAndroid4.2.x.apk

compressionType:

doNotCompress:

- arsc

= png

- sec

- conf

- dat

= txt

- data

- assets/infowindow_bg.9.png

- mda

- wav

- assets/xwalk-command-1line

- jrg

- mp3

- assets/wxa_library/local/IGNORE

- r/a/w6.9.png

- apk

- r/a7/v3.9.png

- r/q/aa2.9.png

- r/q/emoji_grid_item_bottom.9.png
- r/g/emoji_grid_item_left.9.png

- r/q/emoji_grid_item_middle.9.png
- gif

- r/r/ark.9.png

- r/r/emoji_app_msg_mask.9.png

= r/r/emoji_bottombar_bg.9.png

- r/r/emoji_box.9.png

= r/r/emoji_grid_item_fg_normal.9.png
= r/r/emoji_grid_item_fg_pressed.9.png
- r/r/tenpay_keybg.9.png

- r/r/tenpay_keyitem_bottom.9.png

= r/r/v3.9.png

- r/z/w8.9.png
isFrameworkApk:
packageInfo:

forcedPackageld:

renameManifestPackage: null
sdkInfo:

minSdkVersion:

targetSdkVersion:
sharedLibrary:
sparseResources:
unknownFiles:
usesFramework:

ids:

=1



tag: null
version: 2.4.0
versionInfo:
versionCode:
versionName: 6.6.7

“ fTFFRIRHER

.6.7 MINANDROIDA..

FAIMEE—ERASENESR:

e minSdkVersion: '17' @ HRIEZEIRA 17
o 178N : ZE 4.2, 4.2.2

e targetSdkVersion: '23' : BIFLEIRZAS 23
o 23W[: RE 6.0

e versionName: 6.6.7 : THISARES 6.6.7

M KEABRZHsmaliftig:

hEoad

TencentLogimpl.smali
> B lib

FoS b kiR

» MAVEN B

Qo0A0 @colive 1716, 511 TH&:4 UTF-8 LF Smali @ M1
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apkXft

188

IDA

e IDA = IDA Pro
o W

o IDA: About
- T®

o IDA Support: Download Center

= JE: 1A Pro EEWURERIRMG, B IER

o IfEE
o WmEIFEAFIZS
o THEFANdroid BRSO 5 s
o EASIAI s

PTIESILY YIS

===l s ke s A7 pu e
weoa

st

T =P ===y y==y

e

o X & Hdex

R DA - ida60642.idb (app_process32_xposed) CAUsers\piao\AppData\lLocalTemp\ida60642.idb. - - o x
Eile Edit Jump Search View Debugger Options Windows Help
> 0 O|Réibte AR/ e ) @ AP K T £y 8 300 m @mH| Sd
| Library function M Regular function M Instruction [ Data M Unexplored |1l External symbol
Debug View o m Structures 8 ® Enums a
| B 10a view-pC © & x W General resisters oa x
Linker :F70268CE DCB 0xD6. Al > v o=
Linker :FT0265CF DCB 0xF& I Tos
26300 LOR. i RO, [R6.HOx11C] Path ~
LoR.u R1. [RG,HOx38] arn/systentxanemer
e o Iy [ /et rostanmaioor. o
Lop B3, (R /system/bin/app process32_sposed v
" Linker :FT02680E STR.U RO, [R6HOx104] B
* lLinker :F10268E2 STR.U RG. [RG,Hox108]
Tinker :F70268€6 STR.U R1. (RS Hoxiec]
£ Linker:F70268ER CBZ R3. loc F10265F8 5 Threads CIERY
[ Tinker:Fro268EC STR B2, [R3,HOXC] ~
* Linker FT0268EE STR.u B3 [R6,HOx114] Dedmal |Hex | State
| UNKNORY FT0268CE: linker: dl_IN6soinfoolinklmageEPKI7android with PO
HEs >
(8l Hex View-1 o5 x
FRFFFFFF @ ECa99154
FFo070RC 6000000
FF9070E0 00000000
FF907084 ECA99154 [anon:linker_alloc]:ECA9915H
[FF907088 ECA99154 [anon: linker_alloc]:ECA9915Y
UNKNOTY FF907048: [stack]:FF9070; (Symchronized with SF) v
FRFFFRE: FFFFFFRE v< >

Output window

ECAS0000: loaded /systen/1ib/1ibjnigraphics so

ECA3A000: Loaded /systen/1ib/1ibuebuieuchroniun_loader .so

E5231000: loaded

7008C000: loaded /data/daluik-cache/arn/systen@franeiorkaboot . oat

F7024000: loaded /systen/bin/linker

Debugger: attached to process /system/bin/app_process32_xposed (pids25770)

PDBSRC: loading synbols for */systen/1ib/libe so’.

Received I0CTL failure code: -1

F125A000: loaded example piao.nati ib.co
loading synbols For /system/bin/linker"

T0CTL failure code: -1

Python

AU:idle Down



https://www.hex-rays.com/products/ida/index.shtml
https://www.hex-rays.com/products/ida/support/download.shtml

Data\Local\Temp'
File Edit Jump h vV u Options Wi s He

» O O Remote ARMLinux/Android debugger - %t @ 0 Y & 300 m FHE S of
A

L1111 111
Library function [l Regular function Ml Instruction [ Data Ml Unexplored || External symbol
Debug View 8 @
B IDA View-PC

libnative_lib.so:F425E208 :
libnative_lib.so:F425E208 CODE16
libnative_lib.so:F425E208

libnative_lib.so:F425E208 Java_com_example_piao_nativetest_MainActivity_stringFromJNI
libnative_lib.so:F425E208 PUSH (RO-R#,R6,RT,LR)
Libnative_lib.so:F425E20A ADD R7, SP, #Ox18

Libnative_lib.
Libnative_lib.
libnative_lib.
Libnative_lib.
Libnative_lib.
libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.
libnative_lib.
libnative_lib.
Libnative_lib.
Libnative_lib.
Libnative_lib.

E
@ Jump to address X [E214)
2 FF_Fu273D44

Tump address |ETENETNSET NI EONEUIEst | -otack_chk_guard
7|

TA ADR RT, aHeIToFromC T Hello from C++"
F425E21C ADD R2, SP, 4

F425E21E BL unk_F4261390

F425E222 LDR RO, [RH]

Fu25E224 LDR R1, [SP,#8]

F425E226 LDR.U R2, [RO,H#Ox29C]

F425E220 HOU 0, RY

F425E22C BLX R2

:F425E22E HOU RY, RO

F425E230 ADD RO, SP, #8

F425E232 BL unk _F425EDBS

:F425E236 LOR RO, =(off_F4273D44 - OxF425E23E)

F425E238 LDR R1, [SP,H#0xC]

F425E230 ADD RO, PC i off_Fu273044
:F425E23C LOR RO, [RO] _stack_chk_guard
UNKNOWN F425E21C: libnative_Lib. so:Java_con_example_piao_nativetest_MainActivity_stringFronJNI+14 (Synchronized with PC)

u (@ Hex View-1
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radare2

o W
o Github
» radare/radare2: unix-like reverse engineering framework and
commandline tools
o EW
= radare
o INEEAT =
o — NIRRT FER Z#HI D HTHESS
o INEEIFERA
» ROCHR. DR, 74T LEREUE. BR. Bk, BUMLSES
» SRARHESHMES. TSR ENR L RRIZE
» BEBBRIMIAINERED
o AJMEBITE/LFAMBEERNTES
»  GNU/Linux, Windows, *BSD, iOS, OSX, Solaris
o R
o H—RIIRVAHHIEL
= rahash2 : BFEIBEE, hashE@x
»  rabin2 @ BENXHER
» ragg2 / ragg2cc ¢ FITESEMLER shellcode
» rax2 ¢ RATEERR
» rasm2  RICHEICHR
v radiff2 @ XHFHAT diff
o radare2 : BEET FHEMNIA
o HEEE
o ZINCTF
o HmIizE
o IRBIZYE
o PITERRM (WR)
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AXMLPrinter2

o W
o GoogleCode
= android4me - Google Code
o Github
= limpoxe/android4dme: Automatically exported from
code.google.com/p/android4me
« TH
o AXMLPrinter2.jar
- {ER

o

Az

SR HEIAY v FEHR A EIIEARY xml XM
o BN
o RIEEHERE2008F, 1MERINT
» ERERZBIENIAT
o FE

java =jar AXMLPrinter2.jar xxx.xml output.xml

java -jar ~/dev/ApkTOOL/AXMLPrinter2.jar AndroidManifest.xml - main.xml
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010editor

« I

o 010 Editor - Professional Text/Hex Editor with Binary Templates
o« TH

o SweetScape Software Inc - Download 010 Editor
o IfgE:

o #1637 H)miEES

» BEENRE HSISHF
v FREEBNIEARapk: fRiEdex>X it

64 00 Q0

1

00 40 00
40 FF 00 40
00 40 FF

i Y T

=FF4000
LIBYTE rgbBlue |
LIBYTE rgbGreen a4
LUBYTE rgbRed 255
#FF4000

[o]
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EverEdit

« BT
o BT | EverEdit
o« TH
o & | EverEdit
o IfIEE
o BERENRITIINAIRIESE
» BN, MEESE, BEXINETE, FEHNEENMA, 7TEN
wE. AFREFHET, TIEERMTRAIER, EverEditfie
RIRERA—ENARLR !
o ZRYRIE
» RRERR—TA+FS, B RRFMENERES; HER
Ctrl+DZE N @ TiEsZ,
o BiE4mI3
o OEMIERNRRED, —HREF, AR
o Emmet/Zencoding
» EEXZIFEMmet, ZiFTab— R FIB—KIEAR D!
o 5EXEMarkdown
» AEmarkdownfIFisE, SERDEHR, HAMEWE, —3—3E,
BREEIZFRAAL !
o NBBRE
= FTab3 & Shift+TabfE ZMRiER 2 [EKEIHEE. ERUERSIA,
HREERER R EHERNEE,
o BAXH
» ARDHAGFERESITAERXXG! ITAXMGNR, TREEREmER
B DABERY B H IZ IR !
o IR
» RETHGIRES, BRETAEEARNNXG., FERNHTERN
Bk, ERNNHINFHENBENLEEHTSSRET.
o XAYihE
o EHE DAZERS EROAZE 2R RIS RIMNIL; IR DB S
RIKIFHITRMMEN, EEFAUEEAEBIRRNR!
o RHIIER
» JIERIMXHERMBENTSEE. R T8, BF), 8THSH
SR— MG EERHI TR
o« XIFFAE
o Windows

o BHE
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IR #RE|E) EENV) =S oED) IEE I8M FEln) s0Ow  #shH)
J-RE% M ADD-|Z-B

[B texteditdll 2 [[EB] uacexe &2

a3|

o

2 w A e
50 ofelitkd RN R - E2E
(o)
o FARE * - Everkdit b - olEH
TfE SEO BEY ERO IHO INE IAD FEO EO0 MG
FRER e ADD-EHE #CLREH K soe ERE= 6| e
B I U | HiH> HyHs HS| D EEEEE Y]
4 ) nano.swam D EEE vk x
e 1 ) B, B 5, &, ) ) %, 109 119 1w,
oot T3 | [EETOE, BBAER LS 2RIisacs—— DA BRI HEEANBE; NEMTInILtratit, AP BEHNSE
bt EnEditorfIEditPLus, FMLTHI—BIMEMEISubLine, FEAIFFITHEHEIAton (REGItHUD) FVisual Studio- Code (EE- 45
003 i L e .
oo 1 |E2, RCHERHXAREEREEitor, BAKTESREE fHE—&—. 15, B
e 15
T 16 | |!(EnEditor] (nttp://www. softnavi. con/inage/ss/eseditor-bss. png)
7 7
08t 18 | ([FR, B-EERABEIOCRERESBE——ERE. SHE. SXE, —PXARBHIUSENRALST.
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. 41 -
IEYTEY x | 42 i °
o L O Morkdown  © MEM4 559 MO U+0000 59 v PC @A - UTF8

crifan.com, {EAE24.0EFR(CC BY 4.0)1IX &% all right reserved, powered by
Gitbook RFEHi: 2021-06-29 22:47:48


https://creativecommons.org/licenses/by/4.0/deed.zh

apk7

crifan.com, {EAE24.0EFR(CC BY 4.0)1% %7 all right reserved, powered by
Gitbook R/FE#H: 2021-06-29 22:47:53


https://creativecommons.org/licenses/by/4.0/deed.zh

ClassyShark

« I
o google/android-classyshark: Binary analysis of any Android/Java based
app/APK/game
o IfEE
o B THFIER
» AR FREBapkiE 2
» EHEOMMRA
v dex MERFMREH
s IFRARY

. E
m dex
= aar
= so
= ATHATX M
= apk
= jar
= class

» RE TAHIXML
= AndroidManifest
» BIRM
= WEXH
o HE

~ APK DASHBOARD ~

* Guava (

upport
upport.design



https://github.com/google/android-classyshark

android.support.design

ubssourceactivity
R$anim

app\wldqet small pro

abc_fade_in;

andrcnd support. deslqn abc_fade_out:
) android.support.design.v - —
android.support.multidex abc_grow_fade_in_from_bottom;

) android. rt.v4.
Zﬂngid;ﬂEEgn‘ : abc_popup_enter;

} android.support.v4. i abc_popup_exit;

 androld supnart abe_shrink_fade_out_from_bottom;
abc_slide_in_bottom;
abc_slide_in_top;
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APK Analyzer

Android Studio f£ v2.2 Z[GB% APK Analyzer

- ERMINEE

o (EE)EVMMEFapkhE N XHHIA/IVEEIIDEX, resourceE%)
o BATTRIEXEAIMER, B \apkigA N

(BE)ZI Ak WappiIes BAVEH B REMME, TAINUEBRAEapp

(ffla0androidmanifestxmIZ W E AEZ!)

AT HARARTE=FHIES
o THEDEXXXHHIZARS
o PIEBEAPKHIARAZ R
o HIELLHMMAPKHIER, BXLEAEHE

. TH
o Android Studio

. HE

Download Android Studio and SDK tools

File Edit View MNavigate Code Analyze Refactor JeljlisR Run Tools VCS Window Help

DHO ¢« X000 QAR ¢ AES
_E]MyApplicatinmz Caapp  [Cisrc Cimain @ Eijava

& | ‘% Android - @G % | %0 © MapAc
EEJ Ciapp . packe
;u ggj:iFESts ~ impor
N Fsres &  publi
E E3 drawable I3
E 1 layout ol F
o & activity_rnain.xml

g @ content_maln.xml

- Elmenu s,

g 1 mipmap

:% Flvalues

® & Gradle Scripts of

Make Project Cerl+F9 5 L
Make Module 'app wanblic
Clean Project < | B
B

Rebuild Project
Edit Build Types...
Edit Flavers... ivity
Edit Libraries and Dependencies...
Select Build Variant... pnceStat
Build APK n:

) WId(R.1
Generate Signed APK. ..

Analyze APK... N
Deploy Module to APp Engine...
@0verride
public void onClick(View view) {
Snackbar.make(view, "Replace with yc
.setAction("Action”, mull).=

\ctionBL
.ckListe

1

& PRIS X  (C) TemplateCenterjava ¥ (C) SubsSourceActivityjava X

EorRetaassspaia (version 5.3.2)
@ Raw File Size: 21.4 MB, Download Size: 18.2 MB

File
Elassets
Cares
[ classes.dex
[5i classes2.dex
[7] resources.arsc
Ealib
[E1 META-INF
[ AndroidManifest.xml
Elcom
[ miui_push_version
[= push_version

@ This dex file defines 4290 classes with 36983 methods, and references 4
Class
Elcom
EJandroid
Ejava
Eijp
Elorg
EJuk
Exin
Earx
Elim
[£1 okhttp3
F1a
Edretrofit2

| oS idea v

il web%2Ftrunk%2F 1493979166484%2Fpris_g

Raw File Size Downlc
8.1 MB |
7.7 MB
5.7 MB
4,6 MB
2.2 MB 31
1.3 MB 64
915.6 KB 31
60.2 KB
3.5KB
938
44 B
7569 methods.
Defined Methods Refe
37730 388
2884 597
0 107
676 76
5 193
151 164
90 163
63 102
59 93
21 42
20 37

23


https://developer.android.com/studio

com.zhihu.android

BR e 27.9 MB,

o
com.example.android.displayingbitmaps (version 1.0)
© Raw File Size: 1.4 MB, Download Size: 1.1 MB, Compare with...
File Raw File Size Download Sizé% of Total Download size
o Classes.dex 925.9 KB 849.8 KB 82.6%
res 116.2 KB 113.8KB 11.1%
resources.arsc 209.5 KB 48.9KB 4.8%
META-INF 17.4 KB 156.2KB  1.5%
< AndroidManifest.xml 1KB 1KB  0.1%
£ lm B Load Proguard mappings... © This dex file defines 1722 classes with 13594 methods, and references 17999 methods.
Class IDefined Methods Referenced Methods
android 13223 17106
Jjava 445
com 3n 432
example 3n 432
android 371 432
displayingbitmaps 323 371
util 247 276
ui 57 76
© BuildConfig 2 2
© R$styleable 2 2
o e : -
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SmaliViewer

e SmaliViewer = SV
o IHEE
o B—HBERMAPKOITRM
o TXFAndroidfSmNES BEI% & i FHAPK S 4T E
o ATFXBINARERBIDHT
o RAZMAERMNBLUERHITHEHIE, W
» JEBER
» BURASPSIEER
= Android Manifestf1XR{E B
« RERIEE (CFG)
» FER, BEXHER
» BURATHER
o FEHZEHITHE
v TIEMDHORER RN ERE, #HE—MEREHERF BRI
f, BEEAPKDITHIERER, EMBONF,
o« T&H
o AndroidDevTools - AndroidFF/& T B Android SDKF&; Android Studio
&, Gradle T SDK Tools
o SmaliViewer.Zip

. B
(o] @
XE| wE BRE
b 0000 p»
=3 (Wekcome | Swai | Manifest |
it
i
m#
it 1
‘M\c(wy Check the history
B 3214ip
B QQ 104zip
B 432zip 3
B 3204p
[ CCF494F286CF9294255308F617BCD1CA 83186224
© avlyun.com
ber [}
©2013-2014 AVL team
aaaaa [
o http://bloo avivun
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AndBug

« I
o swdunlop/AndBug: Android Debugging Library
. £
o ERBFEARBHIIERT, Eidandroid_tHjavaizFr
o IfIEE
o XFilfim, call stackEE. E&class. methodH(ER
o« B
f8deMacBook-Pro-7:AndBug wuxian$ ./andbug

# AndBug (C) 2011 Scott W. Dunlop <swdunlop@gmail.com>
AndBug is a reverse-engineering debugger for the Android Dalvik virtual
machine employing the Java Debug Wire Protocol (JDWP) to interact with
Android applications without the need for source code. The majority of
AndBug's commands require the context of a connected Android device and a
specific Android process to target, which should be specified using the -d
and -p options.

The debugger offers two modes -- interactive and noninteractive, and a
comprehensive Python API for writing debugging scripts. The interactive mode
is accessed using:

$ andbug shell [-d <device>] -p <process>.

The device specification, if omitted, defaults in an identical fashion to the
ADB debugging bridge command, which AndBug uses heavily. The process
specification is either the PID of the process to debug, or the name of the
process, as found in "adb shell ps."

AndBug is NOT intended for a piracy tool, or other illegal purposes, but as
o a tool for researchers and developers to gain insight into the
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redexer

o W
o plum-umd/redexer: The Redexer binary instrumentation framework for
Dalvik bytecode
o The Redexer Dalvik bytecode instrumentation platform
o MY
o Tutorial: using redexer to implement logging in Android apps
o IfiEE
o Dalvik #15t3 (BTREAPP) DIfTHELR
o ER—EETOCamIIEAEIR
o FEBNAER RERMT. IRIEDalvikEZHIAN
o 1EE
o Redexerfi3RHBE=XZFIAFR D RAIPLUMALRF L5
o FEMEEHER: Jinseong Jeon, Kristopher MicinskilA K Jeff Foster
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Fino

e Fino = FINO
o £l

o sysdream/fino: Android small footprint inspection tool
o IfEE

o An Android Dynamic Analysis Tool

o R

o WRARD
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ByteCode Viewer

e Bytecode Viewer = BCV
o £l
o EW
= Bytecode Viewer - Java & Android APK Reverse Engineering
Suite/Tool
o github
= Konloch/bytecode-viewer: A Java 8 Jar & Android APK Reverse
Engineering Suite (Decompiler, Editor, Debugger & More)
o IfEE
o HiR: —FEFJava 819JarfIAPKIRFFTLEE
» BERRE. FE. BEERZIAE
« BREE
» ETERRE:
» BERNJavalIFHIBEETLR
v JavaR4Ri¥zR
» FONYRELR
» Smalii[ 4Rz
» Baksmali;C4Rz3
» APKZRiESR
» Dex‘miEz3
» APKRYmiZes
= DexR¥mixeR
» ProcyonfiJava/z JRi¥23
= Krakatau
» CFRHYJavaR4Ri%2s
= FernFlowerfJavaz 45i% 23
= DEX2Jar
= Jar2DEX
= Jar-Jar
n DK
» HexZE
» ARDIEERES
o A
» BSEG RS
» AFRSMBREXGHITRE
w35
» RAIRE—PFERENRRELR, TEABERES,
& B A —LARFT e EIM R A
o FEHM
o fEBytecode Viewerf4gi%E / R#mZFLEH R T Krakatau
o R T Smali / BakSmali—II7E, fRETLAET smaliskRigE X dex
"7
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o X¥FAPK / DEX—1{#F T Dex2JarfllJar2Dex, RILABRIMMEBFHRIFAPK
X1

o JavaR#4Ri%2% — Bytecode Viewerf #7i% T AR T FernFlower,
ProcyonFICFR

o FTIEYRi1FEs — CFIEDRIE AR

o TREHIEES — HIHexPanelKa

o B— 1 RImIER / iEsE / EFRMBE AT UHTIRE, RAIIEES—
MMREEIR EFR BRI T RA N

o INEEREMNHBERRA - FIMEBRFRE, R, UEREEFER

o ARG IHERGroovyhiiAs

File View Panes Settings Plugins

Files Work Space.
Root = ||| vatangrotiectcass x|

clm il i Do L2 08 Ceaa

2 * Decompiled with CFR 0_95.
"

4 package java.lang;

© hopendable.cass B
* AopktonShutdorHookss: e
* AopkcatonShutdorHoaks.c :

© ArthmetcExcepton.dass
& ArayIndexOutOBoundsEx
© ArayStoreException.dass
. dass

{
Tass (). gethame() 4

= - e s mtive void ety
= Z
=
[FExact
tic soing) € /0
e Lo
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e
}
protected vc alize() throws Throw
! }
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Android Decompiler

o W

o dirkvranckaert/AndroidDecompiler: Decompile any APK
o IflEE

o &MT ZMIRELIRFFapkiFEljavaftis
o ERTMLETR

o Dex2Jar : Version 0.0.9.15

o android-apktool : Version 1.5.2

o JD-Core-Java : Version 1.2

o Artistic Style (astyle) : Version 2.04
« X¥FFE

o Mac

o Unix2R%

« &

usage: decompileAPK.sh [options -APK-file

options:

-0,=--output -dir The output directory is optional. If not the
default will be used is the
root of this tool directory.

--skipResources Do not decompile the resource files

--skipJava Do not decompile the JAVA files

-f,—=format Will all Java files to be easier readable.

However, use with CAUTION This option might change
line numbers

-p,--project Will generate a Gradle-based Android project you

=h,==help Prints this message

parameters:
APK-file A valid APK is required as input
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decompile-apk

« I
o venshine/decompile-apk: Decompile APK (ZRi1FAPK)
o IflEE
o & T ARZBITAZEMapkhR4miF L javalfts
 ERTHETR
= Apktool :v2.2.4
= dex2jar :v2.1
= jd-gui :v1.4.0
= jadx :v0.6.1
®  android-classyshark : v8.0
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Android-Crack-Tool For Mac

« I
o Jermic/Android-Crack-Tool: & Android crack tool For Mac
o https://github.com/Jermic/Android-Crack-Tool

o T&
o https://github.com/Jermic/Android-Crack-Tool/releases

o M4
o AR T AndroidFF & FE R —LERIF/ R mFLR, HERF APk

TR DT R MAKIEEEBINEE

o RIIFAPK

o EEAPK

o FERAPK

o LILAPK

o DEX2JAR (APK2JAR)

o JDGUI

o IREYDEX

o IEEXXML

o Class to smail

o ApkEEEE

o Unicodet%i

o
[ NN J
B [Users/jermic/Desktop/JNetTool 1.0.apk i
i

B#a¥#  [Usersfjermic/Desktop/JNetTool 1.0-0f 7

O FEBIEAPK | EREAPK EEAPK Apkinfo

-~
il {1EAPK DEX2JAR JDGUI Unicode
$2HEIDEX XML CS28M i‘ﬁ.i
START-

java -jar /shakaapktool.jar d -f fUsersfjermic/DesktopiiNetTool 1.0.apk -0 /Users/jermic/
Desktop/JNetTool\ 1.0-Of
START-

SHBEE AERE

AndroidCrackTool — By Jermic
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o BT
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apkRMIFFITEER; dexjarEERBRIEEUES; sok%miF; xml. txtil
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o« XHERS:
o WinXP, Win7, Win2003
o JF: HEZRLZEM
o TEINEE
o R¥miFapk
o EFTITEMapk
o Mapki#H{TER
o R¥EiFdex
o EFITEIMdex
o dexiEjar
o dex¥ddx
o dexS i Aitxt
o R¥EiFEso
o jarf&dex
o 1ZHldex
o *E*Tﬁedex
o {&Edex
o MNZBxmlfEtxt
o FfFBunicode/RiR
o H55ER:
o RTINS TAER
o IZMZEE .Net Framework 2.0 HEZE
o EMHTHEEMRFS javaimssrs , ALt digdKjava
o TEiMhE
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AndroidKiller

o 1E&E: KER(F~1E
o IhEE
o —HAMMNRENAEETR
» EEAPKRRIE. ApkiTE. ApkER, RIBEY, ADBREE (MAR
R-HB-BITRENHER) FREWET—8, XiFlogcatHEH
H, BEes, ETxBEFT HFRTRBmE2TABR) MBS
R, JEAEXINBIE; RKENCZMTANESFR
» FTE—XEOTRIREARR, AKEMN T RENAMER SIS
BEREWTE
o TH
o AndroidKiller v1.2
» 25 APK L4 T A AndroidKiller 1.2 AR B % ELR - AARFIE
o AndroidKiller v1.3.1
= AndroidKiller T &;|AndroidKiller(Z £APKC R T RE) T & v1.3. 148
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o HE
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Androguard

« I
o androguard/androguard: Reverse engineering, Malware and goodware
analysis of Android applications
o« XY
o Welcome to Androguard’s documentation! — Androguard 3.4.0
documentation
o INEE
o TERRAITHEIMRERR
o AMAE=AEERFELE
» XINE=FE
= DAD
= dex2jar + jad
= DED
o BEZTRIR/FINEE
o androrisk.py - ZIERB T 5 *ﬁapkf" el
o androapkinfo.py : IZIERDHTapkFIHE A HHEE R, 4K4A
. EENDKREIZHEE
o androaxml.py : IZIERAFRapk androidmanifest.xml
o androgexf.py @ IZIRIRA AR ECRARE
o apkviewer.py ' IZIEHRERIELRAEEEE
o androlyze.py : ZIERARXE DITIFE
e BR
o A Python —'E_;E’\]
YEFZPFES: Linux/Windows/Mac
o XIFZMEN
» BRTRI
» EARREER
R R EE S R
o HE

root@shuai-Inspiron-One-2320:~/Deviools/androguard-1.9#% 1s

[CHANGELOG ag-st androcsign.py androgexf Py androrisk.py

[COPYING androapkinfo.py androdd.py E androsign.py

COPYING.LESSER androarsc.py androdiff.py : guard.egg-info androsim.py tools
Makefile androauto.py androdis.py androlyze.py androxgmml.py s

README . txt androaxml.py androdump.py  andromercury.py apkviewer.py
root@shuai-Inspiron-One-2320:~/DevTools/androguard-1.9# ./androapkinfo.py -h

usage: androapkinfo.py [optiens]

- show this help message and exit
-i INPUT, --input=INPUT
file : use this filename (APK)
-d DIRECTORY, --directory=DIRECTORY
directory : use this directory
-t, --tag display tags
o -v, --version version

root@shuai-Inspiren-0One-2320:~/DevTools/androguard-1.9# ./androcsign.py -1 signatures/dbandroguard

Foncy.B
© ENTROPIES: [4.57219484696768, 4.631062449608409, 4.447680273115429, 4.011365041826379] L:4402 K:403
FORMULA: a

Foncy.C
© ENTROPIES: [4.637504134446581, 4.48707461902997, 4.681998471143347, 0.0] L:1738 K:278
FORMULA: a

GingerMaster
© ENTROPIES: [4.372936277986948, 4.718364459723289, 4.422844980537909, 3.9754180179138325] L:925 K:273
© ENTROPIES: [4.7812761364547205, 4.766176669643327, 4.530242384365321, 3.9754180179138325] L:1215 K:328

.525092837867531, 4.484499074880695, 4.425817598030768, ©0.0] L:1827 K:216

© ENTROPIES: [4.212598670113959, 4.715889099408597, 4.7183381207050505, 3.820888851350188] L:1502 K:338
© ENTROPIES: [4.728180043998955, 4.495691835168234, 4.573778716368993, 4.149996516707671] L:5162 K:384
o FORMULA: a && b
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AFE

e AFE = Android Framework for Exploitation
o £l
o Github
= appknox/AFE: Android Framework for Exploitation, is a framework
for exploiting android based devices
o BN
= Appknox - Mobile App Security Testing
v ZRNBETERMBMNANZTENEAZRS RN
o IfEE
o is a framework for exploiting android based devices
o JiEA
o BETFandroguardhy
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XPosediEZR

XPosedtEZR BT REMEKIEM roex2 , BLRRBLE, SHIGTRappiidexX
.

MZBIECIFEIT X  XPosediEZ® = XPosed Installer

EEaNZE BT iz Y xPosed ¢

BRI

Xposed Installer

W EIEEE T# . BEMLE (B BEE
BEIFMERE L B!
o BANLZERBHENTE: XPosediEZE
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Cydia Substrate

« ET
o * Cydia Substrate
o T%H
o com.saurik.substrate.apk
o IfEE
o 7l xposed ZEMAIIELR, FIRLREMIEMG, STIMEMINGE,
= tEENEI A
o RRGsSHLNAYEGM, FRBAER ss1 pinning
s X TFTLERNappPiihtips:
= appEREAT :
m  SSL Pinning = ssl certificate
pinning = certificate pinning
s = ssUEBgE SIEBHE
o LA AT AR RIBXIEY, SHTEdexXXH
o R
o HooklRBHEIEEHE
» StsoFRiN7TiEhookiREIE R (EHE
o EHE

o
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Android-OpenDebug

« I
o iSECPartners/Android-OpenDebug: Make any application debuggable
o IflEE
o m=—"Cydia Substrate ¥4
s FRUBIR R BT Cydia Substrate
o AJLMEFEA— IR EFEF A KRR
» BB T oA ARRY FTRE
o« TH
o Android-OpenDebug APK T &
o« TR
o adb install Android-OpenDebug.apk
o ByHEIELRKapk
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Introspy-Android

« ET
o GitHub
s iSECPartners/Introspy-Android: Security profiling for blackbox
Android
o ik
= Introspy-Android
o IfiEE
o DL FappiziTHIEAITTN
» DMETHEIFREFERNZ 20

o %/I\ Cydia Substrate }Eﬁ{t}:
» FRARTIR B AR Cydia Substrate
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frida

« I
o Github
= Frida
o BEM
= Frida * A world-class dynamic instrumentation framework | Inject
JavaScript to explore native apps on Windows, macOS, GNU/Linux,
iOS, Android, and QNX
o &7

o —HETF python + javascript B hookiEze
o FA[IZ{T#EANdroid/iOS/Linux/Win/OSXE& &
o FEFEAmSTHBIEIEDBHREA
o MBI RN AN ERETH ASISER, MmiLERITER
GMEIE
o STFFIPLERRSMRIE
v SlEHFERF
» ENARREEITHESRE
» NEARERRRE
v TEHE E BT RIGIHER
= Hook. IRERFIFZEREF
o E: EIAESBAESEREN T, NIIFEMO, bR MRIEIR
o INEEMT =
o Scriptable
= Inject your own scripts into black box processes. Hook any function,
spy on crypto APIs or trace private application code, no source code
needed. Edit, hit save, and instantly see the results. All without
compilation steps or program restarts.
o Portable
= Works on Windows, macOS, GNU/Linux, iOS, Android, and QNX.
Install the Node.js bindings from npm, grab a Python package from
PyPI, or use Frida through its Swift bindings, .NET bindings, Qt/Qml
bindings, or C API.
o Free
= Frida is and will always be free software (free as in freedom). We
want to empower the next generation of developer tools, and help
other free software developers achieve interoperability through
reverse engineering.
o Battle-tested
= We are proud that NowSecure is using Frida to do fast, deep
analysis of mobile apps at scale. Frida has a comprehensive test-
suite and has gone through years of rigorous testing across a broad
range of use-cases.
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AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?=
<manifest xmins:android="http://schemas.
android.com/apk/res/android”
package="cn.edu.njupt.cengceng’
platformBuildVersionCode="25"
platformBuildVersionName="7.1.1"
android:versionCode="1"
android:versionMame="1.0">
<uses-sdk
android:minSdkVersion="14"
android:targetSdkVersion="25" />
<-HERENRFELEHE -
<uses-permission android:name="android.
permission.INTERNET" />
<application
android:theme="@style/AppTheme"
android:label="{@string/app_name"
android:icon="@mipmap/ic_launcher”
android:allowBackup="true”
android:supportsRtl="true"
android:roundicon="@mipmap/
ic_launcher_round™-
<activity
android:theme ER A=
NoActionBar”
android:label= X4 H/NE ]
android:name

&1 android xiA
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