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Scan Iools Profle Help
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New Scan Command Wizard Save Scan Open Scan | Report a bug Help

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net ¥

Target: |.0 wap.yuma.net zardoz.yuma.ﬂetl - | Profile: |\ntense Scan |v ‘

Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumz

| Hosts | Services | Por‘(s!Host5|Nmap Output‘HostDetalls|Scan Detal\5|
[=]
Hast Starting Nmap 4.50 ( http://insecure.org ) at
ARSI e | 2007-12-11 18:40 PST Z
" Interesting ports on scanme.nmap.org (205.217.153.62):
1 171.67.223

L Hot shown: 1706 filtered ports =
=7 10.0.0.10 PORT STATE SERVICE VERSION

. |22/tcp open ssh OpenSSH 4.3 (protocol 2.8)
M wap.yumanet 19; 53/tcp open domain
Q) zardoz.yuma.netl | 78/tcp  closed gopher
80/tcp open  http Apache httpd 2.2.2 ((Fedora))
| HTML title: Authentication required!
| HTTP Auth: HTTP Service reguires authentication
|_  Auth type: Basic, realm = Nmap-Writers Content
113/tcp closed auth
Device type: general purpose
Running: Linux 2.6.X
05 details: Linux 2.6.20-1 (Fedora Core 5)
Uptime: 45.378 days (since Sat Oct 27 18:38:07 2007)

ERRES

TRACEROUTE (using port 22/tcp)
HOP RTT  ADDRESS

1 3.27 wap.yuma.net (192.168.0.6)
2 10.56 bras12-16.pltnca.sbcglobal.net v

s

Enable Nmap output highlight 3% Preferences H 57 Refresh ‘
4 L »
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New Scan
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Report a bug Help

% (= =

Command Wizard Save Scan ©Open Scan

[=)[=]0*]

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net ¥

Target: |.0 wap.yuma.net zardoz.yuma.ﬂetl L | Profile: |\nten5e Scan

Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumz

| Hosts | Services | Ports / Hosts |Nmap 0utput| Host Details |5can Detal\5|

< A

scanme.nmap.org
] 17167.223

= Host Status
State: up

Open ports: 3
Fltered ports: 0

< 10.0.0.10 Closed ports: 2
@ wap.yumanet 19: Scanned ports: 5
3) zardoz.yuma.net 1 Up time: 3920859
Last boot: Sat Oct 27 10:38:07 2007

= Addresses
IPvd: 205.217.153.62

IPVG:
MAC:

SRR

~ Hostnames

Name - Type: scanme.nmap.org - PTR

~ Operating System
Name: Linux 2.6.20-1 {Fedora Core 5)

accuracy: [[IOOT |

P Ports used

[+]

[«]

Profile Edito

= Command

(=)=](=]

|nmap -T Paranoid -sF -sV -6 -0 <target>

Profile | Scan | Ping |Target | Source |Other |Advanced |

Scan options

TCP scan: ‘ FIN scan

Special scans: ‘

Timing: ‘ Paranoid

[] FTP bounce attack |

[ Idle Scan (Zombie) |

Services version detection
Operating system detection

[] Disable reverse DNS resolution

[] Maximum Retries |1

& Help ‘ ‘ $ Cancel ‘ ‘
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New Scan Command Wizard Save Scan Open 5can
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Report a bug Help

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net ¥
[-]

Target: |.0 wap.yuma.net zardoz.yuma.ﬂetl L | Profile: |\nten5e Scan

Command: |nmap -T Aggressive -A scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumz

| Hosts | Services | Ports / Hosts |Nmap Output ‘ Host Details |5can Detal\5|
Z |Hnstname |Pcrt |Prntncn| | State |5erver product
domain o scanme.nmap.org 205 B0 tcp open  Apache hitpd

rpebind « wapyumanet 192,168 B0  tcp open  Linksys WRT54GL wirel
http

msrpc

http-rpc-epmap
ms-sql-s

smtp

=

P

LSA-or-nterm
subseven
netbios-ssn
H.323/Q.931
rpc

printer
netbios-dgm
ssh L

NF5-or-Is

[«]

A
nathinec_ne g £
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e Commix
o —H)iEHA: Commix (short for [comm]and [ijnjection e[x]ploiter) is an
open source penetration testing tool, written by Anastasios
Stasinopoulos (@ancst), that automates the detection and exploitation of
command injection vulnerabilities.
o M
= Kali Linux
s https://tools.kali.org/exploitation-tools/commix
= Commix (short for [comm]and [i]njection e[x]ploiter) has a
simple environment and it can be used, from web
developers, penetration testers or even security
researchers to test web applications with the view to find
bugs, errors or vulnerabilities related to command injection
attacks. By using this tool, it is very easy to find and exploit
a command injection vulnerability in a certain vulnerable
parameter or string. Commix is written in Python
programming language
= Github
= Automated All-in-One OS Command Injection Exploitation Tool
s https://github.com/commixproject/commix
= gitlab

= https://gitlab.com/kalilinux/packages/commix
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3 Phases of Penetration of Pathogenesis in Plants
Phenomenon of infection — pre-penetration, penetration and post penetration
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