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» B[O LA Modbus Serialtfpiy

= TCP/IP AKX £ E#I: Modbus TCPY=Modbus/TCP#HY

Modbus Seriallf}i¥
o Modbus Serialf¥
o fRRR

» EYVIEEELIEFEOHRTEBNBITERE
» RYIRANTEIETEE, BATEEO (WRS232, RS485, RS422
%) £ ERY, 9 RIModbusRTU. Modbus ASCIIFRF
= Modbust{&¥2E T BITEIEHITEREN, tBHEModbus Serial
Y
o B8
= Modbus ASCII
» R
» BEINEEEXA=ASCII ?
» Modbus ASCII ERBIIIRAER
[t [au [niene [soec [uromsn | sy |
=B

VA5 2450|2450 | n i | 245

= Modbus RTU
= RTU=Remote Terminal Unit
» RTUBEMEETELITIEL
» KR
» EIRETHE ?
» Modbus RTU & RIRHE

TIT2T3. e ot IAFF oFEIT 2AFEA

S

A
Uit 1.

%
R

EEFFE

o L4
« —EZ M5
o FURARIER, MIGHIRIAMN

Modbus TCPi#iY

e Modbus TCP1#i¥
o THMNIR
» Modbus TCP—#i B BZ1EB MY, IFOSIHERIYZETR
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Modbus

52 B ModbusHHiX

W {ETCPAP L
[VER RN

PENCELE 1]

NS St

EIA/TIA-232 5 [V NEE R =
EIA/TIA-485

13Rg Ul

Application
Presentation
Session
Transport
Network
Data Link

Physical

o WHXYETS

= Mgzl
o RIS
= 802.3
= Ethernetll
» ERdEm
ADU
BT T
PDU

ADU

Fifpnbeht { THEERS PDU i } E= el
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E2) ML

ADU (35<13Hxx) GM| ADU (#5213%xx)

G5
= MBAP #323k
4 9AE, TITFED

» BRI
.
! Modbus S Fi #3303k DR |
[temmin| pivimin] ke [wooimn] e | wom |
= I = o N G M C )
T
. Modbus TCPRZFH ¥ e~ F%
= H4l

= Modbus/TCP
» Transaction Identifier: 89 /B EFS
= Protocol Identifier: 0 //ZUE YR
» Length: 9 //ModbustM¥<E
= Unit Identifier: 1 /B#9i&%&ID
= Modbus
= Function Code: Write Multiple Coils (15)
IITHEERS
» Reference Number: 0 /4 BfiE7Z X Aiith
RS
= Bit Count: 10 //—$£101i
» Byte Count: 2 //[IAFPNFET R i
» Data: c403 /AL 163 HIHY Z & B

e
- B8
v REIARIR
. 2PER

» ERFNETS
v ERIZFISHXNMERAZNZ Query
« IRZ2EHiZF5ISH2E Response
» FHNFRIR
" 2DFT
» XF Modbus B$3%5 0 (Bl 00 00 )
» XA UNI-TE RH 1
» FEFHKRE
2PFT
» RREEFTH
» BITHRIR
s ANER

MFET
= 8% Modbus RTU FRAdithiitFS

o H{)



= E MBAP
o EEIRIR: 3818
» WMYARIR: Modbus #%9 00 00
» EEFTHKENRN 00 06 F4EH 61F
TRE
= BIRTA 01, UREW RTU Bt

HtR3% 01
« INEERD
» APNET
» RIBAEDIE
T onAREWA | wAmEwA I
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e SRIRD
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» NHIJEER
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» AFBEXINEES
» NAFBITEXMIINEES, EX(E
65-72 1 100-110
» {REBINEERS
« B{EYRINEERF 22-64 , BIENE
{EF 120-127 , BIERENZ 128-
255
o Z4)

= Modbus fiEHH 04 A F 73
ThEERS

- HUE



R

o FRTCPHIA R HITIEH

» EETLWIMRMMNKRE, 4% TModbus TCPHHMY, BI&@ESTCPH
WABEE S & % FIEKModbus Serial iz .

v EREMERSEZATURN, HE1997FEHE TEFTCP/IPH
Modbus TCP, HIE{EARZMREModbus TCPT

s ModbusEIiN VN R IEELISO/OS ISR ERY X EIREEER B/

o

NABRHTEX
o N
» [OZRATFRA. KAOFIWRS
o WA
o FEEALE

» [FREAAmModbusERNAERHIMY, FAINENZEREHARE
EAE, TCP/IPRRIEMHA AR BEmodbus £
n R

» REBNFE18FETIZLEFNEE, FEA

o g
» FMZEH
n 25
» Master: HMI=ANRE, BIERASE
= Slave: PLC
(=17
= Master: FPLC
s Slave: PLC . HMI, I/OI&%. £k, 1788, HE.
eSS
o HE

» HEBINEESRN
» 7£ SCADA Xig{&F Modbus TCP 3£ HMI flF PLCEHEIR
» & PLC M@ B&HINERKZ D PLC . HMIFIRTU &

o WX IR AT

= PDU=Protocol Data Unit=tMXEEE T

» ADU=8IE&E T
» 5EMMETX

» ASCIIER
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BE AATIRRE 4R |
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ModbusiE B i

LRC(EhEIM 5
)

CRC(TEF mi=1g
i)

o modbusIfEERS
o R
» BEIEEREIRREBIMIZEE TIAIES
» INEERSARERE: 1~255
» NHINEERE D K

R3 pALIRERD S

CEARE XSO DRAE

/O ZGe i ki b 24 U
e o7 PR R e A AR X e S R o
/0 2R X 28 B

iR IR XA KT

D ASEE | ek | Rk I|
AN J

| s /l\mmﬁ J\ 5

» RHEINEERENX

R4 RIINEERDE X

e itacici gt )
| B | FRS L (saEdl) TR
%EA% s A SR | 02 02 11
A
t;ﬁ AR AR 01 01 10
18] H B s
. B AN 05 05 16
BEEN%E 15 OF 37
WATEIER AR EeE || 04 04 14
?ﬁ e SEE || 03 03 13
Vilnl [ 16tL
. n EBARERE || 06 06 17
*Eﬁ Wﬁﬂgﬁ SN %A || 16 10 39
WE LA 25 || 23 17 47
FRESGEE | 22 16 46
NI e R 20 | 6 14 42
SIS [R] ey e " m
RPN LRI 43 | 14 2B L
. N L ;

= Z4)
s 01 IRELRBPRTS
» 02 EBEBIWMARE
» 03 RIFHFFER
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» 04 EBWANFFEE
s 05 EEPEE
o {ERS%
= SHODAN#EEE M N{ER D 15 KRNI E
» Shodan - ICS Radar
= https://ics-radar.shodan.io

o ¥EAMH
= ModbusHJHINE RN T F TIN5 1% & TR R R X EXm <M
iR, AEREENZEBIEEModbustYiRit 2 MH ST E R
=
» HEA:
= Modbus TCP W&, ZERNNAGRENIFIREEN I
AWM, EZHEERE Modbus TCP YRR S, SCHEEF]
EENE, ERZEERNNNEZEM
o ModbustHYERFE
 SEEINENE
» FRZINESBBEES S IR Modbus TCP 58, #FHEKEHEHE
REFRBERNINEEEMLE, MATE & FIEi%ERIE Modbus
wE
» REMABISEINE
» HIEMPAXER EmaSMithht, sSEBBIEER SR, &
WHER, BRIEZE 7T N-Modbus TCP MY ET SSL fZRiX
MR, (BRI
« AIRTEM
» Modbus #X#] salve i % A Al RIZZEIEHI 2T, WEERD
HERRERIBA A EFZES PLC & RTU 11X &
o ModbusKEE=KEHAR
» EIIEHENA
o FRENMEZAE / MIRERIMELE, ARIGOFER, RIRMEHH
HIRE, REEHES. BESHETUSRER.
« FIHREE ARSEHA T MERERE, BilE / MEEREEER
B2, ERIREHEIRRE, BHRIERRE
o FlE0: EREEBIEMNEENNERER, FEEigEritit
R, MIEIhEElE S MIRERBHIER; MIETNEEBRENFESRN
B, SEIRHISRMHMHERRE;
» RIMMERAETREAEERE, RETZEHINEEREER
o BIE0: REZFEIUE PLC AMIRE KIE 04 HiRE, HIFER
BMIREHIE, MRBNFRENINEEEEEHASEMES, I
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« HIREE
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FAAHORIE, TRERERDINRERE
01 EEMEE 58 (M) 195

HERFE AN, WRIRSESHERK

02 El373-¢ 2l %, i3 Eo6HI< A
03 IEEMIEM
04 MBI e
05 il
07 MRt
-, RS (SIM
08 Eedi g i3 4 i BPN (SEH) TEHRIXE
R,
. 2 RHRSAROMSHEONR AL
0A IR ey Bl
)9
n 0B [ZES=oatd-1CIvES g S5R%—i R EPRERE, AREHRNRERE
ZE(0)E=/E
ZEeE=%E
AN
L =

» IE4RRS DosK T
o EREAIEIMAT
o EREPXGH
» REARE

o (B TCP/IPTRETERYE) SR

. Zf)
 18FMHRBEARE

o HABRIE

» EEE BT

v Ef)

TR BERT
{e Modbus ~Schneider
ZFrSchneider Electric=55 -—
Modbus Slave 7.0.0 - Denial of Service (PoC) » Schneider Electric Interactive. m
Modbus Slave PLC 7 -".msw’ Buffer Overflow (PoC) | » Schneider Electric Interactive... &5
Modbus Poll 7.2.2 - Denial of Service (PoC) » Schneider Electric EcoStruxure il
» Schneider Electric EcoStruxure... L2
SEIG Modbus 3.4 - Remote Code Execution
» schneider M580FEIERIES -—
SEIG Modbus 3.4 - Denial of Service (PoC) . )
» schneider M5807=¢EiE -
ModbusPal 1.6b - XML External Entity Injection -_—
ZScada Modbus Buffer 2.0 - Stack Buffer Overflow (| » Schneider M5807FEE -
Schneider M58052EiE4AE -_—
Gali-RIO Modbus - Denial of Service » Schneider M5B07FEE/ =
s Schneider Electric Modicon M58.. -_—
ScadaTEC ModbusTagServer & ScadaPhone - .zip' U
» EFRSchneider Electric™=& =2}
. Automated Solutions Modbus/TCP OPC Server-Refl | waec oot ElectriciEAE5... .

» B{RES
» ITEZR2AN] (—) — Modbusthi¥ - 22%&, R£&NTE
= https://www.anquanke.com/post/id/185513
= 2019THRR2tEFE 4 EFE—1H ModbusBH (E—
ki)
» 19FMNE—R, EMENSREINEED, XZIEEHR
5§

v MZET DRI AR BIX LR BB ROTHRERD T
BEEXENTFHMNEENSFAFRIRER
BEIPZEREON, FERSHENAYERIE
FAZ1IR, MIEEERREERH#ITES

= 2019T#2LEEFE % EFE—15 ModbusfBE (£
ki)
= Modbus7EitMifEigE LN— T EERE
» defcon_ERRTAYfun with 0x5a
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So, what evil

Gather some information about the PLC and the project @
START/STOP the PLC

Download the ladder logic @

Alter the ladder logic

Force outputs @

Hotpatch the PLC
[ ]

= Modbus B f##f
= Modbusti¥5S7Commi¥i%#f - Sec' Hotspot
= https://sec.thief.one/article _content?
a_id=186aecd7d905fd606076bc50e51919db
» BEBEIIMNNEN—RI] AEHING, Z2EXNT
EREPRERIERFHIT TRE, RELBEIT
ENINEIA T IEBRWSS, HAGE T RIERILTE
KERIEHNMEZREREE, HMNFESTRE
IR ik, #HEIFLAG

Modbus T H

¢ Smod

o HN

o

o

o

o IfjEE

n
n
o ap

ANA
=y

—TMEREEIModbusiZEMAESR, ARSI ModbustMYFRER
RIEMISBTAREINEE, XE—TMEMPythonf1Scapy#ITEEAY
Modbus X SLH .

TIEZASE: Linux / OSX
hR7S: python 2.7.x
R

modbus-discover.nse (nmapB#F) iRAEIH LI Modbus PLCSi%&E
KA

modicon-info.nse (§5%A0) 1RAIFHFIZESchneider Electric Modicon
PLC

modbus-enum.nse  (FRMN) IRFIHKEFEAModbusiiRE

ROWEEPLCHUID

WL IRIR I TARPHEHE R IR

¥ Modbus PLCHEITHEE
BEIES B —T 2 L E TN EE
BEE R —Z M MATFRINEE
MIES B —F 2 MRS EERINEE
ML & NPLC FRATINEE
WENHZNEEEE#HTDosK T
HNBEPFZ N FFREEH1TDos KT
FTARPHEHEER IR # T DosIR i

show modules

» SEAMLINEERIR
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Modbus

= use /modbus/scanner/uid
= /modbus/scanner/getfunc
e Modbus Poll/Salvet&iil 22

o HEAMH
ARSSimE I ZEModbus Poll(FIIREEMIP ititit, FERIEKRINEERS, F
BARINATE)

passsEer= - -
File Edit Connection Setup Funciors ODisplay View Window Help
DEES X|T|=8|resmwi151623|m T

17216157129

u  ForHelp press FL

File Edit Comnecton Setup Funetions Display View Window Help
DEFES X|™| =8|/ 050615162223 w1 T W

2 Mbpoi1
MTx=0Er=0:ID=1:F

| [T ———

» EPiEELI2EModbus Slave

file Edit Connection Setup Display View Window Help
DFEHS ™~ ~altwe

[ Mbslavi

Ip=1:F-03

No

. TCPAP
1 Mode
& RTU ASCH

" Fow Conteol
DSR cs

ATS Togge 1 fma| TS duable delay
TcPae
. P W2 [ hgreee Ut 1D

= Modbus_RSsim(FI BN EHEERENHE)
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e ISF
o X

» [B1E] IERFAEERENIR

o HemiE
s plctEXAYITHE
=. Modules

Name
Schneider_CPU_Command
Siemens_300_400_CPU_Control
Siemens_1200_CPU_Control
Modbus_PLC_Injecter
plescan
lantronix_telnet_password

Siemens_1200_Control

ERS

e SummerySCADA
o TFRITHIMLL

Desc
Control Schneider PLC CPU start or stop
Control Siemens PLC-300 and PLC-400 CPU start or stop
Control Siemens PLC-1200 CPU start or stop
Modbus PLC injecter tools
Modbus and S7 PLC scanner toals
Recover lantronix telnet password

Control Siemens PLC

= Modicon M340 2 2 KEEN BB EREMERST2007FH LM
S4EEREIPLCE R, HEYRIS. IF. 8. 8. 34N
tHFEZHER, ERTHNETE. SXNMETEES

e EHPLC
o Schneider (JEfit1E) PLC M340
. BT
.

o F{RIHLARFEERH: EcoStruxure Control Expert
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Product data sheet
Characteristics

CEXPACKAGEV14
Software package, EcoStruxure Control Expert,

for all sizes : S, L, XL and safety

Main
Range of product |_EcoStruxure Control Expert |
Product or component type Software package
Language tatian
Chinese
Spanish
English
German
French
Format DVD-ROM
[ ]
a
» Fib
Detnernet Wer Box(n |
o mil s
LI
LLE ] W b 1 “
TR
X
e TP
FEET T T ]
ARHGH 0
cpeng 1 Piax
CRENE 151650
T
n ik TN ERWNY 55, 164,90 " WER .
a
= MIh
B SerialPort Mes @k |
o il 0
i
"
Pl R R IR
o 2 il 8 R LESELERTE
Wi b an izt 8 Mai Nack i
1 Pkt it R L i E
SiiteE
]

o AI]F STHRFI
o EAUIHERIZER

« EOTHR

o EMHENOTAR

i

» VSPD=Virtual Serial Port Driver
= 9.0 by Eltima Software

o BOFETRAE

ELET
e
I 7ot SR

0K
AT+CGSH

35T04042368864

0K
ATECCID

+CME ERROR: SIM failure
AT
AT

0K
AT+IFR=115200
AT+IPR=115200

AT

BiRE T EER)
EipEEE: 1000 B (GERRENH|| EREEENE  [REs
[ETATUS: COM3 OFENED, 1200,E,8,1 | Bi 1685 | TR0

GEiEES

» EOFEIA

+ RS485
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AR Y

ekeliv 3

= MEREILENF

[ r— FZEEWLAE (EED
_iﬁ‘?g&#ﬂ E:fnmm ron 192,168,253, 128 : 496351 :

I TCF RFE & x
(2) F kit
192.166.253.128

(3) XWOE
6080

RS E
I~ BHBRIET

I +thes

I BfERbRER
{27738 FJERL
CREERS "
- BHEERRE
I EEREhEE
I~ +REMET - :
I~ {ESTRmE iEH7i®: | ML Comnections |
141EE [1000 B

= -

o |1 Message:En_sccEer Bk 0 | 07 2 Efes]

e Python
o Pythonfmodbus_tkZE
o BAfE
o EIX: —TModbusthiX RABFEZERNLEFHEIFER
o FE
» REFEITREN
o SIAERR
» REAEENRE, TREATERSENSG, BEFEHITEMIA
iE, WRERELEEEE

EI=1—}
= A=

= modbusiRARAINELEREN, WHEFTERINNX
= THENPHINE, ETRINEZTMIKE, M
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ZhEtEREEL
» BECRMNREHIT

o CRFENE., R, BESNRETHSFIBESMMER

REEMBLRENESEEN
(R EEMITEAFHITREEME
o NEHMEANRIRE AR R
» ZEIRI
» REEE IHAEEIEHA
 HModbus \iZ&E {45 Modbus E IR EFHIXT HE R

Object type Access Size
#&E Coil Read-write 1 bit
B #%8 A Discrete input Read-only 1 bit
M ZE2Input register Read-only 16 bit

{R¥5ZF1F23Holding register Read-write 16 bit

Address Space

00001 - 09999
10001 - 19999
30001 - 39999

40001 - 49999

crifan.com, {EFZE34.0EFR(CC BY 4.0)i11%%7n all right reserved, powered by

Gitbooksz/EE#: 2020-11-06 21:16:19


https://creativecommons.org/licenses/by/4.0/deed.zh

Siemens S7

e Siemens S7 = S7Comm = FIFS7 (1)

o MR

» BEATFATESH rc 5 scaba RAHITESHFAE NN

w57 HEERTE TPkt F 150-cotP WMXAR, EF TCP Y, S7 A9
WERIE TS @I TCP £i%

o MY

OSI layer Protocol

[o]

[o]

7 Application Layer S7 communication

6 Presentation Layer S7 communication (COTP)
5 Session Layer S7 communication (TPKT)

4 Transport Layer ISO-on-TCP (RFC 1006)

3 Network Layer IP
2 Data Link Layer Ethernet
1 Physical Layer Ethernet

TPKT TMYE

OSI layer Protocol

7 Application Layer S7 communication

6 Presentation Layer S7 communication (COTP)
5 Session Layer S7 communication (TPKT)

4 Transport Layer ISO-on-TCP (RFC 1006)

3 Network Layer IP

2 Data Link Layer Ethernet

1 Physical Layer Ethernet

FTF OSBRI HSTCommfpill

» DIEEH TPKT MM BRRFEUEEEINY, N F TCP imXF
COTP i Z[8), windows & BHZFZRE MY RDP thE2&ETF
S7 XEIRTER TPKT tHXERIA TCP ik =Z 102

TPKT,

» PKTPHYwiresharkipiXt%

1252603 86338.753642 10.10.10.20
1252611 86339.753621 10.10.10.20
1252619 86340.753604 10.10.10.20
1252627 86341,753585 10.10.10,20

10.10.10.10 S7COMM
10.10.10.10 S7COMM
10.10.10.10 S7COMM
10.10.10.10 S7COMM

» Frame 1252684: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits)

» Ethernet II, Src: SiemensN_27:64:11 (8@:1c:@6:27:64:11), Dst: Siemens_89:59:82 (28:63:36:89:59:82)
» Internet Protocol Version 4, Src: 10.10.10.20, Dst: 10.10.10.10

» Transmission Control Protocol, Src Port: 49156, Dst Port: 102, Seq: 8542612, Ack: 4314451, Len: 99

v TPKT, Version: 3, Length: 99
Version: 3
Reserved:
Length: 99

» IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
» S7 Communication

0030

28 63 36 89 59 82 00 1c
8@ 8b d5 do @8 09 le 86
0a 0a c@ 04 00 66 00 ac
20 00 ff db 00 00 03 0@
00 01 29 00 52 00 00 04
52 ea 2d b0 d9 40 00 00

0 52 78 04 1f of 40 00 00

52 6b 12 23 fc 40 00 @0
52 f9 3b 8¢ 2a 40 00 @0
52 4d 3e 5a 1a 40 00 @@

 —HONFT:
» Version, —PE, REER
» Reserved, —1FT, REFER
» Length, WNFT, BIELHATI 4 DFTEANGLEE TCP
payload NERHKE

corT HX/E

06 27 64 11 08 00 45 80  (c6-Y d - E
9e 6b 0a Ba @a 14 @a Ba

18 @1 00 58 63 58 50 18 f XcXP
00 63 02 f@ 80 32 01 00 - - -2

05 12 0e b2 ff 00 00 @0 )R

10 12 0e b2 ff @0 00 80 R - -@
11 12 0e b2 ff @0 @0 8@ Rx - @

12 12 0e b2 ff 00 00 80 Rk #-@
13 12 0e b2 ff 60 00 80 R-;
14 RM>Z-@

» COPT ¥ (EMEDEZMMEEINY , EERBIBEIBEERTEFH
IERE, PR COPT YA MMEl, COPT E#EE (EFE) M
COPT Ingef,

= COPT WML EE PDU EEUREZER (0x0e) , RNIZEIES

E—TERERE ,

AR—TEEIINE
» COPT thit% PDU KRIIPR

0x1
0x2
0x4
0x5
0x6
0x7
0x8
Oxc
0xd
Oxe
Oxf

PDU Z£BINERIER (0x0d) , RNZEUE

ED Expedited Data, B35
EA Expedited Data Acknowledgement, fiZa$4Eail
UD, FFss
RJ Reject, H4E
AK Data Acknowledgement, #(3EHHiA
ER TPDU Error, TPDU4ER
DR Disconnect Request, WiFFiE>R
DC Disconnect Confirm, Wil
CC Connect Confirm, FEFEHHIA
CR Connect Request, #EHEiHR
DT Data, ¥iEfE#
COPT P42 PDU %% fih



= S7Comm EUEEHEIEER

Frame 8: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits)
Ethernet II, Src: SiemensN_27:64:11 (0@:1c:06:27:64:11), Dst: Siemens_89:59:82 (28:63:36:89:59:82)

Transmission Control Protocol, Src Port: 49156, Dst Port: 102, Seq: 100, Ack: 51, Len: 99

»
>
» Internet Protocol Version 4, Src: 10.10.10.20, Dst: 10.10.10.10
IS
S

TPKT, Version: 3, Length: 99

v IS0 8073/X.224 COTP Connection-Oriented Transport Protocol

Length: 2

PDU Type: DT Data |(@x0f)

[Destination reference: 0x10000]

.000 0000 = TPDU number: 0x00

1... .... = Last data unit: Yes

» S7 Communication

59 82 00 1c

27

64
0a
00
02
Qe
0e
e
Qe
e

» [E/Y PDU Type 5 Ox0f , REAZEIBERAVEIEE

S7Comm Tfjﬁ)\{)%

s7Comm WMYX BIE=1ED

0x01 : JOB BMEMER, 0, 1/ 51xEss, 1%

I B, Baf/ ELLigE, REBE
ACK BIHIAMERL, RX2—TIRBEIRNE

USERDATA EN¥ BN,

0x03 : ACK_DATA ENFRIAEIEMEN, —R% 2NN

HBHoREE

BR /WAL D, —RgMTRE /F, REX SZL

= Header
» ROSCTR
« B0E
= 0x02:
EBERIA
JOB HIEX
» 0x07 :
5
= Parameter
= Data

o 35

= INEERSY 0x05 Y S7Comm #EE

» IS0 B873/X.224 COTP Connection-Oriented Transpert Protocol

v 57 Communication
v Header: {Job)

Protoco fx32
ROSCTR:{ Job (1)

Redundancy ldentification (Reserved): 0x0080
Protocol Data Unit Reference: 521

Paraneter length: 18
Data length: 5
v Parameter: (Write Var)

Function: Write Var

Item count: 54

v Item [1]: Unknown variable specification
Varisble specification: 8x39

Length af following address specification:
Syntax Id: Unknown (8x33)

[
5b
00
02
01
01

oa co
40 ee
€l 02
fo 80
00 82
1f 00

ac 00
e9 90

66 35
e 03
€2 02
00 88
03 00
00 84

e
L
02
08
00
02

75
)
o
[1]
33
12

34 00 05 77
16 11 e@ 089
€0 01 09 83
20 03 00 00
02 fa 80 32
Be b2 11 00

f4 50
o0 o0
00 00
fo 8o

B2 55 51

] 25 36 7d
00ad 01 20 00
bé 36 65 36

» BXE

o0 20
[TRT]
e 12
34 35

09 12 @e b2 T 00
93 20 0@ 28 B2 1@ BO
a5 85 36 39 37

37 32 36 35 36

fa
aa
66

R
e R
%6} @ t---2
H

c

9735
66 37 6e6f745f 7265616

Header:

F—PFEHRIMIRRAT 0x32
ROSCTR: 1
» ROSCTR X MFEMBMEREGE PDU 9%
1, XBHEAIRDTEVER 0x01-JOB , Rl
BR
» AFIRERENER (A0, £/ 5EFE
28, /5, Ba/ BIgE, BB



(EV
= Parameter
= S7Comm % ROSCTR EVEA 0x01 B, Ntk
By Parameter INAYE—NFEZE function (THEE
B, KIhR1FT
= IJBERS N 0x05 HY S7Comm HUE B EIHINEERDR
AMRE XTSI RENE
« EIBE A JOB Fl Ack_data HIINEERSR
HEIH UL JOB ?Eck_dutu E‘Jﬂ]ﬁﬁﬂﬁﬂ?ﬁéiﬁ

T B
0x00 CPUJR4 CPUJR4%
0xf0 BELE BB
0x04 BeH(Var PR A
0x05 BASE (SUN <
Oxla HRTFH WRTH
0x1b THX TR
Oxlc THLR TRER
Ox1d bin iy Frih b %
Oxle i1 Pl
0x1f G bAE RAGHEHR
0x28 PIfR%5 AR A RS
0x29 PLCAZ | SHIPLC

. WIS

= data
« ALt Write Var FParameter WEMEEERINE
NEMAZR, 77— data il
» data O4EH
= 0 (Unsigned integer, 1 byte): Return code ,
RE
= 1 (unsigned integer, 1 byte): Transport size ,
METENEBNKE
= 2-3 (unsigned integer, 2 bytes): Length , 5
NENEIEKRE
= 4 (1 byte): Data, SAMIE
= 5 (unsigned integer, 1 byte): Fill byte , 1E7
F1, MRBIENKETRE Length #YIE, N
R
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DNP3

e DNP3 = DNP 3.0
o DNP = Distributed Network Protocol = £#zXMEMMY
o Bfta: B—MNABTFEMCANL ZEER BN
= SCADARJLAfEFIDNPIMYS £k, RTU, RIEDHTEMR

o F&
w BT mn . ke FTW
o 5

» BHHOSIEE, RESTYER, BERSNAENEREN
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OPC

e OPC = JF24=#IAYO0LE = OLE for Process Control
o OPCHEEFE—EERMO. BUHNAENINES, BT EEEHIFIHIEWEEh
HRS

o
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Modbus

o =HEERALN=hNMiE RN
o Bfta: —MiEHENENIISE
o IR
» RIREEIAS800Z UL RANR RN T EBN
» HA53002 I FEE
v NREEHNEHHLEERS (Vedeer-Root)
» NFRIZFEZBBEN (BORULKN) WALBAEBN (FEZAT
EEBIRRRIERIE)
» BRIREMYEZEINE
» WHEAUR S BEMEELRERNIRMMEE. =EZIR
] e o
o NHIAMEMAI RS LEHE

AL g
RS232
Fad g
" "RS4E5
| HE

b1k f

crifan.com, {EAE24.0EFR(CC BY 4.0)1I¥ &% all right reserved, powered by
Gitbook &R/ E#: 2020-11-06 21:07:56

43


https://creativecommons.org/licenses/by/4.0/deed.zh

TizgEHRAMYN

o TETEREXALFMNMG
o TAVEEXMZE NS MM H /0

1{®S-CERT
TIEBNESRRMRRL

L BB 2 s MM L L afEER CII-SRCHEL

R >

- (A MEDRE R BN
FISGIMEITIOAXIES 04124 F

* (A IO | RISSGYEI B A
RRBRNR 04712351

- U ISR QAT
F RT3 RERAPRHODOSICHTIH 041
o

. i) LRGAdEX-V: Wil %
AR 045210

* (555 CNCERTA Ay <20105F RIS ILIKM
R EE R 0an21

R T

B o>
RN TS VTSR LRSS ETEER it | o423m Ty "
TR WEFNRPCHMRN AW s I ow21H
* WABIStlcedDi A it b TN ua7H

T M KGRI, RETHRON. R

" BR@1 | CODESYS VA48 SHOMREMERAER MM 15303 1A
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6
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STt - |
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o TAVEEXM=EXE
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RTU
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e PLC = A]miEZBHEITHIER

o SCADA / HMI @ MEIRAASERHURANRERIEH

o RTDB/ HISDB : SR/ BUERE

e RTU/ &R / DTU

o I0Server: EIRB(EHML
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crifan.com, {EAE34.0EFR(CC BY 4.0)i1% %7 all right reserved, powered by
GitbookEx [ HT: 2021-06-08 22:24:56


https://zhifeng.io/about
https://creativecommons.org/licenses/by/4.0/deed.zh

Tizig i3t
ik
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REVIERSIZEDA shodan ] ditecting EREW, BREMNHIRORE, &3
ZEEMRNLHRRLNARERE.

FHONEKREERRETE

Shodan shodan.io * SHODAN (A CenSVS
Ce i L J v
ensys censys.io
ZoomEye zoomeye.org
ICSfInd ;CSﬁnd‘or - -
IVRE ivre.rocks RA ’DB

Rapid7 scan.io

ETHRIURGTFANIEREERWERR
(1CS/SCADA/PLC Google/Shodanhq Cheat Sheet)
http://scadastrangelove. org/
{Internet connected 1CS/SCADA/PLC Cheat Sheet) Gleb Gritsai, Alexander Timorin, Alexander Zaitsev, Sergey Gordeychik, Valentin Shilnenkov
http://www. scadaexposure. com/

Internet connected ICS/SCADA/PLC Cheat Sheet 2013

www.scadastrangelove.org

)
ERIFEFER TIEMIN
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SHODAN search engine between
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e X-Plane

DEFENSE ADVANCED
RESEARCH PROJECTS AGENCY

Defense Advanced Research Projects Agency »* Program Information

Plan X
Mr. Frank Pound
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B IsgeiHas = ARSRESaERs 2

o ICS-Radar
= http://radar.winicssec.com/html/search/search_topic.html
L] > @D 0 FRE— [

ICS (®) RADAR

PIRIGRNEEM

REHERETISHIRS

o Shodani¥®
= https://www.shodan.io

roe < [i] © & wnwshodanio 3 olaja

The search engine for thellnternet ofThlngs

Shodan is the world's first search engine for Internet-connected d

See the Big Picture

Wabsi

“%sHooaN [ -

EXPOSE ONLINE DEVICES.
WEBCAMS. ROUTERS.

POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

24l

#, SHODAN port:44818 country:CN

Home. Search Directory Data Analytics/ Exports Developer Center Labs

+ Add to Directory

Top Cities 218.61.155.234
Shenyang 1 China Unicom Liaoning Product name: DVP12SE
B Shenyang Vendor ID: Delta Power Electronics Ceater
Details Serial number: 0
Device type: Generic Device (deprecated)
n
a5
o Censys £M3|E
e
o R

» Censys @—AERS|E, EAMTENMERTRAMIEKN
AIREFIME,
» Censys FIRYSRSEEIHEIRR, BIESMRAREBIKENETE
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o Zoomeyel¥ZH
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= ZoomEye - Cyberspace Search Engine
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® < o © & wwzoomeye.org c )

S il | ZoomEye

= ZoomEye - Cyberspace Search Engine
= https://www.zoomeye.org/statistics

B 1261 SR (0.026 7).

Service

o FOFAZ|%
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FRAPRREHTMEEFLE .. MIREETEHTE.
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nmapfnsefil 7~

o NSERIZA
o ZftA: nmaphIiaHENHMIZA
o {EM
» BFABAEXNINIRE
o BX

» EUTERGRIPIIER
» WEEMTIENER, WA, ARIP, BRR, BHESE
» FEXNNANSERAR—SHR, HIBEEXZEIERSIE

» GithubiUi Rl
= https://github.com/atimorin/scada-tools
= https://github.com/atimorin/PoC2013
s https://github.com/drainware/scada-tools
= https://github.com/drainware/nmap-scada
= Exploit-dbUiZ 4~
= https://www.exploit-db.com/exploits/19833/
= https://www.exploit-db.com/exploits/19832/
= https://www.exploit-db.com/exploits/19831/
= https://www.exploit-db.com/search/?
action=search&description=scada&e_author=

Nmap NSERZs
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Nmap NSERIZ

mms-identify.nse

s7-enumerate.nse

modbus-discover.nse

modicon-info.nse

cr3-fingerprint.nse
moxa-enum.nse

melsecq-discover.nse

melsecq-discover-udp.nse

BACnet-discover-
enumerate.nse
atg-info.nse

codesys-v2-discover.nse

cspv4-info.nse

dnp3-info.nse

enip-enumerate.nse

fox-info.nse

omrontcp-info.nse

omronudp-info.nse

pcworx-info.nse

w0

102

102

502

502

789

4800

5007

5006

47808

10001

1200/2455

2222

20000

44818

1911

9600

9600

1962

WBHER

iec-61850-8-1 (mms) ics
protocol

numerates Siemens S7
PLC Devices and
collects their device
information

Enumerates SCADA
Modbus slave ids (sids)
and collects their device
information

use Modbus to
communicate to the
PLC via Normal queries
that are performed via
engineering software

Fingerprints Red Lion
HMI devices

MoxaNPort

MELSEC-Q Series PLC
CPUINFO

MELSEC-Q Series PLC
CPUINFO

BACnet

Guardian AST 120100

received then the output
will show that the port
as CoDeSyS

cspv4-info
DNP3

CIP = Information that is
parsed includes Vendor
ID, Device Type,
Product name, Serial
Number, Product
code,Revision Number,
as well as the Device IP

collect information from
A Tridium Niagara
system

Controller Data Read
Command and once a
response is received

Controller Data Read
Command and once a
response is received

PCWorx info



Nmap NSERIZ

proconos-info.nse

Siemens-

CommunicationsProcessor.nse

Siemens-HMI-miniweb.nse

Siemens-SIMATIC-PLC-
S7.nse

Siemens-Scalance-
module.nse

Siemens-WINCC.nse

bradford-networks-nac.nse

iec-identify.nse

minecraft.nse

mop-discover.nse

stuxnet-detect.nse

REVZAS 0 (5 FE 44451

Ethernet/IP 44818

w0

20547

80

80

80

161

137

8080

2404

25565

null

445

BEHER
ProConOs

Checks for SCADA
Siemens S7
Communications
Processor devices

Checks for SCADA
Siemens SIMATIC S7-
devices

Checks for SCADA
Siemens Simatic S7
devices

Checks for SCADA
Siemens SCALANCE
modules

Checks for SCADA
Siemens WINCC server

Attempts to detect
Bradford Networks
Network Sentry
appliance admin web
interface

Attemts to check
tcp/2404 port supporting
IEC 60870-5-104 ICS
protocol

Checks for Minecraft
Servers using the 0x02
"Handshake" protocol

Detect the Maintenance
Operation Protocol
(MOP) by sending layer
2 DEC DNA Remote
Console hello/test
messages

Detects whether a host
is infected with the
Stuxnet worm

nmap -p 44818 --script enip-enumerate.nse 85.132,179.%



D:\Tools\nmap-6.47>nmap -p 44818 --script enip-enumerate.nse 85.132.179

Starting Mmap 6.47 ( http://nmap.org ) at 2015-09-06 14:23 F[H
Nmap scan report for 85.132.179.138

Host is up (©.38s latency).

PORT STATE SERVICE

44818/tcp open EtherNet/IP

| enip-enumerate:

| Uendor: Rockwell Automation/Allen-Bradley (1)

| Product Mame: 1766-L32BWA A/S.00

| Serial Number: Ox404fa8@e

| Device Type: Programmable Logic Controller (14)
| Product Code: 90

| Revision: 1.5

| Device IP: 192.168.3.50

Wmap done: 1 IP address (1 host up) scanned in 10.12 seconds

Modbus 502
nmap -=script modicon-info.nse =Pn -p 502 -sV 91.83.43,x*

p:\Tools\nmap-6.47>nmap --script modicon-info.nse -Pn -p 502 -sU 91.83.43.%

[starting Nmap 6.47 ( http://nmap.org ) at 2015-09-86 14:03 F[EiF
map scan report for 91.83.43.181

ost is up (8.34s latency)

PORT STATE SERUVICE UERSI

[502/tep open  Modbus

| modicon-info:

| Uendor Name: Schneider Electric

| Network Hodule: BMX P34 2020

| CPU Module: BHX P34 2020

| Firmware: v2.2

| Memory Card: BMXRHSOOS8MP

| Project Information: Project - U4.8  FAYCSABA-PC D:\Fay Automation\projektek\Gombos_ifj\Gombos_m340\gombos_140726.stu
| Project Revision: 0.8.40

| Project Last Modified: 8/29/2015 8:53:49

[Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
map done: 1 IP address (1 host up) scanned in 50.80 seconds

IEC 61870-5-101/104 2404

nmap =Pn =n =d --script iec-identify.nse --script-args-iec-identify -p 2404 80

D:\Tools\nmap-6.47>nmap -Pn -n -d --script iec-identify.nse --script-argsziec-identify -p 2404 80.34.253.86
[starting Nmap 6.47 ( http://nmap.org ) at 2015-89-06 14 i |
uinpcap present, dynamic linked to: WinPcap version 4.1.3 (packet.dll

Timing report ---
min 1, max 100000

init 1000, min 100, max 10000

TCP 1000, UDP 1000, SCTP 1000
nin 0, max ©
1 host-timeout

a]
version 4.1.0.2980) d on libpcap version 1.0 branch 1_0_rel6b (20091008)

een from CLI: iec-identify
or scanning
e-scanning
Starting runlevel 1 (of 1) scan
SYN Stealth Scan at 14:34
34.253.26 [1 port]
t capture filter (device eth4): dst host 192.168. W@ and (icmp or icmpé or ((tcp or udp or sctp) and (src host 80.34.253.28)))
Discovered open port 2404/tcp on 8 253.26
[Completed SYN Stealth Scan at 14:34 elapsed (1 total por
48.09 bytes / s.

.26:2404

a
1 recu len
1 recu: S4494d4S
ed iec-identify against 80.34.253.26:2404
Completed NSE at 14:34, 1.58s ela)
an report for 80.34%.253.26
received user-set (0.31s latency)

Siemens S7 102

nmap -p 102 --script s7-enumerate -sV 140.207.152.%



D:\Tools\nmap-6.47>nmap -p 102 --script sT-enumerate -sU 140.207.152 .48

Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-06 14:59 F[H fF 8]
Mmap scan report for 148.207.152.10

Host is up (©.048s latency).

PORT STATE SERVICE UERSION

102/tcp open iso-tsap Siemens ST PLC

| s7-enumerate:

| Module: BEST 314-1AG14-0ABE

| Basic Hardware: GEST 314-1AG14-0GABO

| Uersion: 3.3.2

| System Mame: SIMATIC 300 Station

| Module Type: CPU 314

| Serial Number: § C-BDU433522011

I_ Copyright: Original Siemens Equipment
Service Info: Device: specialized

-
nmap -d -=script mms-identify.nse --script-args -p

D:\Tools\nmap-6.47>nmap -d --script mms-identify.nse -identify. timeoutz500' -p 102 140.207.152.10

t. dynamic linked to: WinPcap reion 4.1.0.2980), based on libpcap version 1.6 branch 1_6_relob (20091008)
- Timing report
min 1, max 100000
init 1000, min 100, max 19000
y: TCP woo UDP 1000, SCTP 1000

[scanning 140.2
Packet capture filter mo ice orhnn dst host 192.168 |7 251 and (icmp or icmpé or ((tcp or udp or sctp) and (src host 149.207.152.10)))
ue got a ping packet back from 140.207 = @ checksum = 280

0.60s elapsed s

192.168.20.10
TTH. 114,114,114
192.168.20.10
T4 114,114,114
192.168.31.1

: 0]

[Scanning 146.207.152.10 [1 port]
Packet capture filter (device ethd): dst h
port 102/tcp on 140.207
ceessful_tryno for 140.207 10 to 1 (packet drop)
ealth H d (1 total ports)
ending rates: 5.7 250.71 bytes / s
cript scanning 140
tarting vel 1 (of 1)
tarting dentify against 140.207.152.10:102.
1n ting NSE at 15:03
INSE: cr_tpdu recu: 455252452
INSE: Finished denti. a 40.207.152.10:102.
Completed NSE at 15:03 d
INmap scan report for 1

Tridium Niagara Fox 1911
nmap -p 1911 --script fox-info 99.55.,238,%*

D:\Tools\nmap-6.47>hmap -p 1911 --script fox-info 99.55.238.W

Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-06 15:08 T [H
Nmap scan report for adsl-99-55-238-41.dsl.irunca.sbeglobal.net (99. 55 238.41)
Host is up (0.18s latency).
PORT STATE SERUVICE
1911/tcp open Niagara Fox
| fox-info:

Fox Uersion: 1.0.1

Host Name: 99.55.238 .41

Host Address: 99.55.238.41

Application Name: Station

Application Uersion: 3.7.106.1

UH Uersion: 1.5.0_34-b28

05 Name: QNX

Host ID: Qnx-NPMG-0000-11E@-F82F

UM UUID: 11e49dal-6Gbe2-fEd6-0000-00000008bb2d

|
|
|
|
|
| UM Name: Java HotS$pot(TM) Client UM
|
|
|
|
| Brand ID: lWebs
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WG EMY

e BlackEnergy
o 2015F12BE ==
ZARHERS BB
o HRNIN: ProfiNET ?

e PLCKH
ESIHIEIR =P

#1FDBLKE X 5 A K

2016-02-10 15:25:44 [209.133.66.214] Write request, Area : DB1, Start : 0, Size : 452 --> OK
:60-->0K

2016-02-10 15:25:45 [209.133.66.214] Write request, Area : DB1, Start : 452, Size
#1ADBL. 2. 3HLHE XS A K

2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB1, Start : 0, Size : 16
2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB2, Start : 0, Size : 16
2016-02-22 06:54:19 [93.115.95.202] Write request, Area : DB3, Start : 0, Size : 16
#ERCPURR 7t

2016-02-22 06:54:43 [93.115.95.202] CPU Control request : Block Insert or Delete
#AJABIPLC CPU

2016-02-22 06:58:09 [37.48.80.101] CPU Control request : Warm START --> OK
#fF1k-pLC cPU

2016-02-22 06:58:21 [37.48.80.101] CPU Control request : STOP > OK

#EEPLCR iR [

2016-02-22 07:03:02 [37.48.80.101] System clock write requested
B8 Gmmigponal . 73 $6d  epona.gmmi.net [46.4.24.161]
B moioonto B 6 %00 1905817283 (1905817293
BB i3 B 7610 19n  tor03.nijio [163.172.149.122)
2 unnomed B 7572 s STABBONON (37.48.80.101)
Eoradbun B 770 38d 62210-125-130.rev.poneytesecom eu [62210.125.130]
Dl relayingthempackets. W 7565 2090 barlow.melton.li [62.210.74.201)
[_ ") B 7554 13d  torsebastianhahn.net [78.47.18.110]
DigiGesTone2 B 7551 17h  to2s! digiale-gesslischalt.ch 176.10.104.243]

o &= winter BN 7498 29 torexitondoom.net [146.185.177.103]

o HMIE
£H3HHM I B3 TR

-> 0K
--> 0K
->0K

->0K

WEHEfE

oG

sgsgsgssg

SREHE
Pk
e RGRT o
MR RGIEF
M0
HESE
EFELEEST
REAtiERE
RYEITHE

KKK K KKK KK

20160307

2016.06-16
20151029
2016.07-14
20150118
2014-04.00
20150847
2014-0409

REBM RS ERBlackEnergyl I, H51RTER

ISIMATIC NET]

HETZNERAS , DE
DIGITALOCEAN-ASN-2, 68
As12878 , FR

LEASEWEB-NL Netheriands, NL
As12876  FR

As12876 . FR

HETZNERAS , DE
AS-SOFTPLUS, CH
DIGITALOCEAN-ASN-1, EU

o
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e Busybox1.30.0

o 2019 FBusybox1.30.0% ZRIMRATFERIRIE, EFECVE-2019-5747F
CVE-2019-20679% . HIFE ZHIEMEF T BusyboxAft, HEKXED
{EAMHEZE1.30.0 Z BIMIARAS, Rid360R 2R FRERAMB NE 4%
KRG, 96%MIEHEBER T 1.30.0 Z AIAIkRAS

o XASHEMLINMWISEHSIHTM, BIESCEETLERDITARAR
PIEXEORERSE. SEEFNENCEIIRGRE. TRASKT
FIRTUEHIZR AR T 22 iR I 252

Busybox htd~n7m

96%32 5N

BusyBox 1.30.05 2 BiliRAFHI
udhcpHHTFERFRIENRR.
CVE-2019-5747 BusyBox I EINIRRR
CVE-2019-20679 BusyBox il ERRRE

S BEUIGTEE

o D-Link
o 2019%9H, SR BIMtMEL MR ERFortinetfFortiGuard Labs
AUHEE SRR TD-LinkP=@PFEEN— PR ENGLIEINRE (FG-
VD-19-117/CVE-2019-16920) . WEHEAMUFIA ZREE RS LT
BRBHNIT (RCE) , BEXFBEISMIALE. ZREKITICASERR

G|

BUAESR Feurrent_user = user
FikAiVar2 BRIAFET0
SHEPELEIEIALE, KBtk

2
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o SSi SHEEASIENRR
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ATT & CK

e ATT&CK
o ATT&CK=Adversarial Tactics, Techniques & Common Knowledge
o —HIEREN: MITRE ATT&CK HEZRZITIEMINS 010 B KI5 THESS
o =fta: —TIRE
v SEEHIE T URAVER TS R REEIR AV B AR A FR AR
o FIBE: MITRE
» FRA2FRZE: MITRE ATT&CK Matrix
o EMEA: —PAIIK
o FjE): 2013EFEIRH LR
o WTHNA
» SREAtactics
= [nitial Access
= Execution
= Persistence
= Privilege Escalation
= Defense Evasion
= Credential Access
= Discovery
= Lateral Movement
= Collection
= Exfiltration
= Impact
o Dk
= Enterprise ATT&CK = MITRE ATT&CK® Matrix for Enterprise
s N8 ATT&CK for Enterprise is an adversary model and
framework for describing the actions an adversary may take to
compromise and operate within an enterprise network
» IFFEE:
= Windows
= macOS
= Linux
= Cloud
= AWS
= GCP
= Azure
= Azure AD
= Office 365
= SaaS



Modbus

Deliver Control Maintain

Exploit Execute

Weaponize

PRE-ATT&CK ATT&CK for Enterprise

Priority Definition Initial Access
Planning, Direction Execution

Target Selection Persistence

Information Gathering Privilege Escalation
Technical, People, Organizational Defense Evasion

Weakness Identification Credential Access
Technical, People, Organizational Discovery

Adversary OpSec Lateral Movement

Establish & Maintain Infrastructure Collection

Persona Development Exfiltration

Build Capabilities Command and Control

Test Capabilities Impact

Stage Capabilities

= PRE-ATT&CK

» Mobile ATT&CK

Device Access
Initial  Execution Persistence  Privilege  Defense  Crodential Discovery  Lateral ~Collection Command ~Exfitration  Impact
Access Escalation  Evasion Access Movement and Conrol
Stechiaues _ 2techiaues__ Otechnives _ 3techiques_Totechiaues _ 121echniques _ Otechniaues _ 2technaues 17 techniues atechmques 9 techniues
Delver Bosdcast | AbuseDedce | Codelnjecton  Applcatin | Access oplcotion  AtackPCvia | Acoess Memate Atemate Correriing
Maldous o Recsnas  Adminarsor Offeovery Nocsions | Ocomy 058 Comnacion  Cilendr e Nerk Network Fooud
v ahoried Aetess et | el doms Medums
AopSior Nawvecode  Romova Vihersoity | Coteneeton | pccess Evade Anclyis Bxlot Accesa Coll Log Ciboord
Sentiheomain Entomnen ~  Cheprse ‘CommonlyUsed GommonlyUsed | Mdifeation
Deler Broadcast BEOUTEE  DoveaLockon_ Devee ook esogces  AccessContact | Pt por
Malidous Aop Reconars Wihherabity e and e DaaEncopred
Via ier Migans Dsuise Access Sored Directory Domain DaaEncrpted _ foimpoct
Codenecton RostfSen HopicaionOna Dacovery socess Goneration
Orvety Notfcations | Agortvms Suandrd Delete Devce
Compromise Compromise Arcrodintent | Location Ropicaton Leyer| Data
Soplesion DownoagNew  Hijackng | Tracking Acoess RemoteFle  Protocal
Expbitva Code st Rumtime Seneive Daain Copy Device Lokt
Ghrgng copture Network Senvice Device Loga
Statnorec Foreground Erade Analysis | ClpboardData | Scanning Stondard Generse
Forsance Envronment Access Stored | Appicaton Fravaent
Elotva oo Coptresms | process Aspicaton Data Layer Protocol Avering
nrioce Mody Cached Inputinjecion Messages | Dissovery Rovenie
Executable Code Copure Audio Standard
nstall nsecure emisece | Golotiee  open Sypogaanc nputnection
oratcions Modify 05 Kermel Gvildose | ety | informaton CoptureCamera | ProocS!
Eonfuraton orBo: Pariion onturaton Biscovery Manpulste
Input Capture Goprre tncommeny SopSiore
Lockacreen Modiy System Mosauersde 35 System Network Cpbomapats | UsedPort Ringsor
Byposs Parion Legiimate * lnputprompt | Contiuration Ratings
opicaton By Coprrosms | Web Service
Masquerade as Modiy Trsted Keychain Hidssages Modty Sysam
Legiimate Ereculon odity S Kernel System Netwrk Paruon
Ropicaion Envronment e patton Nework i | Somnetons Data from Local
Copreor | iscovery Sem
Supply Chain NodtySysem | Redeecion
Eompromse Partion Foreground
URLScheme Prsience
Modiy Trusted  Hijacking
Exccuton nput Coptre
Envronment
Locaton
Native Code rackng
ObfuscatedFes Network
orinformation nformation
Discovery
Suppeess
opheaton con Network rffc
Copreor
Uninstal Fedrocion
Maiious
Sopicaton Screen Capture

.
xF¥Fa
= Android
= i0OS
o WNEFEREF{EM
= How to implement and use the MITRE ATT&CK framework | CSO
Online
= https://www.csoonline.com/article/3396139/how-to-implement-
and-use-the-mitre-attandck-framework.html

FR3ZhR
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= MITRE ATT&CK 1BZR“N\IVHER - REH

= https://www.agniu.com/learn/61125.htmi
» ATT&CK - FELZZIFEITF VULHUB

= http://vulhub.org.cn/attack

» BREESD

i

Separating Techniques

Categories

T Techniques Only
E Exploitable to
Anyone
Additional Steps * Need some sort of tooling such as Metasploit or POC scripts
A A d p * Could be more advanced than those found in green
Require * Example - Exploitation for *

o NEMEERRE, ATT&CKZR
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STIX and TAXII

e STIX and TAXII
o Bft4: #nfEstandards
o BN BEMEREHNILETN
» STIX: AT EANEIRAE ML
« TAXII: MBI EIERER
o A

= machine-readablet/l238E1R 5!
» ZEMHLE
o STIX= Structured Threat Information eXpression
s —AIENA: STIX, short for Structured Threat Information
eXpression, is a standardized language developed by MITRE and
the OASIS Cyber Threat Intelligence (CTI) Technical Committee for
describing cyber threat information.
« WAILIA: It has been adopted as an international standard by
various intelligence sharing communities and organizations.
» {EAAI: Itis designed to be shared via TAXII, but can be shared
by other means
« i
= STIX is structured in such a fashion that users can describe
threat
= Motivations
= Abilities
= Capabilities
= Response
o TAXII=Trusted Automated eXchange of Intelligence Information
» —a)iFHER: defines how cyber threat information can be shared via
services and message exchanges
« {EF: Itis designed specifically to support STIX information, which
it does by defining an API that aligns with common sharing models
o SMPEERR
= Hub and spoke — one repository of information
= Source/subscriber — one single source of information
= Peer-to-peer — multiple groups share information



o AFPARSS
= Discovery — a way to learn what services an entity supports and
how to interact with them
= Collection Management — a way to learn about and request
subscriptions to data collections
= Inbox — a way to recieve content (push messaging)
= Poll — a way to request content (pull messaging)

- R
Subscriber Subscriber Subscriber Subscriber
Spoke Spoke
SPOke Producer SPOke Producer

Consumer only Producer only

& Consumer & Consumer

.
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FirmwareTotal

e FirmwareTotal
o Bft4
v 360X EMARNZEEIIEXRKDITTES
v OTEHBHEREDTRRA R
o {EF
» THRENITEHZESFERZA
» XEETEBERDITZIEIT 0-day EHFREEH, wLSREMDIER
» BT ZEIoT/IoTH A ERREE L 2 S MR ImTEEITE
o F&
= What can Firmware Total do for you
» 3602 AR AE
» ETF360RERMPNLEREN
» BEFSREENREDH
» EHONRE TS L EEXAER
v TR
» BT AEEFIIoTIREHIERE
= EREHN SRS
» BETHREHNEBNREOT

= D
» HSEMIOTIRS HITREDHT
o KEXDHT

» BT ZHEREIREXIAESS
o HAthIhkE

» loTREHIRRRSIZE

» SBARMITREHIERRSIZE, RIESRERIEIRE
o loTREAMULKIXDHT

» ETIoTREHEN RN KD
o lOTEBREMTE

» EBIRMNTIREEN, AIFNIEZRMETR

o FIRZ
v SHERBAEIRE 2 —HIQB035-ERIM L SR IR 45 R
148 @
United States ,‘,

Edmonton
T 3680 10TFE

= https://ft.iotsec.360.cn/#/result?id=sample
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THEE

o [EfF

o IERFMINEEFERNMAIEEH, HPBEX MY, SLIEXIN

BE

o MBEDHT, WEIRS R, FEFEMRRETHNREANF

o FIMMEIT KE B
o Effm = BEfHEW + BEfHH

o [EfHER

o EfirmwareEHFMIEGT, BT EFRIEGSIARENE R
» RREEREFEER— T THEEIXMHE
n 25
v iot¥AEG IRIGLEHFIREY EEin

o Effpth =
» RLEMRE, HEEEDTEMIAEZSTEHNERNEE, B
TREEKAR

e [Ef¥ATR = EfHEIR
o MWTREMHAVMRIM DM, BT ERMMKE, FAABEXTRBI: =T
A = EfEBIAR
o HUE
o NEWR, BIHRRYKREIEGE
» EXEFERIRENIE FEIRE B4RIBMEGDH
= FRABIHRERFIE 4D e TAMBE R  miiTa

L4451
. B
o FENOE 77 1B A T
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T =B @

BERNEMEQ DT TEMNASRSE:
o« ER

o binwalk
© BAT = Binary Analysis Toolkit
o Hfth
© FAT = Firmware—-Analysis-Toolkit
o Attify0S
o eimgfs
= nlitsme/eimgfs: Tool for editting Windows CE/Mobile firmware
images.
= https://github.com/nlitsme/eimgfs
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binwalk

e binwalk
o Bfta: B HIAR
= Firmware Analysis Tool
o —HEJIEHI®
o EEDHHIES
» MEHHER XX
= a fast, easy to use tool for analyzing, reverse engineering, and
extracting firmware images

EI=}
o BH=

» ERNEGDH: file
v filefRm: SATAZHMWERES 170, WEXR
= libmagic ISE
» AN EFRIRIR T R
o RZIOADERER
= magic_open
= magic_close
= magic_buffer

= magic_load

o EAINEE
.
\\ /
,ﬂ*k.x
. XF
. IR

« IRINGEE

» LEERINEE

» FREDH

« FEFINEE
o F&:
» BREZREGO

» DITREBRARNIREHSE RS

o XIFFAH

®  Linux

= mac0S

= Cygwin
= FreeBSD

= Windows



= Github
= ReFirmLabs/binwalk: Firmware Analysis Tool
= https://github.com/ReFirmLabs/binwalk
» REEF
= Quick Start Guide - ReFirmLabs/binwalk Wiki
= https://github.com/ReFirmLabs/binwalk/wiki/Quick-Start-
Guide
» BE
= Usage - ReFirmLabs/binwalk Wiki
s https://github.com/ReFirmLabs/binwalk/wiki/Usage

H451

root@kali:~# binwalk =B ddwrt=1linksys=wrtl200ac-webflash.bin

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 TRX firmware header, little endian, image size:
28 0x1C ulmage header, header size: 64 bytes, header CRC
92 0x5C Linux kernel ARM boot executable zImage  little-
2460 0x99C device tree image (dtb

23432 0x5B88 xz compressed data

23776 0x5CEQ xz compressed data

2117484 0x204F6C device tree image (dtb

3145756 0x30001C UBI erase count header, version: 1, EC: 0x@, VID

helpin 5£%EE}J1§:§\


https://github.com/ReFirmLabs/binwalk
https://github.com/ReFirmLabs/binwalk/wiki/Quick-Start-Guide
https://github.com/ReFirmLabs/binwalk/wiki/Usage

root@kali:~# binwalk =h

Binwalk

Craig Heffner,

v2.1.2

ReFirmLabs

https://github.com/ReFirmLabs/binwalk

Usage: binwalk OPTIONS

Signature Scan Options:

-B,

-X,
=Y,

-=signature
-—raw--str
—-opcodes
--magic--file
==dumb
-=invalid
--exclude--str
—=include--str

Extraction Options:

-e,

Entropy
-E,
-F,
_J'
_01
=N,
_H'
_L'

——extract

--dd--type:ext:cmd

--matryoshka
-=depth--int
-=directory--str
-=-size--int
==count--int
==rm

--carve
==subdirs

Options:
--entropy
--fast

--save
--nlegend
--nplot
--high--float
-=low--float

Binary Diffing Options:

-W,
-G,
-1,
-u,
-w,

==hexdump
--green
--red
-=blue
--terse

Raw Compression Options:

_X'
_Z’
_P’
_S'

General
=1,
-0,
-0,
-K,
=g,
-f,
=c,
-t,
-q,
-v,
-h,
-a,
=P,
=s,

--deflate
-=1zma
--partial
-=stop

Options:
-=length--int
--offset--int
-=-base--int
==block--int
==swap--int
--log -file
==CSV

-=term

--quiet
--verbose
-=help
-=finclude--str
--fexclude--str
--status-—-int

FILE2 | [FILE3

Scan target file's common signature
Scan target file's the specified sequenc
Scan target file's common executable opc
Specify a custom magic to use

Disable smart signature keywords

Show results marked as invalid

Exclude results that match -str

Only show results that match -str

Automatically extract known types
Extract -type- signatures, give the files an
Recursively scan extracted files

Limit matryoshka recursion depth (default: 8
Extract files/folders to a custom directory
Limit the size of each extracted

Limit the number of extracted files

Delete carved files after extraction

Carve data from files, but don't execute extr
Extract into sub-directories named by the off

Calculate

Use faster, but
Save plot as a PNG

Omit the legend from the entropy plot graph
Do not generate an entropy plot graph

Set the rising edge entropy trigger threshold
Set the falling edge entropy trigger threshol

entropy
detailed, entropy analys

Perform a hexdump / of a or files

Only show lines containing bytes that are the
Only show lines containing bytes that are dif
Only show lines containing bytes that are dif
Diff all files, but only display a hex dump o

Scan raw deflate compression streams
Scan raw LZMA compression streams
Perform a superficial, but faster, scan
Stop after the first result

Number of bytes to scan

Start scan at this offset

Add a base address to all printed offsets

Set block size

Reverse every n bytes before scanning

Log results to

Log results to csv

Format output to fit the terminal window
Suppress output to stdout

Enable verbose output

Show output

Only scan files whose names match this regex
Do not scan files whose names match this rege
Enable the status server on the specified por
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rbasefind

e rbasefind : TIGEFE b
o HiR: RAEHKEHERFPNEMBIUNTAR
o HR' ARIEHMNE L, REBNMEMWMEEML, X¥ETEE
ik 10A TR3IE SRR EFF T
o Github
s https://github.com/sgayou/rbasefind
o FIEZHM

lys@ubuntu:~/Documents/test$ rbasefind u-boot.bin
Located 10 strings

Located 72155 pointers

Scanning with 8 threads

0x80700000: 8

0xff22d000:
0xfe3a6000:
0xfdb83000:
0xfcaB84000:
0xfbf1deeo:
0xfb632000:
0xf965e000:
0xf7bae000:
0xf777a000:

Yl e
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addelfinfo

o addelfinfo : NFIGEMIEIELFAETIR, HEIDARRF
o MER: AFIRKI THBIRIMELFAM TR, B/ NIER
o GitHub
= https://github.com/liyansong2018/Tools2Firmware
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sibyl

o sibyl | BREINEEFTHNFGSE

o &ft2: anenhanced API bruteforcing tool
o MR sibyl ATV —LERIGH ZHI XA aIREEREER, IRFIER
BNRFS
o Github
= GitHub - cea-sec/Sibyl: A Miasm2 based function divination.
s https://github.com/cea-sec/Sibyl
o HftEXMWRMRIA
= Bindiff
» BT cre B
= CFG = Control Flow Graph
= FindCrypt
» ETEAE=E magic constants
= FLIRT
o ETF 18338948 ILELenhanced pattern matching
o IBX
lys@ubuntu:~/Tools/miasm-0.1.1$ sibyl
Usage: /usr/local/bin/sibyl  action

Actions:
config Configuration management
Function guesser
func Function discovering
learn Learn a new

o Xl
o FTENEREL

sibyl func -a arml u-boot.bin.elf funcs. txt

o BRIRERER

sibyl -a arml -b ABI_ARM u-boot.bin.elf funcs.txt

= MR


https://github.com/cea-sec/Sibyl

Python

Launch identification on 3085 function s
Found memcpy at 0x8057120
Found memmove at 0x805714c
Found memset at 0x8057174
Found strcat at @0x80571a8
Found strchr at @0x80571cc
Found strcmp at 0x8057208
Found strcpy at ©0x8057228
Found strlen at 0x8057244
Found strncmp at 0x8057258
Found strncpy at 0x8057280
Found strnlen at 0x80572a8
Found strrchr at 0x80572c@
Found memcmp at @0x80572ff
Found strsep at 0x8@576ac
Found strspn at 0x8057704
Found stricmp at 0x805799c
Found strpbrk at 0x8057ab8
Found strtok at @x8057b30@
Found strcmp at ©0x8057b48
Found atoi at @x805dflc

Current: 64.83% sub_0x80b4ab3’ Estimated remaining: 14.4
Found atoi at 0x80f1cf3
Current: 100.00% sub_0x80f7a93 Estimated remaining: 0.0

Finished Found 21 candidates 42,70s
Results are also available
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miasm?2

e miasm2 ﬁﬁ]ﬁjﬁﬁ
o HEiR: Miasm 2— PR ENAR (GPLv2) #@TEHEL, Miasm BT
DMMEER_HEHRER, FIMNGSHIT. WEKEM
o GitHub
= https://github.com/cea-sec/miasm
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embedded-toolkit

e embedded-toolkit : FBFBIIBRANIER
o HiA: FREXLFKR, XHTE—TIR, ME—THREFFNIAS
o BIFETHR
= tcpdump (statically linked
= gawk (statically linked)
= lsof (statically linked)
= gdbserv (statically linked)
= tshd (statically linked)
= mawk (statically linked)
= libpcap (static library, used for linking into tcpdump so not present
in this repo)
o %A
» XEEZFFFOTHS, 272 1TFE, W x86. arm, mips,
MRAEENEERXmIFL, FTUMEREN, ERNMRIEZHEIESR
BREEHA
o GitHub
= https://github.com/akpotter/embedded-toolkit
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BusyBox

e BusyBox : LinuxEftTHE
o HiR: BusyBox B—TEM T ZBZ T RE BALinuxit LT ENRME
= BusyBox 8T —LHEMNTEHE, Hlflls. catfllechoEZE, TEE
T—®HEXR BEZEMIA, fHlgrep. find. mountl Ktelnet
0 Linux TR TZET]

~

T

o %lﬁl
o ¥

= https://busybox.net/
o T#H

= https://busybox.net/downloads/binaries/

S
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o WiFi
e Zigbee
e NFC
o Hfth
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NFC

o I1EER: Wik
o T{ESRZ: 13.56MHz

o [NZFEZSE
. XF
o W —RIE
o IR
v 1PER
= Tesla Model 3f95ARL A ST Pektorn PKE
"

IHSERT AND RIMOVE

iICLASS® Card

o NFC i
» Mifare Classic BB R
o Hfth3EH
» iClass: EASM1EF
» Ultralight: EihEH—REEZ
» WRTHE=-¥mTA
= PM3=PROXMARK3
« SR HRRFIDMNIHLEZET]
« AR EETeslaZE £ IE5ARL
= NFCGate
= https://github.com/nfcgate
= Proxmark3
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TIRBRIERS

TSP EMEFNRE, EPRETAINBRARBRERAESHELE, ¥
UL SES ey

¢ NoOS
« BOS
o FELHHRIERS
» AR linux
= WinCE
o SEEMRIERZIRTOS
= FreeRTOS
= VxWorks
o Hfth
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