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ELK vs Splunk

Scoreboard and Summary

SplunkELK/Elastic Stack

Capability set 5/5 5/5
Ease of use 4/5  4/5
Community support 4/5 5/5
Release rate 5/5 5/5

Pricing and support 4/5  4/5
APl and extensibility 5/5 5/5
3rd party integrations5/5S  4/5
Companies that use it5/5 5/5

Learning curve 3/5 4/5
Security rating 836 779
Total 4.5/5 4.5/5
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agent.conf

input {
file{
path => "/var/log/x"  #HWGFHEXHR *RRXMERTHH BHH
start_position => "beginning"

}
filter {
grok {
match => { "message" => "%{IIS6}"} #AEARMRIHTAN

geoip{
source => "client: #IPHHIEM

¥
attackfilter {
source => "%{message}" FBE DR

}

output {
stdout { codec => rubydebug }
elasticsearch {
hosts => [ "localhost:9200" ]  #7#fi§ZIEs
+

AT

11S6 %{TIMESTAMP_IS08601:req_time} %{IP:server_ip} %{WORD:req_method} %{URIPATH:req_url} %{NOTSPACE:req_para}
%{NUMBER: server_port} %{NOTSPACE:username} %{IP:remote_ip} %{NOTSPACE:browser.info} %{Referer:req.Referer}-
%{NUMBER: res_code} %{NUMBER:windwos1} %{NUMBER:win32status} %{NUMBER:size}

‘.xsleepl(].*'
‘message’
2
'SQLIENBE "
TERBIRED "
11
' EZEHATER SQUEN "

3
ub_type'
.korder. kby.*'
'message’
NI
: BB
12
' EESFREBMNSqUEN'
3
: 'sub_type'
113
*.x[%20|\\+]union.*"

: 'message’

' SQLEENBE "
' S fERBIRED
13

FRABANTRES AR ENIogstashi#TAES A




.1:6201/logstash-2-u_ex160701.log/_search

-,

* /Themes/ jd/n_htnl5S.pn
“attack_info": {
“risk_desc": ",
“attack_detail™: "

“attack_rule": [

“attack_status": 0,
“other": ",

“action_desc”

“attack_rule_id"

“attack_type_nane”
“attack_source_place”

“attack_status_name": "ERWR",
“attack_type_id": 0,
‘action_risk_level": @

“action_id"

“attack_place”: ",
“scaner_nane”: ""

L

“message": "2016-07-01 00:35:53 172.16.203.20 GET /Themes/jd/n_htm155.png - 80 - 172.16.1.9 Mozilla/5.0+(WindowssNT+6.1; +HON64)+AppleNebKit/537. 36+
ke+Gecko)+Chrome/45.0.2454. 101+Safari/537.36 404 0 2 15\r",

“req_method": "GET",

“ua": {

"patch”: "2454",
"0s": "Windows
“major": "45",
“minor*: “0",
“rname": "Chrome" ,
“os_name": “Window
“device”: "Other”

“res_code”: "404",

C  © 127.0.0.1:6201/logstash-2-u_ex160701.log/_search?q=attack_info.attack_status:1 Qw 4
"_source™: {
“inserttine": "2017-05-29721:40:21.4812",

Teews wa WiJT
“req_url": "/wmmroot.zip",
“attack_info": {
“risk_desc”: "
“attack_detail”
“attack_rule"

*wwwroot.+*

BEIED"
"RENEABE",

“attack_status": 1,

“other"

“action_desc": [
EEREANRSHRERASTEAEES"

“attack_rule_id": [
a2

‘attack_type_name": "HSXH",
“attack_source_place”
"2016-07-01 02:23:28 172.16.203.20 HEAD /wwwroot..zip - 80 - 172.16.1.9 Mozilla/4.0+(compatible; MSIE+S.0; +HindowseNT+6. 1;+Trident/4.0) 404 0 2 15\r"

“attack_status_nane”: "HEAR",
i

“attack_place”: "message”,
“Scaner_name”: “*

“message": "2016-07-01 02:23:28 172.16.203.20 HEAD /wwwroot.zip - 80 - 172.16.1.9 Mozilla/4.@+(compatible; +MSIE+8.0; +Nindows+NT+6.1; +Trident/4.0) 404 0 2 15\r"
“req_method": "HEAD'

“rgme™: *Other"
"0s_name”: “Windows",
“device": “Other

res_code”

o FlMKibana#{T4tit. AL

{ =EHH Wi BM RE OF AE 8W oumE

®

HEFRST

3

A 6,243,768

~ R ()

3,446

Count

& a0

i RERREH

T o o Loater| Bt TaeSevon,
RBHRIE EBRESL

HBHRIE-Q Count
SQUEASIE: 1,445
B a9

ERBESHB AL
o Emms
o xms

s
2
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XSSRUBARE 286
URLEER 255
BeB 120
xeaaRn 19
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HERBSR

emmanmn
© PRammED
e unanmn
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AARDRBEF SR RARDREETI
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Splunk

e Splunk
o Bfta: —1 siem A%, BIEHEEEMOITFES

o HE

Intrusion Center

o o — — —
o o o o @ ok r Rl o -
o

MGHSEUATIACKS  ATTACKCATEGORES  ATIACKSIGNATURES  ATTACKSOURGES  ATTACKDESTIATONS
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» FABEIMIES: SPL = Search Processing Language
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Zenoss Core - Wikipedia
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