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o fEA: BEBIIEHIEM—TIEEEIS—MIE.
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32{armiVIFARAE

10-r3 EESHEREE. WRHRTE OC AANE—1T, BB r0 H2 self, r1 #=Z cmd, MREIENS
3, FE—LHMEMRERNSEEE 7321 bit, ASEIEEBIIEFREE; REME—RHE 0 £

r4-r6,

0 REEWAE, BETEES

r11

7 Mgt 783 (Frame Pointer), fS@EATI—TMRZAIEM (stack frame)F5%#E 5 783 (link register, Ir)
ek LAt

ro BRIERSGRE

r12 IP Z 1723 (intra-procedure scratch)

r13 SP Z7F23(stack pointer), Z&IIE

r14 LR FF83(link register), FREREIRESFEELREHITHIE I

r15 PC Z7z28(program counter), fgME1HETIE< bt

CPSR HEIFEFIRSZ 1725(Current Program State Register), 7EFRFIAS T1ERI% condition FRE A
E2 N

arm64RJIRRBAE

arm64F r0 - r30 B3I BARKFFEE, PC TEEBFATESRERNL. 87T UEER—T640IA/ N,
H{ER x0 - x30 TAEIAY, EME—T64MIAE. H{EM wo - w30 ThiERY, AR XL ZRAIE32(L,

57 fik

x0-x7 BESHSREE, IRSEITHBIT8T, SRNSHEFAEKL; ROE—MRIBE X0 £

s Z 12 23(Frame Pointer), 8MEBI—MRIZAIME M (stack frame) M 5%1EZ 7782 (link register, Ir)

ba s Ak:n)iihile
x31 SP ZF1F#&(stack pointer), Zi&IIEEH: RIBEAEIES, tHBTEER zero register
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HXxLZ (8]
. BRI

o s

.

5D



A z]
abi et IS arin: 0
EHEREHNSEH. BEE

ints;

25 int size=200;
HiEX iqt main(int arge, char*argv(])
TRTFE 8

Ytk SFRMIAN) =hE
Xis, EFEREHES

inta=11;
onst int b=222;

B atic int c=333;
FHEEX ic int d;
RETEEEI, S1[]="test111",
e e T < char *s2={"test222"
int *p=(int*)malloc(sizeof(int));
end=getchar();
HEZS(g] return 1;
—RHER RS SRR, }
HF, ElaE=IEni
=iz,
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RIAT XM
® I ATAT R0

o RERL
O Windows
m  PE
B = Portable Executable
B COFF
B = Common Object File Format

o Linux §§éﬁ Linux . Unix . Mac %

m  ELF
B = Executable and Linkable Format
O Mac
®  Mach-0
o HARAEX
o “HHIFELRRERZTRMEEEARE
LR

= Windows &%t
m 32 = x86

B 64 = x64
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Windows

Windows

LA B T HIR £ EWindows FEIRIR A

Windows s FimE ot 74

BRSO
Kblw\ﬂu\_t
TR
5 RIBER

R :

BRNREDHTRIA

0O 00O

BEoiRr ) E i T TR SRIELR
BSOS RIEEAME TR AR 2RSS #H TR RIEA A AR PRI iEtas =t e i)
FHERTF, BlRCRE R REFERFAITIRE, 858 TREFSHESNE S MNEERE AR, BREE
WEETEWESTTEY, ETPRERSNEREE. & (miEieRr) BT, % EFfERTIEFR, B
LAEIRERRR TANEEM ErEEERREE, 1L =G e R ) N = SEREEYR, Mioai
ThaE, Mkt sht R RIS RSN, EidEh MESINEEIESINER. (EBREH TIRE RS

FERICES. HEHRE, FJLVEEE BTESsE fHCIEhet, REFTRESHEE
LeiEFRHZIRS T eEE, EmElaEE, TEREE
BTk E‘J&’Iﬁlﬁ" wSatTd, SRR
EHERR, ERRRMEAYD BETTRE # 55,
i, MiiEsothiEE, @
TER T, A7
SRR, e E
BSHISEEANSTAR.
’_’ ~
YL ESUIE)
o 4@
=R {43 T2
° EX
n BERCHEMAREFE, 2imitENRERNZHTTHTRBMMEREREFNE ST SRR,
7ko
o WMRMH
s SRELFRABNITENER
n FEREAEERFNTHGITITRL
n Zfl
= win32FE4E
s PEXf#
RHERER
m exe

25



n dll
o PE
n RERYE
n KEESHNE, BREE
s BRI
s BEIHHEPRISTESNES

o

N

®
» FRREIFSE, BRFIFIIEE
» BEEIRCH (B #HIHE)
» RICRBRRMY, EAINEERE
» ENESENE CCREECHEAD)
» DRI
» BIERDH (BRPEES)
» EBUCRABRERS RS
» Hth AR (SRIESRAEE)

m ollydeg | EISIBIRLE, HERIFRS
m windbg : FAAPSHIAZSEZ LA
n ma REXARCRERS
m e C EENERTR
n cusn . RICHEER, FTERENRERBRE, B #flREER
o FENHA
n RUERRER: ARARERCEAVARIIL B P AN SRR 2R R A T LA R R N 2 2B TORE.
n BENEREREFNST: EEERNEENEHINEEHRITLHE, 2TRSHRRAINE.
n ZGREDNT: SMEEERE, it TREFHERSFARES (Exploit)
n DNAAFRXHE, HiE
n SiiwindowssimacT & L AREHIRENTEF 4R S linux T~ AIAE N 3K
n IZHEE R T mAEEE
s ISIRBERGARIEMTNAP, RONEZHE
n TTEHIRSREUE
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WindowsH)Z =41l

LN B R T Windows BB X LA, thIINEWindowstEXETRBBFHIRA .

e WindowstimAZ 2
o MR
s AEENTZEYEF, HRERSBRERSNTEMAFE—EMETHINE .
= MAWIn98EIWInXP, Vista, Win7BZIRHHIWIN10, SEMREANLGHSHRLZSMERN .
s RTEZEMENFRIPTAKRRS T RZATEM, ANEEARRIPFAEMTRZNIAE, RRSAEFR
FRREM
n HERRRIPHLE: GS
n SHELERIF: SafeSEH
n EIEWATIRIP: DEP
n HEHETE D FREALL . ASLR
n SEHHREBERIP: SEHOP

IS
o £ vs BREhRARIFRE RN /G H ENE, S FTREXAMRIPIIEEDIE LY oep AKX Astr )
o ENMEXBENEMEMRE
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ASLR

® ASLR

0 = Address Space Layout Randomization = Hhtit==[E)%h SHEHLI

o

Rith: —MEEESH

» B—MENEPXEHNTERPERAR

de=
B

m JZHASLREY

. FRHERIT, MEZIRESR, KB ERstackiINEEZEEH

» BHWIRALAELNLE

n BB
WRFART astr =H1H:

 BREERGINESFSHYEMU TR E— RN EROREBSIN, REBEMHREFER
= = fEBIASLR, PEXMERIMEBEIAFHIEIAIIESHENZL

n B, K. HEERSEEMEXHBRIENL

» EANIEE TN B a9t A9 3ERE
» PILEREEEREVRERBMAE, FREIEZHBENERN

(RSO HWRATERERFNREBES

88
» RN TR FER
» IHER AR AR E AN

L E&ﬁgﬁ.@_ﬂﬁ?E'EQJE, JB1T shellcode

ARAZIFASLRIVIE R
B Linux
B FreeBSD

B Windows

m  pE AXXHHEAISE IMAGE DLL CHARACTERISTICS DYNAMIC BASE FRimSRistBEL 3% astr

WMEIFE
B

m FF/Z: /DYNAMICBASE

m  visual studio B BRENEE

EREE
ERS A
ESEE
=4
C/C++
HEEER

MRS IDL

=5

ST
FHeIE
XML SRR
MEEE
SRt
EENERGR

A0
FAOS
BEREA

EESt
SENITRIP(DEP)

o 1

SNE

T EREREY1L/DYNAMICBASE:NO)

SINE
BHE

BitFt Y,
78

CLR &RfEi=
CLR Ejg=m
B =heg
=Ess
WREEZ
ERES

(IR IEEES LS

BEHLEN
i S ERETLASIR)IES | S S AR S R RTINS,
(/DYNAMICBASE, /DYNAMICBASE:NO)

=

=
ZEMET(/ERRORREPORT:PROMPT)
=




i&EE(Debug) v] FaP: Iﬁﬁﬁlf‘lﬁinEE)

& - A=
++ BE ZAO= =
C++ Ea=g ol =
= i =ik
= ST E (DYNAMICBASE) |
ik
ey FETER(DER) £ [/NXCOMPAT)
B EE = FIHEFEER 3

m X[f]: /DYNAMICBASE:NO
o FRMREAR, RIERREFEENHE
m Linux  HBIESERET
m  uwindows | HINIASRE, ERRARTSHE
o ASLREEFIN/LIES
n EREEL
n EREEELE
= PEB/TEBRE#L{t
o 1HX
o BRIAHD ETMIRERAHMELXLI TASLR
| ] PIE VS ASLR
® Linux
B PIE = Position-Independent Execute = HulitFEHXATHATX M
n YRIEAT
s BREFRFENUELX
n SHHEEEALCEIT: ARBERFNEIBER( .data R .bss ER)
m ASLR:
n SEHEEENLCE YT EAAELE
m Linux B9 astr + pie EF == window T astr BITEFR

el 45eid ASLR

o KEHRFFAASLRAVEEIR
o BAFMUZIENL, BEEEHEDFERSHASLRIVER, BIEIREIN rop FHAERM—EE IR
BY cadget , SIRFRPIFERSA astr BIER, FBARNTAMIBMELRIREN cadget T, {F
FA oo Y ollyFindaddr $efHRT DARIE 2 # 22 [E]) PR 5 FAASLRAVAELR
o ST ( Heapspray ) AR
o BAFHMBENMN, T Heapspray FHARNE shellcode Fa/HE exececocec (SEEAMIEEAIMLL £, BEX M ith
WEBLERK) , LSRN ARNN, HESL, Heapspray FER rop 21T pep AUATR, FHER T RIER
BB maskimmasiraotER . 22, Heapspray I shellcode FRFTEHE L
o BRI /IREIMLE
o BRZEENMLH, SAERIMBEMILLAETMN, ERFERNAODSMIUNERUFAE, RESUFHITT
REALIC AR,
o SYFHblt ex123as678 , HA se7s O REEN, MREFEEZHX G, FTLUET nencpy WERMNFHIHITE
&, ALUEEIRE RN ex12340000 ~ ox1234rrrF HEIER—ME.
o WMRBE strepy HITERE, AN strepy REFIRENLERET oxeo , BPAFTLANG ox12345678 B
9 ex12345600 , TE 0x12340001 ~ Ox123400FF
o TREIMIEE, FIAEEEEENMIHEN FEMIMNIEEEETER, B AMEHIET T AT AR Bk

#iEL
o RMAENBAMARMRE, RANBZ RO LA cookie DRMIA, FETEAKBBEADH, ATH



ERERSGNZERIPIFEIZEZREMEENER
e Java Applet Spray
o Java AppletFESHIBEMAGFEZEEETHITEN (PAGE_EXECUTE_READWRITE) , #fllHeapSprayik
AR, HJAEEEARbIE S EBIRIES (JANOP)FIShellCode, fAGHEEEIFR Mbit FEIEMIT. EMHN
HeapSprayA[El, AppletBiEZ=[E#Y LR} I100MB, TEMAIHeapSprayr] LAIAZI1GB
e JIT Spray
o JIT (Just In Time Compilation) BIEY4Ri%, thFi2MER2E (LbulPythonfZiEEs) . TERERN ActionScript
IR HITRKEMXORIFIE, REHERNFTE, HEZXEHEIFlash VM, IFERBRURZFEER
XoriRERIATFIR
o TombkeeperftCanSecWest 2013 L2 HFEF SharedUserDataf /5 3%
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CFG

e CFG
o = Control Flow Guard = ¥HIF{RIP
o Bfta: — T REMMMNTEERNTEITY
o FBTCFG
n ERFEER, ERFHE, EoNAIBEGNR, REBMLEEER, FoR TR, BTFomEEd
B IS
» WindowsX FiFNE N ARM M MLE
s NRENEMAEIEN, SMEFRE raiserastrailbxception
o Ay
s BENTF— P ER T UMBE A EETIN L™ &8RRI
n FRBEEIE P XGEEERBEEEUITEEABNEENAAIEM
o XFFIEM
B Microsoft Visual Studio 2015 ZJG7 T #F
o WMEH/Z
n RIFRSE
m IBE: /guardicf

 REIRE

ConsoleApplication] Property Pages ? X
Configuration: | Active(Debug) ~ | Platform: | Active(Win32) ~ Configuration Manager...
4 Configuration Properties  ~ Enable String Pooling
General Enable Minimal Rebuild Yes (f/Gm)
Debugging Enable C++ Exceptions Yes (/EHsc)
VC++ Directories Smaller Type Check No
4 C/Cer Basic Runtime Checks Both (/RTC1, equiv. to /RTCsu) (/RTC1)
ensEi Runtime Library Multi-threaded Debug DLL (/MDd)
Optipieatin Struct Member Alignment Default
Lispice=oh Security Check Enable Security Check (/GS)

Code Generation Control Flow Guard Yes (/guard:cf) _

Language S
Enable Function-Level Link

Precompiled Heade sl T |n.g
Enable Parzllel Code Generation

Output Files .
Enable Enhanced Instruction Set Not Set

Browse Information

Advariced Floating Point Model Precise (ffp:precise)

All Options Enable Floating Point Exceptions

Eommand Eine Create Hotpatchable Image

4 Linker

General

Input

Manifest File

Debugging

System

Optimization

Embedded IDL

Windows Metadata &

Wk i

< >

Control Flow Guard
Guard security check helps detect attempts to dispatch to illegal block of code. (/guard:cf)

Cancel Apply

o WMAIHIA—TREFXIFTCFG?
n [ dumpbin BESHER
B dumpbin /headers /loadconfig test.exe

L] Eﬁtﬂ EF'@/E\ Guard



to eéBeeoel148447FFF)

h
subsy

n
L] ﬂu%‘kﬁﬂ%ﬁiﬂ@’a‘ CF Instrumented *D FID table present
Section contains
B
I:Ilr_'j
e Threshold
C nction pointer
~d CF ch-function pointer
rd CF
n
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DEP

® DEP

O = Data Execution Prevention = HUBHITIRIP

EE=}
°© B&E

» RHRERAFIRBXOEIENNE, cr iERBEREMERT

= bk argv » ShellCode
EEHL »  Ox7TFFA4512 ( JMP ESP )
ebp > cornupted
vari e comupted
szBuffer S cormupted
it i >
n

n >ORHKENRRETIATTENNESENRERERRX 9 X—AXRE, MBRREERERINTE
HARREWER ERAFEER, BIIRBERARRSNEFHRBIELFRINIE, DEP (BUBHITR
P, Data Execution Prevention) FiERIRtMTENIIEIBEFCIBRIEX—TRER
n HEHRMWINXP SP2FHIAIR MBI AR Z 15
o BX: #, # LMAGFEIRMRNAEHNIT, HITEHE
o BMY: FHIERLEANFXIR, Lbaltk, T
o WfEIFFE
n B
m FF/E:  /NxcompaT
m XHF]: /nNxcompaT:NO
n JEINRE



{ZREIRIT *

MEHE =R SUBhiTER

5 EURHITIRG (DEP) BEEIFEIR, FRASmBlnnme
'_4 ez S RUBIATEDF, DEP S0 TERT]

i@ {(HEE Windows EFFIIESS S DEPD)

() Ak PR 2 SRR TR AATRE S S A DEP(L):

(LY. BllE(E)

{PE RSB SRS R TR DEP,

3
=
-

T’Tu:.l

R
= FFETDEP/E, gERBEMONEIREIRR:

HAR TR — Nicrosoft ¥indows

AT EBHRPERTEN . Yindows EEXHATHER.

“ B Internet Explorer
le HEATH:  Microsoft Corporation

EHTRPEIRIFAERENENERESEN. EEZTa0

= FF/EDEPHIGHIRIENILE




| FRpFanERE

T, .
/ * buffer(shellcode) CPURSEITESETT#h L § buffer(shellcode)

E .{shellcode) FEIGHITR, 182 "l .(shellcode)
= ...{shellcode) TSR ...{shellcode)
#

BTHHRIESHEA 5 ...(shellcode) BARELE ..(shellcode)

shellcodeifiiT ...stack data... ...stack data...

FHAHIRE BHDEPTE

o T¥AE

» oer BEBTERTF LHTHIMOE AR BB LR RS LG T EEND

n oer B—ERBEARAK, BEBERFLRTIIMEBEUEBLEERR LBITEENAME, 7 vicrosoft
Windows XP Service Pack 2 S I ERRARHY windows B, FRAEMAFIERM4—#CsRHISEHE oep

m 32FF oee B9 cpu FIR—FPOUML No execute = Fiuss AIFARNIRBIFRICHRRIRE, MREIN SRHNITHINRS
RERWIRIC AT (BINRFRITERREELFICHEITXIBE S RE) , MEEERT, B4
MR ERENRSENEREMITEN AR LA THEIAT . MR cru R32F oer , Windows ZIAER{
FHAELIE ver AIER D IHEE

o X

o WMREFFT oer F astr
n RIHHRIEE FEME
n BHE: —HEA shellcode F ror FEAREIRKAE

o ROP
B = Return Oriented Programming
m BHIIY: RetaLibe
w SCHRIE
m  rop FH—RIUAY cadget ZHAK
m 718 rop Gadget , FIZ—RTIMretnERAVIES, FTBARNXLE cadget HERRFMBETTAATENIE
%
n EESNIEAA virtualerotect LRIEEMIAFRIINETMITE M
o FHFda
B eip

m  esp t+ offset
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GS

® GS

0 = Buffer Security Check = EHMXRZLINE
w RUFR:
B Stack cookie
B Security Cookie
m OD ., IDA EF'%:dej Security Cookie
B GS cookie protection
B GS security protection
o Bfta: —MERESH
o NEENMER: BTEEZRENE, NEEERDHEE

L] )RE%i%%%%éEEEFﬁ?*ﬁIﬂUZEEEEETé%?EF|Z5ﬁ'§|':|:'| buffer overruns E"J{'&ﬁg

o WMIRE

= Windows
m |IDE: visual studio
n JFIEERT Msvc Compiler
n RIFRSE o
n WAECE:
s FB: /es
n VSEERFEMHIGS
BE(Q): [E#(Release) ~| PAP): [EHWin32) |
o REREE BEEEE &
&= BERNEFER &
st BE C++ BE Z(/EHsc)
SC/Cr+ RS =
= EAIRITAHeE BRiA
7ntd b= pviny BER (ML)
FAMERE SHaRE BRI 2NN
v EhReeRE =(/GS)
g;ﬂ% R =
13 = = S
. it BHEEESE O
m XF: ses-
s KBHEE
n XL

B strict_gs_check pragma

m Bk

W #tpragma strict_gs_check( [ push, ] { on | off } )

B #pragma strict_gs_check( pop )

L1 TR

// pragma_strict_gs_check.cpp
// compile with: /e

pData



size_t cData

// *** This buffer is subject to being overrun|| ***
pReversed

// Reverse the array into a temporary buffer
size_t J i eData 1 i 3
// *** Possible buffer overrun|| ***
pReversed J pData i

// Copy temporary buffer back inte input/eutput buffer
size t 1 i cData i
pData i pReversed 1

pData

n RERA
» B HERTREAFTERZEFNE
» EABR: FECETER, AFIHABLENEREMFERRBRAEBREE, X

ERE
] iﬁif . __declspec(safebuffers)

n Z5:
// compile with: /e /GS

X
BUFFER

BUFFER ¢cb
// Use the buffer...
safebuffers

BUFFER ncb
// Use the buffer...

n UREYEE



GS

o

[ ]
n Intel

n JRIEES:

" BH

[ ]

[ ]
ST R
n Ef#E

r
test Property Pages.

=)

Configuration: [Adive{l)elmgl

Commaon Properties
Configuration Properties

General

Debugging

T+
General
Optimization
Preprocessor
Code Generation
Language
Precompiled Headers
Output Files
Browse Information
Advanced
Command Line

Linker

Manifest Tool

AML Docurment Generator,

Browse Infarmation

Build Events

Custemn Build Step

« 1 L3

»| Platfomm: [Wnaz)

=| | Configuration Manager... |

Enable String Pooling
Enable Minimal Rebuild
Enable C++ Exceptions
Smaller Type Check

Basic Runtime Checks
Runtirne Library

Struct Member Alignment

Mo

Yes (/Gm)
es [/EHsc)
Ne

Both (/RTCL, equiv. to /RTCsu)
Multi-threaded Debug DLL (fMDd)

Default

Buffer Security Check Ves

Enable Function-Level Linking
Enable Enhanced Instruction Set
Floating Peint Model

Enable Flosting Point Exceptions

| Buffer Security Check

Ne
Mat Set

Precise (/fp;

0]

precise)

Check for buffer overruns; useful for closing hackable loopholes on intemet servers. The default

is enabled.  (/G5-)

amCanceing

Apply

Intel C++ Compiler

Windows -
n B

®  keyword -

/GS[ :keyword]

GSE’\] level

m off > /Gs[:off] | BRE, XHFIGS

B = /GS-

m  partial -> /GS[:partial] : FH Microsoft visual studio 2008 HIAT HE=level

m  strong -> /GS[:strong] : @

Studio E"]*ZI_T;E

B = /GS
Linnux / macos
n FE:
= K

-fstack-security-check

-fno-stack-security-check

HEBNZENE,

%ﬁ%?ﬁﬂ& Microsoft Visual

38



.data

Security Cookie
(FAD
Buff
2
= [~ Security Cookie
o (PN EE0
@]
EBP (#fE20 text
(R hE (EE MO

leave
ret

|call security_check_cookie

. XFRER

s RAEPEF)A esEEK = 6s puffers SCIPZE) P X5 H A
n HEREFESFIONEIN S ZE N DORE K ERRE P EIE security cookie
» IRWEEBHINE, BIBRPXKE, BET Bt . SEQ@esoit |
%, MIGITES(runtime)2 B security cookie o

HRBEHRIS
» SITRSRERFHATRRBEREER it SR EIX LRSI Z AT, 10 cookie RITTEEM,
DB R
o fERARR

» EITRMREREEFRERIRE

6" Buffer overrun detected!

Program: %s

A buffer overrun has been detected which has corrupted the program's

internal state. The program cannot safely continue execution and must
now be terminated.

a5 TGS

o FRARWRIFHAE



o RLENTHCSHMREMNRIIMEEIR/)\, AT EMBENREMRERY. H11, —TRBPAEZ4FTHIULNED
X, BMEGSLT AR, XTREBERAZRIPHY. ELt, AT XL REL, IS5 Hshellcodei# 1T
]

o BEII¥EMcookiesE
o GSIRIFHMFIRA T L TMREMNER, KEETUNESTIHEHERITESRFMNcookied, BE2XMIC

FERERTHNAMASNKE (REERB ZIZ895E1R)
n IRHEE
m http://uninformed.org/?v=7&a=2&t=pdf

o BERERE(E)
o *E]?_P\ﬁfflz@&ﬁ@ﬁq, j’%ﬁ*ﬁﬁ Security Cookie , ﬂﬁ?ﬂiﬂ‘]?ﬂ%f?’fﬁ’ﬁ Security Cookie 2%*)]?%*%’?7&*%#‘]

1E, PAIASSHIITERRAOE . BISNER o RORE R EUE L BN T SEHL R THEE
» %88 Security Cookie

.data
#=E .data =5 Security Cookie
...... AlFE

Security Cookie
EBP

iRk

Buffer Buffer /
A%
i i / .text

call security check cookie

leave
ret

IREbR Y

o WiHiRHAE
o GSHIHIKAESS sen fRHRIP, ELL AT MBS W L2 7R E BN HIAZISZ T GSH B M. BEMEBKEFF

7
SESHEFELIEEH, AEMEA— TS, BEFMIBEARBLE ATRELEETHERES, AtA @Y
IS SEHRIZHITE 7 N ELRTE.

° ﬁﬁﬁ%?ﬁe’f}z%ﬂ .data EF'E’\J Cookie
o FHETE security Cookie IEFE TIERYIEN FEMEET, BT cookie EFRIBAIFEN M, ¥LAIEN, AT RBERIASE

%A .data Y cookie SEMGET. MIIEFIRAY shellcode (EFIMBRIAVEBELT .data AT cookie , BIPISEHR
GSZed.

EESAINA

gcclmiFEzS N fstack-protector

o gccBARIFSE
o fstack-protector
s

» INRE: FREKRARLENMERENEEENRENE

n IBE
®  Linux / macos
n IBE
L] ﬁ)-E‘-l' -fstack-protector[-keyword]
u 9&|‘7HI -fno-stack-protector[-keyword]
n R

m keyword

{EAI £ BRI ZE TR (any type of buffer)EF i {THEATH

m  strong -> -fstack-protector-strong -
HZENE

m  all -> -fstack-protector-all : B K (every routine)#iH I TLZENE

n B> -fstack-protector : XN FENFRFELETZ(string buffer) i % HH T 246

|4


http://uninformed.org/?v=7&a=2&t=pdf

L] M:?EFH gcc/glibce E{Jgilﬂ
L QD%?QE, E)’)”\Fﬁ Intel El‘J;EI)nh
] %'ﬁl\a: -fstack-security-check
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SafeSEH

® SafeSEH
0 = safe Exception Handlers
o EM: BELERIP
n MIRFET safesen , MARFRRZER—THRE, H zerspmes 9 pox
n ATHERRIERS, BHREEXGNEELIEEREM
o BM: BRTHELEEEERELERFNRFIRRE
o EBE
m FF/3: /SAFESEH
m X[F]: /SAFESEH:NO
o ¥fE
m EWin XP SP2R EEERRA AL, FMIERSIAN T ERZRS.EHRIHHISafeSEH, [RIBRERE, EREFR
TARSEAERKE], NEFANEEOBEREHIT-RIINERMERLE, SRINFELRRAAIER
BRI FEMBRMVIER. SafeSEHENBERIERGSHMFSMNNESSF, “HR—IRFER
SafeSEHHIRIFEES . FEVS2003 R fGEERRAFENABE.

n QX xee A
n A PBLEELZINET RELERERNTES
n 25
" x64
» HXTHR

B ml6d.exe = x64 E’\] Microsoft Assembler

nelows < SEle i W\I'J\_ﬁlérnqLJarnli:e.r:r:wr11 )
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SEHOP

® SEHOP = Structured Exception Handler Overwrite Protection = Z5#ftFE BB ERIP

o HE
s - FRENEBEHEEMIER, EFRBOMIENSEESSEMESELERR FEANENT A

FEZ2MTE, WMEHIEIP (IEHERRITRIE)
m seHop | BRI IEMRERE N TR RIS R
o AR

n HERRFBRREX D IIEERTE2009F, ZIFMARLEIFEWIindows Vista Service Pack 1, Windows 7,
Windows Server 2008 1 Windows Server 2008 R2, IRENIMNELEMRAE. EEU—FSEHT EBMAR
R, BEXNTERHERNSEHEMHT L2, KIAMNARFEESETSEHKE,
SEHOPHIRZ/IOVEAGIFZ Btk PANFR B SEHEM R, Shl@&=E—1TSEHEN, ERE —TFHNEE
WIBREFEE, EANE—TMITNTDLLRHRE, FELER, HRASEESARENE, ALt FEE
AN R 2RI AR RS R5ER, [EERNSEHRXMS NBRFHIT XM, ELNBERABM
R EE, RRAFBERIMRNALFE 7 SEHOPENT], fEWindows Server 2008 F1 Windows Server
2008 R2TFSEHOPZRAZ FFERI, MEWindows Vista Service Pack 1. Windows 7 FERIANIE X F8Y

= SEHOPHIESMEMEIXES EHENTEN, ERFEAFRELIEFISEHOPARQES EHEE LRE—T
SENEBERBERTANRAETNERSENIERY, RE, WRARXES EHESEREE, BFATMN
ERTEHRINEENAERE; MRENRISRE—TEEULERRIELIRBOSS, MLEAS.E. HEEHEIK
IR, AIEERAETS.EHEER T, BRBEIASENTHIINRELERE,

. RERDES. E HEM RS E AR R I B E A MRS <t BMRIESIRIBIFRERH#ITIRR, SHfE
FHISENRR, RASMSEHEFINESEARRMFNIERE, SELBRINIEHC2BE
=, BERNREMSEEE, BT —RIIBEGF A ShellcodefilfT,

» ATESREMERIUEHNENES TEM T —F B BEWINIEH, XHEMNE, S.EHEMASWRK
R, MTIESEHOPHLHIEIZ,

n {ERIISafeSEHIEE R4 7R, SEHOPHE R 7ESafeSEHRIRtIIsValidHandler R EARIQAEITHI, 1
SIRM ARG MBER Z SNt HbhE IR S Safe SEHIRIRI A # T AE T, DAEEEETH
FE

o FRIKSEHOPJ A

» NEREHS.EH, MERERIUREM ISR RS

n FAREASEHOPRIE LR

n {HIES.E.HEE
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22X m

o M
o =5%
s BET
» REOREE
m overwrite a function's return address
n FELEBHbIE
m exception handler address
n RLERINSE

m certain types of parameters

s SR srxud E3F
n EEEHISTIEFE A/ IRRHIAIFRLER S
» TIRERMFIKE

L e 2 eI

// compile with: /e /Wi

// for strepy use

// Vulnerable funetion
str
buffer
buffer str = // overrun buffer |||

// use a secure CRT function to help prevent buffer overruns
// truncate string to fit a 1@ byte buffer
// strnepy_s(buffer, _countef(buffer), str, _TRUNCATE);

// declare buffer that is bigger than expected
large_buffer
large_buffer
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ROP

® ROP = Return-Oriented Programming = EEREIZRTE
o Bft4: —TIEFER=FA
n ERIbcUIBREEMNZ T retqBIN—ERIBSH EN—BRBRANEE, MMARIKRENBR
o MRTR
n AftAZretq?
n FARretgiEREMERNIT, HELNABRE, MEXERHERS HEHIRMELIE
n BBSEUNEIZE ?
n FEF AretqilTRIAIPOp regie <, Bk EMNATHEIEHNTESR L, KIAZIFRER
n —EretqiE S RMNBER TR E BMIAIREM, AT Linflretgfs TR B —Erretgfg <k, WIR
EXEETREBR, BHEIS—Fretq, HEEIREBMREM
n TEret2pltiE 55k, BAUEMPPR(pop, pop, retyig< &5, LHURFEHITS Mstrepy AR, HX
ME—MRERMROPAE, ROPERret2pltlIFRAR
» ROPFERITHIRE, HERETEMIEMBIENE? REIETURINESEESRNINER—, MIEENM
FEAN KT BARE? WRAGFELIRSMRHAIBAROPHEZRER TR, HaiEl, ROPRIMER
libcHI+E < SLIVEAZEETNRE
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Heap Spray

Heap Spray

® Heap spray = HEBSHZA
o Bft4: —HhpayloadfE @A
n {EENESRIGShellcode B TERTFUMAIHERLE |, SR/FFREHBE A Shellcode
o BER
n NMERETHBHEZMRENETXIRERE , EREERINER R SH LGN NE Bkt
(MERBIRER) WEE. EMENKER, WEHREShellcodeENEFHAE, FEHEIIIRESR
ShellcodefJi2iAtIt R R EEFERMITEN., FERFFHERGFREUIMWE S . B, SR
B —LHMBIMER R MIRME R RARANARE, FEEERE TS EMMEUTI
o Heap sprayf R AKKEfE 7 1X—(a)fR
n 2, BRARAGRKRIFIEE Javascript R iEAEMERFIREFEER, ERBERENNRER. BR2HE
BH—SRA. ERE¥R, SkyLined?E2004FE N IEMIFRAMEREATE Mexploith7 58— RIEXIRE T

Heap spray.
n ZEEEFERRE, Heap spray B AMITIEDSIERRA, HEBMNARSHEKES (MPDFFEIE
)
o [RIE

HERRETIRA

RF A
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Shellcode

Shellcode = B3

o 2ft4: Shellcode2—/NRAHE = Hifa

o {ER: SLUFARHIRE

o BIRAR: HIMA shellcode EERNEBEBM—T o< Llfx=shell
» WEHEEBF BT XN RIHEHIZ ZITEAN

o ERMI: () #2813 (48 G5 shellcode)

o BER: EIELHE
L0

#tinclude <stdio.h>

int main()
{

return 8;

printf{“Hello,Worldt\n™);

RERRP A CIBSRIFR TCRS:

H
#aews iCwE

main| |55 push ebp
8BEC mov ebp, esp
83EC 40 sub esp, Bbxud
53 push ebx
56 push esi
57 push edi
68 1C204200 push pay2201C ASCII *"Hello World?!",LF
E8 1D0OOOOO call printfgudbgind_blockeressges
83ChH by add esp, Bxi
33ce xor eax, eax
5F pop edi
5E pop esi
5B pop ebx
8BES mov esp, ebp
5D pop ebp
[H] retn

u
o Shellcode/RiB5 3
=EERF A Opayload
RIS CES
FEEAUES
EE3UE (T B

JRhs :
shellcode

O

RERSERY
EBRED shelllcodel

shellcode




Shellcode

ShellCodeZi 3 SRS @ RaemsTRBSRE

BABCFFSA
BABCFFSE

BABCFFSEC

BABCFFSE
BABCFF61
BABCFF63

BAOCFF68
BABCFFGF
BAOCFF72

BABCFF7B
BABCFF7D
BABCFF7F
BAOBCFFB0)
BAOCFF81
BABCFF82

BABCFF8Y | .

BABCFF86
BABCFFB8
BABCFF8D
BAOCFF8F
BABCFFI 0|
OABCFF93
BABCFF95
BABCFF98
BABCFFYE
BABCFFAB
BABCFFA1
BABCFFAL)
BABCFFAS
BABCFFAA
BABCFFAC
BABCFFAE
BABCFFB3
BABCFFBS
BABCFFBA
BAOCFFBE
BAOCFFBY
BABCFFBA

on nop BABCFFSA| 98 | nop
| nop BABCEFSE) 00 _nop .
aace xor eCX, BCX BABCFFSC aaco | Xor ECX, BCX
B3E? DE sub ecx, -@x22 BABCFFSE B3E? DE sub ecx, -0x22
DYEE fldz BABCFF61 DYEE
D97424 F4 fstenu BABCFF63 DY7u2L Fu
non BOOCFEGZ] SR nog £
8173 13 3D465E! xor dword ptr [ebx+0x13], Ox955EL63D BABCFFO8 8173 13 3DU6SE| Xor dword ptr [ebx+8x13], 0x055EHG3D
B3EB FC sub ebx, -Ox4 BABCFF&F B3EB FC sub ebx, -0Oxk
“ E2 Fh loopd short B@ABCFF68 BABCFF72(* E2 Fh Loopd short BAOGCFF68
?FHWWMDS OAOCTT 70| TC cid
[T T rol byte ptr [ecx], 1 PABCFF7S| E8 44000000 call BABCFFBE
ch 22 int 0x22 BABCFEZA|  BBAS 3C noy eax,
(1] nop BABCFFZD| BB7COS 78 nou edi, d
5 inc ebp OABCFF81| B1EF add edi, ebp
u7 inc edi OGABCFFB3| BB4F 18 now ecx, dword ptr [edi+0x18]
B1 1E nov cl, 0x1E *uﬁﬁa BABCFFBG BB5F 28 moy ebx, dword ptr [edi+8x28]
72 SE in short BABCFFEY BABCFF8Y 01EB add ebx, ebp
D5 Ch aad BxCA BABCFFEE| 49 dec ecx
1D 47B5DCB6 sbb eax, BxB6DCBSHY GABCFFSC| BB348B mou esi, dword ptr [ebx+ecx=i]
- 72 D5 jb short BABCFF&A BABCFFEF B1EE add esi, ebp
9y xchg eax, esp BABCFF91 I1ce xor eax, eax
D377 9E sal dword ptr [edi-8x62], cl BABCFF93 929 cdg ﬁﬁﬁwﬁﬁ
ac 91 or al, Bx91 BABCFF94 AC lods byte ptr [esi]
C2 9EE1 OxE19E BABCFFOS| BuEH test al, al
3N87 D4983CEY | chp al, byte ptr [edi-@8x7BC3676L] BABCFFO7(, 74 07 je short BABCFFAD
BS 61 nov ch, Bx61 BABCFF99 C1iCa 6D ror edx, 6xD
86 push es BABCFF9C a1c2 add edx, eax
1278 91 adc bh, byte ptr [edx-@x6F] BABCFF9E|™ EB F4 jmp short BABCFF94
ug dec eax BABCFFAB IB5424 B4 cnp edx, du 3
A3 D5CAT1947 nou duord ptr [Bx4719CADS], eax BABCFFAL|™ 75 E5 inz short BABCFFBE
BS F2 nov ch, BxF3 BABCFFAG| BBSF 24 nou ebx, dword ptr [edi+0x24]
B6 b nov dh, Bxhn BABCFFAD G1ER add ebx, ebp
15 1E625A5F adc eax, Ox5FSAG621E OAGCFFAB| G66:BEOCUB noy cx, word ptr [ebx+ecx*2]
* 7E B6 jie short GABCFF6E BABCFFAF BBSF 1C mnov ebx, dword ptr [edi+Bx1C]
5A pop edx BABCFFB2 B1EB add ebx, ebp
D5 94 aad Bx94 BABCFFBY|  BB1CER moy ebx, dword ptr [ebx+ecx=l]
D& salc BAOCFFBT B1EB add ebx, ebp
CF BABCFFBY B95C2h B4 mou d , ebx
02B1 3I9856F55 | add dh, byte ptr [ecx+8x556F8539] BABCFFBD c3 retn
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WindowsZ&ET &

LT BWindowsE A ZEHEM TR, R, ERF.

e WindowsHeEAN/IMEX TR
o MARBRHSEIXIEA: op = ollypbg = olly pBG

o FBAMIWindowsiEi TR: win0se = windbg
o AN ERIXES: Inmunity Debugger
o FEMNZEREEMIEA: Metasploit
o BEA
s BERCHETR: ma Pro
= LLDB
HAthmT:
e CAIN

o Zfta: Oxid.itHZM—THIIMicrosoft iR EF R AN R RO MENNABIRIRMIL TR
o Him: EOSWBLERE—ERK
o INEE
n RRIRER, WEHRE, BWEMZEO<S. BBEHTEANOL. ERO0SME,. EREFOLMDTEATY,
EERAARITAM P AERVOIPILITEIES,

THIFHENAE.
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L 9mes

® disassembler = L4
o RICH3IZE/HER
L=
m  [4R3|%E = disassembler engine
m  CYRIESE = disassembler framework
= BL
m  llvm
B capstone
n FRELET: Capstone
B Ollydbg E’\] ODDisasm
B ODDisasm = 0llydbg Disassembler = Disasm()
= EW
m Assembling and disassembling

B BeaEngine

B udis86
m  XDE
m XtE
= udis86 vs BeaEngine vs capstone
n Y
m [4BE: udisse > BeaEngine > capstone
w fRIBBETI: capstone > Beabngine > udisgs (UdisB6NSZIFHF 1723 DT, HRAFIDAES ZIHIIM)
m FAEZH: capstone > (udis86 = BeaEngine)
n X86i RIESE: capstone > (udis86 ~BeaEngine)
m iR

n IIRIRBEERNR—TX86/64 THIMBEN IFEINARIBREN NBNRILHRS | ZE, HETFTEESE
|OWTXMAFIRAVIE, FBAudis86EIENR

» NRGARSETTERDINEEAIE, FB4BeaEngineScapstoneBEMR; MRIREFTE
ARMHMJZET35801E, capstoneMiZEEEATR
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udis86

® udis86
o Efta: X8eZEMMRILHmITE
n RCRIR = RICESE = RICHEER
o —a)IEHIAR: Udis86 is an easy-to-use, minimalistic disassembler library (libudis86) for the x86 class of
instruction set architectures. It has a convenient interface for use in the analysis and instrumentation of
binary code.
o Mk
m Udis86 is a disassembler for the x86 and x86-64 class of instruction set architectures. It consists of a C
library called libudis86 which provides a clean and simple interface to decode a stream of raw binary
data, and to inspect the disassembled instructions in a structured manner.
» udis86XFEAIX86Y RISSESR MMX, FPU (x87), AMD 3DNow, SSE, SSE2, SSE3, SSSE3, SSE4.1,
SSE4.2, AES, AMD-V, INTEL-VMX, SMX
n Udis861RME T —ERICHENE=FFE, AFPABTRSIEHITY B, udcliZETUdis86rI LR L
B, &£EUdis8eMBE, B an<1T I IRESZIM LR
o FM
= GitHub
m https://github.com/vmt/udis86
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dnSpy

® dnSpy
o —HJiEHEAR: a debugger and .NET assembly editor
o 1R IEREHEEN Nner BT
o IfgEE
n IfBEAAM
n YRIEER
n EAiKER
o [RRiEER
n XIFREEEY RINGE
o EH[E

slw #=8H €

1 wvalue, restrictions, K
behavior. Synonyms, useOdbcRules) { Db
(value, synonyms, useOdbcRules). restrictions. behavior, synonyms,

connectionOptions)

ate DECo = commectionOptions,
restrictions avior, Hashtsble synonyms,
nustCloneDictiona

chavior || behavior —

behavior:

¢ = connectionOptions. |

connectionOptions. |

= connectionOptions
= connectionOptions. K n:
ord && | connectionOptions.

u
= Github
m 0xd4d/dnSpy: .NET debugger and assembly editor
m https://github.com/Oxd4d/dnSpy
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ILSpy

® ILSpy
o HE
<53 |LSpy O *
File View Help
Q b # - cer2/vs2017-] 41 @ £ )
=3 mscorlib (4.0.0.0) C#1.0/V5.NET § s/ System.Deployment.Internal.Isolation.Manifest.AssemblyReferen ~
2 References C#2.0/V52005 fusing |...|
1 Resources C#3.0/ V52008 ) i
o - :C—#imﬁn—p‘ [StructlLayout(LayoutKind.Sequential)]
X ’ |G 40/VS 2010 | 5pternal class AssemblyReferenceDependentAssemblyEntry : IDispos
{} Microsoft.Reflection C#50/V52012 §{
3 m!‘-msoz-s;”;”e““t'”g C26.0/VS2015 [MarshalAs (UnmanagedType.LPWStr) ]
icrosoft.Win ublic string Group;
C#7.0/VS 2017 P B [
{} Microsoft.Win32.SafeHandles i
{} System CET1/VS 2073 [MarshalAs(UnmanagedType.LPWStr)]
{} System.Collections C#7.2/V52017.4 public string Codebase;
{} System.Collections.Concurrent I
blic ul Size;
{} System.Collections.Generic e e s
{} System.Collections.ObjectModel [Marshalas(UnmanagedType.SysInt)]
{} System.Configuration.Assemblies public IntPtr HashValue;
{} system.Deployment.Internal
{} System.Deployment.Intemal.lsclation public uint HaoshValueSize;
= {} System.Deployment.Internal.lsolation.Manifes
public uint HashAlgorithm;
Base Types public uwint Flags;
4 Derived Types %
b Codebase : string [Marshalas(UnmanagedType. LPWStr)]
% Description : string public string ResourceFallbackCulture;
W Flags: uint
@ Group : string [MarshalAs(UnmanagedType. LPWStr) ]
@ HashAlgorithm : uint public string Description;
v - i
s :as:‘il elmelnlts P|SECtIDI"I [MarshalAs(UnmanagedType.LPWStr)]
¢ H::hV:IE:S;in:' I:.lrint public string SupportUrl;
? ResourceFallbackCulture : string public ISection HashElements;
W Size:ulong
L] SupportUrl: string ~AssemblyReferenceDependentAssemblyEntry ()
=4 AssemblyReferenceDependentAssemb H s
=4 Dispose(bool) : void = - S " 2
n > >
PZ-IN
o M
= Github

m icsharpcode/ILSpy: .NET Decompiler with support for PDB generation, ReadyToRun, Metadata

(&more) - cross-platform!
m https://github.com/icsharpcode/ILSpy
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winchecksec

® winchecksec
o fEA: WindowsEHSREWMN TR
o XFFMMANT maf
B ASLR
m /pynamIicBase with stripped relocation entries edge-case
m  /HIGHENTROPYVA for 64-bit systems
B Code integrity/signing:
m  /INTEGRITYCHECK
= Authenticode-signed with a valid (trusted, active) certificate (currently unsupported on Linux)
m  DEP
m BUFRD wax, wx
B Manifest isolation
B /ALLOWISOLATION
m  sed F safeen
B SEH = Structured Exception Handling
B Control Flow Guard ﬂ] Return Flow Guard instrumentation
B Stack cookie

" /GS

= Github
m trailofbits/winchecksec: Checksec, but for Windows: static detection of security mitigations in
executables
m https://github.com/trailofbits/winchecksec
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Exeinfo PE

® Exeinfo PE
—a)iEHER . Packer compressor detector / unpack info / internal exe tools

o X¥K¥AR
= Android
m Linux
= Mac

o HE

T Exeinfo PE - ver.0.061 by AS.L - 1079+93 sign 2020.05.25

oo EP Section : px1

First Bytes :  &0.BE.00.40.64

e - Windows GUI

File Size __ D019EAQCh

" Image is 32hit executable

u
e Exeinfo PE - ver.0.0.4.2 Multfile scanner (=1 .. Exeinfo PE - v
Scanned directory :
.. (2 G =
Entry Point ; [00028A6C
File name Header info : [ Continuum.exe ] - Size of Code : 0A7000h - decimal : 668 KB
- : : : Fieffet:
MSItoEXECreator Qé - S
Linker Info : [2,25
Size of he
Size of op
Mumber of 'Y Image is 32bit executable
Base of C QSetup Instalation Suite [ v11.0.0.1 ] www.
Image Ba Lamer Info - dodatikowe informacje ~jak i czym rozp
- try: mmdzibnnur(s:tsnﬁu)andlate m @
lagic opt]
i- .NET Directory - RES.Size : 491.27 KB - Continuum
(DODABF24 2/
—_— PE Header - COM Descriptor Area
S0 Member F A ber
Global PTR : 00000000 b d Jstdag Signature BSIB (str)
- e Major Runfin MajorVersion 0001
TLS Table : 00000000 00000000 Virg ' ; o " 0005 Minorersion o001
=i 3 0 00096A48 addrto... | | Reserved 00000000
Load Config : 00000000 iDat or = 000124DC  73.21KB Versionlength 000C
Bound Import : 00000000 A a2 bit, 1L lib ) 0001 IL only VersionString v2.0.50727
ryoint Token - code 050000DA Fiags 0000
Imp.Table IAT : 1 Resources RVAddress 00018038 NumberOfStreams 0005 Std=5
. Resources Size 00000224 0007AD10 431.27KB
File Characteristics =] Stronghame signature RVA 00000228 00000000 Meta Data Streams
/ .NJ | Stronghame signature Sze  0000022C 00000000 O bytes .
f . CodeManager Table RVA 00000230 00000000 Name | Size Save all M.D.Streams
CodeManager Table Size 00000234 00000000 o 00004840 - 18.81KB 5
VTah\E Fixups RVA 00000238 000000 #Strings  00004A20 - 18.53KB
0000023C 00000000
A_00000040 00000000
atorDemo.exe |
DLL Characteristics : 0000 - Bits [ 1-16]
S e & k Exeinfo PE - ver.0.0.4.2 - 917+38 sign 2015.12.01
* (R External DLL ver.
EH : Freeware version
sauoo S— : o | 7 ES
T - - - - L www.exeinfoxn.pl =
A A S A
PrRIN
o LIt
=
= EW

m Exeinfo PE by A.S.L - compression detector and data detector
= http://www.exeinfo.xn.pl

= mirror
= http://exeinfo.byethost18.com


http://www.exeinfo.xn.pl
http://exeinfo.byethost18.com
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Detect It Easy

® Detect It Easy

o fEIFR: bIE

o #HE
Detect It Easy v3.00 — O
File name
CifUtilsfupx-3.95-win32/upx.exe
File type Entry paint Base address 7 Haszh
| PE32 = ~ 00sf6550 Il = | Disasm 00400000 | | Memary map = tr"_;gs
PE Export Import ! Resources 4 NET TLS Qverlay Entropy
Sections TimeDateStamp Size0fImage Resources : i :
0003 - = 1970-01-0101:00:00 0013000 Manifest Version
Scan Endianness Mode Architecture Type
Detect It Easyl[DiE.] v LE 32 1386 Console
packer UPX(3.95)[LZMA, brute] 5 |2
compiler MinGWI{-1[-] 5 |2
linker GMU linker I1d (GNU Binutils)(2.25)[DLL32, console] 5
Opﬁon_s
Signatures Deep scan About
. ¢ . Scan :
]
= GitHub
m horsicq/Detect-It-Easy: Program for determining types of files for Windows, Linux and MacOS.
m https://github.com/horsicq/Detect-It-Easy
= BN

= . NTinfo:.
= http://ntinfo.biz/index.html
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= PEID(PE Identifier)2—RERNERTHR, HINEE®EA, LFAINUOUNEMAENT, HHECHET470M
PEX RN FE B R
o PRI
o FEAHEEN: JEPEXHEMAORAMAEICERNER
o REPEER: DRANREAEIERNER, XMRAEE F—MIEETEE . BERA
n ROIEHEED FAIREMEAEETIPEXY, BIKIEXFNRERER, PEIDRNER ZHIZHIANK
A, FRA—RAREEMRIGIEERAERE. IRMREEXN L FEREMIBIER, EF—MERE, R
REZms R
o ERLIEIN
= peid -time
n BRER
= peid -r
» AEFER
m peid -nr
s FMEETFER
m peid -hard
n RAROMIEER
m peid -deep
» RARESHEER
m peid -norm
» RALESEEER
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IDA

° IDA
O = IDA Pro
o XFFH
B Windows
B Mac
B Linux
o BNHEEEF
= IDA Pro is a disassembler
m A disassembiler is a piece of software used to translate machine code into a human readable format
called assembly language
= |IDA Pro is a debugger
m A debugger is a computer program that assists in the detection and correction of errors in other
computer programs
m |DA Pro is interactive
m |DA Pro is programmable
= A plugin architecture allows a program to call external code at certain points without knowing all the
details of that code in advance, therefore adding functionalities to the calling program

= Hostile Code analysis
m Vulnerability research
m Commercial-off-the-shelf (COTS) validation
m Privacy protection
m Other uses
o THf
» IDAR—PMERNEKNIRINGIRER RICHEIE
» BRBANGFSO T IEAMEER)
» EOWBAERRRE. BEAEEEENE
o A%
n IR
n BMEREETERIMERS, BEIMAdump FERAERRS DT HBERIE XL B FEZREN
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Ollydbg

TODO:

s

o EETF LB ABNETEIIASHI<ERollydbgM\F Fifcracking>, EEEIFMEIN B T odiIER,
BR—iE.
o {EAOIyDbgMEFF A Cracking(B54)- FHhXEIF) -EESL2I0IE
m https://bbs.pediy.com/thread-184679.htm

e 0llydbg
o —A)IEHAR: OllyDbg is a 32-bit = x86 assembler level analysing debugger for Microsoft® Windows®.
Emphasis on binary code analysis makes it particularly useful in cases where source is unavailable
o INEEFIT=
m |t traces registers, recognizes procedures, API calls, switches, tables, constants and strings, as well as
locates routines from object files and libraries.
m |t has a user friendly interface, and its functionality can be extended by third-party plugins

o BF
m olly FEFIEE: oleh vuschuk
o N

m OllyDbg2windows¥ & TRing 3% iFix 83
n REKF

n FESSLEF

n EEGY RINEE

n BESHERTREANSEKIIA

0llyDbg - DllyDbg.exe B 1Ol x|
File Wew Debug Trace Windows Help

LIEMW|T|c|R

E| B|m|H|

& cPu - main thread, module ollyDbg — Ol x|
Add Hew_dune Cornand Source Realsters (FPU) =
351 5500 WOR, RCH, RSP R GOOEEEIE
= G| - ES SAr0ePes |CALL _ securitu_check_cook = [ CP250 ASCIT "LLUSERSPROF T
5 6| - 48:5104 CBERY ADD RSP, 208 R AAaEea1FE
= g FOP RDI REX X
& 5| - c3 ETH RSP 03 1EF
= = - i} FEF X
= Al o IHTS RSI u
& = | e fHE Re' RASCIT "ALLUSERSPROF
Stﬂiﬁ;r‘;ggtc = 7] T3 it] N
int n,nlist, — B & e G Fo it
LR R 5 44:594C24 20| HOU [OUORD RSP+281,R90 wchar #tent,wehar | Fi2 I
s + ddigoedzd 15| MOU COWORD RIP+181, RGO I LS o
S e et i
t_modu le #pr : +81,
tosroline ke TP o L RIP  GEBBBEA1_3F44E649 01 1yOba. BEE1_SF44EE
- oag HQU ROI) RSP co 39 FS o053
o . 8 e i
F3:RE REP ST05 COWORD ROI] 78 08 LastErr PASAEAES
45:1EE8C24 PR HOU RCH, [HWORD REP+EFE]
1 42r5ERETReES] N0V RO CREC QUORD —_szour ivy_cookie] ErToaenzhe | (0. B HE HL NS, PELGE, B)
indsod . 4giEEcd i, RSP 570 enpty 8.0
g st I 4i335424 Dod DU TGDRD ReF+eDED, RN > 571 cnpty @la
Readsouroe | RaD=po0E000 ] ) - Sl
1= CUTTEnt regdisters. “fl5T3 empty 8.8
o Checkuhe 1=31BCZERR (current pegister ST4 empty 8.8
Dooal ooUis foon 1 SFodaect. | Srebesi i SFanEses, 1_sFaorese :
375 empty B8
source.oppi 20 wchsy #teut,uchar #Fname,t_srosdt whewbent, int #nsutent) - PR -
ddress Her_dung « [Adres= Ualue BSCIL [ Corments -
; T
] [t E7 49 SFTEL PR G G653 Fr7 a9 SFTL i_| Fi
& Sl S W S e BBER_AA1EF798
= (28 Ec 49 ool oo o g 1o E; 20 F BR1EF X
—— ([ SEERE RIE B RRE R | R -
N main |Bllwoe = % Eg 4o aFlal oo oo GoIE: ER 43 oF BG05_Aa1EFTAS PT42FED| miBw | RETURN to kerne 32,0006 7T42F5E0
27. main Ol ly0be _ ol 05 ES 49 SFl ] o0 oo 0p 02 Eé 49 SF a@e8_oalEFFED _|
26. main Ol lyObe i [ES Ec 49 SFTO]l Do Of GO RS ES 43 ZFTL a@8E_Ba1EFFES i_|
o main  |olloe ~SF4FEGEA[GA 7 49 AC[Al o b Ao 40 Ey e AF BBAR_GE1EF7CE
N main |olooe = FN S I T N R W el S BBER_BA1EFTCE
EEN main |0l luOb: = [l Ec 4% 2Bl oo o9 o 3o Ec 20 Sk L B2 i EF 705 X N
3 main  |ollhoe. = SG Eé 4o SFlal oo oo Gola: Ee d4v oF 8605 a01EFT0S N W2fw  |RETURN to ntdll.opes_7reeszst
21, main Ol lyOb- _ [1o E7 49 SFI0] 00 05 05 53 E7 43 2F a888_aalEFFED )_|
2a. main Ol ly0be _ [ES Eg 43 SFTol oo Of GO ES EQ 43 ZFTL a@8E_Ba1EFFES _|
19. main Ol lu0be _SF4F| Wﬁ_ﬁﬁﬂ%&ﬂ 7 SEEE:SE 7??@ =
iE nain |00 o0o| LB SFEERFalEs FA 48 SFTAI Ao o o oo Fe oy ARARAE PR
17 main |0 lyObg U SF SRRSOV £ B, LETTE LA e —
160 main | 0llyObg 172 HAU CBYTE RAXI, CL
i nain  [OLivDbs i [0 EeyTe Dol i) [ search - Intermodular calls in OllyDbg .
14 nain | 0Ollubbg 173F44E600 MOUSH ERX, [BYTE. RAX
13 nain  Olisbs 1-3redEetl MU Hgy, rhuorn Ropr el OllkDbg ICDmmal"dS OlyDba |
H nain 50bg =
1. nain Ol lyDbg _3F &|HO0. CENORD, REP+201, Oddress EIe] mEsiz D?if HEME
1@l main | 0llu0bg F44ES 10| HOU RCR, COWORD RSP+ Tool_orsiziac EL TRUSERSE, Setlursary] G005y S4TELE | ISERSZ, Settursor
5. main | 0lly0bg F44EG2E, E001°3F31Z2CE EL CRRERNELIS ot ikCaunts] | BOPE-RDSTA 128 KERNELBASE. SeiFickDount
N main | 0Ollubbg F 10U_CRWORD RSP+EABY | G091 or14A02 | CALL [REL BKERMEL32.GetT (ckCount>] | BPFE_FD701126| KERNELBRSE. Get TickCount
7 main | 0Ollubbg 5 TEST ER R pA1~5F314833) CALL [REL <BUSERSZ, Redrsull indows 1 BBAB_ 7754 re08 | LSERSE . Redraull in dow
& nain  |Ollvbba TEF SHORT 1 LL [REL SEKERNELZZ.GerTickCount»] | B7FE_FO7O1130  KERNELBASE.GetTickCount
gl nain  |0llvbba i HUSHAL, [AIOD Rere| BRE| TTTITRNN CALL [REL SEUSERSZ, Preklessaaci ] BPEE_7rS4ERTE | LSERSZ, Peekliessaseh
4 main | 0llyObg 5 EC R 091 3F316AES | CALL [REL EADUAFTSE. IsTentlh icode>] | O7FE_FOAGBr2E| ADUAFTSZ. IsTent Un ioods
EN main | 0llu0bg Z3F44EE3C|MOU LOWORD RSF+38], 0001 SF216273 CALL [REL HUSERSZ. Setbursary] G005 7rS47ELE | ISERSZ . SetCursor
X, nain | 0Ol0bg '3 I|CHP COWORD RSP+381, | &GA1_SFa18a01| CALL [REL SBUSER3Z. Getfurscr ] BB FrS47EDE | ISER3E | Seturacr
n ‘F’aussd

Rz FAZE I


https://bbs.pediy.com/thread-184679.htm

w HERRRAR
» BRIHEEENERRIEESRSMEENR RGN . AFRIE. ThERKA T RMEEINEE

o TR
s EW
n Vi
= OllyDbg v1.10
m http://www.ollydbg.de
n V2

= OllyDbg 2.0
m http://www.ollydbg.de/version2.html

crifan.com, {FEZ24.0E[R(CC BY 4.0){/1% &% all right reserved, powered by GitbookR/FEH: 2021-06-27
11:14:37


http://www.ollydbg.de
http://www.ollydbg.de/version2.html
https://creativecommons.org/licenses/by/4.0/deed.zh

WinDbg

® WinDbg
o M
= ZEwindows¥F & 3B ARRIng3MRing0EX TR
o RIFAZI

» ERRFEEZEET, TERTEAOTRIMEEDRIPR, UESHRRINERE)

crifan.com, {FEZ4.0ER(CC BY 4.0){/1% &% all right reserved, powered by GitbookR/FEH: 2021-06-27
11:14:37


https://creativecommons.org/licenses/by/4.0/deed.zh

REFEN TR

crifan.com, {FHAE&Z4.0EFR(CC BY 4.0)#1% &% all right reserved, powered by GitbookER/FE#: 2021-06-27
11:14:37


https://creativecommons.org/licenses/by/4.0/deed.zh

CE

O = Cheat Engine
o —HIEREIT: AFERREETLR
o THRA
= a development environment focused on modding games and applications for personal use
= GitHub
m cheat-engine/cheat-engine: Cheat Engine. A development environment focused on modding
m https://github.com/cheat-engine/cheat-engine
s BN
m Cheat Engine

m https://www.cheatengine.org
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MHS

® MHS
O = Memory Hacking Software
o HE
Uy L. Spiro Memory Hacking Software | =8| X |
F #®:S IET #sOw  #EE
L X & &
t5iE s i g . %E
ik #ig E|
L. Spira’ s Memaory Hacm
By :
i\ = LY
&7 Windows 7/ s
< " Verzion 5.4.0.0 Fro
Woa 5.1 (FIERMRES TBOL: Service Pack 1)
FARERE © 2009 Microseft Corporatione {RESRREARH|
i oPiiETEEs
Hindows T BIEFL FEEEEENE HE I ER
[# [=] Lt My Sk s T
Figh:
; 2003 Siawn _,-‘C,L-; Spirol 'h'lillclo:l(en e ;
i orums: http:/fwww. memoryhacking com/forums
s B4R Microsort SRPHISIEE, FFBERRET:
Nicrosoft
Nicroseft
4 1 I 1
I TMOP.COM
A
o FTEINRE
m Searching
= View RAM In Real-Time
m Debugging

m Disassembling

= Inject Code

= Inject DLL’s

= Scripting

m Hotkeys

m Real-Time Expression Evaluator

o HH

s EM

m L. Spiro's Memory Hacking Software
m http://memoryhacking.com

= T

= http://memoryhacking.com/download.php
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ModifyMemory
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010Editor

® 010Editor
o
= 010Editor@— T EWR X AgRES T ditHRiEss, §EREBRMREEREITEN LEHIXGNRE
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Capstone

e Capstone
o —H)IEHEA:
= a lightweight multi-platform, multi-architecture disassembly framework
» —PMRELNIFZTEMZ RN RCHRIESR
o R
m lightweight 3224
n {EEHIAPI
m Clean/simple/lightweight/intuitive architecture-neutral API
» ZMIES1EOBIndings
= Python, Ruby, Go, NodeJS%
= multi-platform ¥1FZFE4H
m  Windows & *nix (With Mac macos, i0s, Android, Linux, *BsD & solaris confirmed)
» multi-architecture 524
m  Arm, Armé4 ( Armv8 ), BPF , Ethereum Virtual Machine , M68K , M68@X , Mips , MOS65XX , PowerPC ,
RISCV , Sparc , SystemZ , TMS320C64X , Web Assembly , XCore & x86 (include xse_s4 )
o Fi&=RIAMI
. TR
n T#HEID47T binary analysis
m %[ reversing
o SR
= Next Generation Disassembler Engine
n BT —HRICHSIZE
o AT Capstone
%% E’\JFI'EJEEI‘DJIE Radare2
¥R TE 10a pro BIEE =751

B Intellil IDEA

®  Qemu

B Binwalk

m  camal : CoseincERERMEGBEENDIT
pyew : PythonBEFRSHIT IR
B Cuckoo

® B «ali Linux FEER

n &

m The Ultimate Disassembly Framework — Capstone — The Ultimate Disassembler
m http://www.capstone-engine.org
= GitHub
m aquynh/capstone: Capstone disassembly/disassembler framework: Core (Arm, Arm64, BPF, EVM,
M68K, M680X, MOS65xx, Mips, PPC, RISCV, Sparc, SystemZ, TMS320C64x, Web Assembly,
X86, X86_64, XCore) + bindings.
m https://github.com/aquynh/capstone

Capstone vs llvm

e capstoneiBE Lvm fRIFEIIEZEHAIMCIELR


http://www.capstone-engine.org
https://github.com/aquynh/capstone

Capstone

o MC *Ei}'{q:‘ﬁ/l\&ﬂ:éﬁm%ﬂuﬁﬂ MCDisassembler
B MC = Machine Code

n Al

JIT code

M Loefenin o]

Object File (.0)

u
o M 1vm EEXEPTTRMM: 11vm-mc
» FIBARTFRICREMAR I 4
e capstone 7T BT McDisassembler {ENIZILAR
o BXZFTAEMN A, NERBSHIRIT
O  capstone T:E MCDisassembler EEEHU:?J[ITEME’\]?(%E’\JI}J’EE
m -> McDisassembler BEMIHY capstone EBEEMS
® capstone ﬂ] 11lvm-mc E’\JIX%U
o 1EN
m https://www.capstone-engine.org/beyond_llvm.html

SRILEEES

o capstone#%llvm
o chubbymaggie/capstone2llvmir: Library for Capstone instruction to LLVM IR translation
m https://github.com/chubbymaggie/capstone2llvmir

e NEIR
o IMHE
m Logo
Q S TO 4 S To
g 7 & /\‘&
&) C m X ) m
&
“n G\ N %COEN 2 n G 1“«'
= 3TINE

B Capstone disassembler
m Next Generation Disassembler Engine
m http://capstone-engine.org
B Unicorn emulator
= Next Generation CPU Emulator
= http://unicorn-engine.org
B Keystone assembler
m http://keystone-engine.org

= T2
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/ xxxAsmParser

Assembly Parser
MatchAndEmitinstruction

MatchlInstructionlmpl

xxxMCCodeEmitter
|
Code Emitter getBinaryCodeForInstr
|

encodelnstruction

xxXELFObjectWriter
]
Object Writer MCAsmBackend
|
applyFixup

= DA
m Keypatch — Keystone — The Ultimate Assembler

m https://www.keystone-engine.org/keypatch/

®0® @ KEYPATCH:: Patcher
Syntax Intel ﬁ

Address [ext:0000000000015B8B

Original lea rdi, mutex

LEncode 48 8D 3D 8E 1F 30 00

L Size 7

Assembly [Iea rdi, mutex| ﬂ
L Fixup lea rdi, [0x317B20]
L Encode 488D 3D 8E 1F 30 00
L size 7

Padding extra bytes with NOPs

Carcol | D

= O
L 2N aTa]

B Radare2
= Unix-like reverse engineering framework and commandline tools

B Pwnypack
m CTF toolkit with Shellcode generator Ropper: Rop gadget and binary information tool


https://www.keystone-engine.org/keypatch/

B GEF
= GDB plugin with enhanced features
B Usercorn
m Versatile kernel+system+userspace emulator
m  X64dbg
= An open-source x64/x32 debugger for windows
m  Liberation
m code injection library for iOS
H  Demovfuscator
= Deobfuscator for movfuscated binaries
n MR

m Fundamental frameworks for Reverse Engineering

[

Binary Assembly

S

v

Emulator

<



Capstone
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BERR

o INRTHHLZESRAKPFEAR (WindowsF &) -REE, REFNFES

o BT ZI— 5% MEE_giantbranchfJE+2-CSDNIEE pwnHliE @I X 31

o HBIREWMENITARARER UL BISLNE? - Z0F

o XU _HHIRAMRSHEHR - £2%, T=2HNFEAR

e /NXCOMPAT (Compatible with Data Execution Prevention) | Microsoft Docs

e Control Flow Guard - Win32 apps | Microsoft Docs

e safebuffers | Microsoft Docs

o AFRIPIEIRR T HE—BEBEREREREI/GSHLH - zhang293 - HER

o WindowsZEHHl---1%RIF: GSHLH_ESEREE-CSDNIEE _charshellcode

o SUIGSHIL R H KRR | Kumqu's Blog

o LI GSHEYRIFNTTIA | Introspelliam

o EXAREH (M) : EMBORHLEIFR ARSI - Hello! CytQ

e visual studio - safeseh gs on g++ - Stack Overflow

e SafeSEHFIF (DEP/ASLR disabled) - &+

e gdbinit/MachOView: MachOView fork

e KEYSTONE: Next Generation Assembler Framework

o fHE3UN dnSpy, ILHRIGHEEELR .NET F2F_walterlv - £3%-CSDN{E%E_dnspy

e dnSpy - — NET i2F¥ETLE]

o {EAdNSpyXY BiRiE 5 (EXEZIDLL)#1TRIRIFENFHIRIFIEIT - jack_Meng - HEE

o THIERE: FmIKAEFSZO0IyDbg - AF

e OllyDbg - Wikipedia

e Download OllyDbg 2.01

o CAFIMERRZ—: BEEWMBERAMROIYdbg 201651 H21 BEH

e OllyDbg Download (2020 Latest) for Windows 10, 8, 7

e OllyDbg{ERA A | MOrk's Blog

e Microsoft Visual C++ - £E B, BHMNEREH

e windows - How to disable buffer overflow checking in the Visual C++ Runtime? - Stack Overflow
e Intel® C++ Compiler 19.1 Developer Guide and Reference

e /GS (Buffer Security Check) | Microsoft Docs

e MSVC Compiler Options | Microsoft Docs

e GS buffer

e fstack-protector

e OllyDbg{EFA A | MOrk's Blog

o REAZHETIZIM

e strict_gs_check pragma | Microsoft Docs

o trailofbits/winchecksec: Checksec, but for Windows: static detection of security mitigations in executables
e c++ - How to check whether an EXE has /GS security protection on Windows? - Stack Overflow
e IMAGE_LOAD_CONFIG_DIRECTORY32 (winnt.h) - Win32 apps | Microsoft Docs

e GS cookie protection — effectiveness and limitations - Microsoft Security Response Center

e Security Features in MSVC | C++ Team Blog

e /SAFESEH (Image has Safe Exception Handlers) | Microsoft Docs

o MASM for x64 (ml64.exe) | Microsoft Docs

e On the effectiveness of DEP and ASLR - Microsoft Security Response Center

e exploit - How do ASLR and DEP work? - Information Security Stack Exchange

e DEP/ASLR R _iG4E_forevertingtingfy 185 -CSDNIEE

e windows - How to bypass DEP and ASLR at the same time? - Information Security Stack Exchange
e buffer overflow - How does SEH based exploit bypass DEP and ASLR? - Information Security Stack Exchange
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https://www.anquanke.com/post/id/168276
https://blog.csdn.net/u012763794/article/details/75806125
https://www.zhihu.com/question/263379702
https://www.anquanke.com/post/id/202806
https://docs.microsoft.com/en-us/cpp/build/reference/nxcompat-compatible-with-data-execution-prevention?view=vs-2019
https://docs.microsoft.com/en-us/windows/win32/secbp/control-flow-guard
https://docs.microsoft.com/en-us/cpp/cpp/safebuffers?view=vs-2019
https://www.cnblogs.com/zhang293/p/8909635.html
https://blog.csdn.net/m0_37809075/article/details/82973151
https://kumqu.github.io/2019-07-31/绕过GS的栈溢出攻击原理
https://introspelliam.github.io/2017/07/04/0day/绕过GS安全编译的方法/
http://imlzq.com/2018/08/11/stackoverflow_protection/
https://stackoverflow.com/questions/13276692/safeseh-gs-on-g
https://www.jianshu.com/p/a1b4c35da1f7
https://github.com/gdbinit/MachOView
https://www.blackhat.com/docs/us-16/materials/us-16-Quynh-Keystone-Engine-Next-Generation-Assembler-Framework.pdf
https://blog.csdn.net/WPwalter/article/details/80457131
https://paper.seebug.org/107/
https://www.cnblogs.com/mq0036/p/7875831.html
https://zhuanlan.zhihu.com/p/30015518
https://en.wikipedia.org/wiki/OllyDbg
https://www.softpedia.com/get/Programming/Debuggers-Decompilers-Dissasemblers/OllyDbg.shtml
https://www.52pojie.cn/thread-350397-1-1.html
https://www.filehorse.com/download-ollydbg/
https://kevien.github.io/2017/08/22/OllyDbg使用入门/
https://zh.wikipedia.org/wiki/Microsoft_Visual_C%2B%2B
https://stackoverflow.com/questions/1752998/how-to-disable-buffer-overflow-checking-in-the-visual-c-runtime
https://software.intel.com/content/www/us/en/develop/documentation/cpp-compiler-developer-guide-and-reference/top/compiler-reference/compiler-options/compiler-option-details/data-options/gs-1.html
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