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o #EIRA
» MBLEARNERRS
o M
» EIT
= Kali Linux | Penetration Testing and Ethical Hacking Linux
Distribution
s https://www.kali.org
o Hfth A ENKalifyZ#F
= Hopper Disassembler
= Hopper - Download
= https://www.hopperapp.com/download.html?
» L[ JHE(HKali LinuxBzipE4E &

Kalifpy TH

o KalifB9TR

o BT
= Penetration Testing Tools - Kali Linux
= https://tools.kali.org
= Kali Linux Tools Listing | Penetration Testing Tools
= https://tools.kali.org/tools-listing

RIERE S

¢ Kali Metapackages

o Kali Metapackages | Penetration Testing Tools
= https://tools.kali.org/kali-metapackages
» Metapackages BN A EMR, RIBECHAR, TREE
TR
» AIMRIEECHNEE, EHRMNIEHARNIAR
o H{3l

» 3ENE Penetration Test

A
K4

i


https://www.kali.org/
https://www.hopperapp.com/download.html?
https://tools.kali.org/
https://tools.kali.org/tools-listing
https://tools.kali.org/kali-metapackages

DoS
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B o

pene noaA v
KALI{TOOLS xages
Tools used for Offensive Security's courses
offsec-awae: Advanced Web Attacks and Exploitation
offsec-pw: BfiBtration Testing with Kali
« kaltlinux-core « mingwwed « passing-the-hash
« apache2 « nano « proxychains
« atftpd  nbtscan * pure-ftpd
. cowl « ncat « python
« cherrytree « ncrack + reconng
* crunch * net-tools * rinetd
* dnsenum * netcat-traditional * sbd
+ dnsrecon * network-manager-openvpn-gnome * snmp
+ dnsutils * nmap + snmpcheck
« edb-debugger + onesixtyone + sqimap
« enumdlinux « openjdk-11-jdk-headless  stunneld
« exploitdb « openssh-server  tepdump
 firefox-esr « openvas « theharvester
+ hash-identifier « openvpn * upxucl
« hydra . wget
 iptables + whois.
* john + windows-binaries
* medusa * wine
u : »_wireshark
» J4 Wireless
KALI| TOOLS Home Tools Listing Metapackages
Kali Menu
These entries are based around the Kali menu
kali-tools-information-gathering: Used for Open Source Intelligence (OSINT) & information gathering
kali-tools-vulnerability: Vulnerability assessments tools
Designed d b applcations attack
Kali-tools-database: Based around any database attacks
kali-tools-passwords: Helpful for password cracking attacks - Online & offline
kali-tools-wireless: All tools based around Wireless protocols - 802.11, Bluetooth, RFID & SDR
* kali-tools-802-11 * kali-tools-sdr * rfcat
* kali-tools-bluetooth ® killerbee .
* kali-tools-rfid ® sakis3g
« spectools
* wireshark
]
) .
B4
» [RIR Sniff
Kalitools-sacial : Aimed for techniques
kall l Aimed for doing social
* bdfproxy * hamster-sidejack * sniffioke
« bettercap * hexinject o sslsniff
« darkstat o isr-eviigrade o ssisplit
« dnschef « macchanger « ssistrip
 driftnet * mitmproxy o tepflow
o dsniff * netsniff-ng * tepreplay
« ettercap-graphical * nfspy * wifi-honey
* ferret-sidejack * rebind * wireshark
o fiked  responder  yersinia
Kali-tools-post-expl : post expl g
n kali-tools-forensics: Forensic tools - Live & Offline
s 3| \_t
o EHINE Fuzz
KALI| TOOLS Home Tools Listing Metapackages

Tools

These are tool listing based on the category and type
Kali-tools-gpu: Tools which benefit from having access to GPU hardware
kali-tools-hardware: Hardware hacking tools

Kali-tools-crypto-stego:

rools based around Cryptography & Steganography

Kali-tools-fuzzing: For fuzzing protocols
o af o sfuzz o wiiz
o sandsifter o spike

Kali-tools-802-11: 802.11 (Commonly known as 'Wi-F7)

Kali-tools-bluetooth: For targeting Bluetooth devices

kali-tools-rfid: Radio-Frequency IDentification tools

kali-tools-sdr: Software-Defined Radio tools

| | Kali-tools-voip: Voice over IP tools.

RIBFREE D

~

Q



o RIBRESDE
o Information Gathering

= ace-voip
= Amap
= APT2
= arp-scan
= Automater
= bing-ip2hosts
= braa
= CaseFile
= CDPSnarf
= cisco-torch
= copy-router-config
= DMitry
= dnmap
= dnsenum
= dnsmap
= DNSRecon
= dnstracer
= dnswalk
= DotDotPwn
= enum4linux
= enumlAX
= EyeWitness
= Faraday
= Fierce
= Firewalk
= fragroute
= fragrouter
= Ghost Phisher
= GolLismero
= goofile
= hping3
= ident-user-enum
= InSpy
= InTrace
= iSMTP
= |bd
= Maltego Teeth
= masscan
= Metagoofil
= Miranda
= nbtscan-unixwiz
= Nikto
= Nmap
= ntop
= OSRFramework
= pOf



= Parsero
= Recon-ng
= SET
= SMBMap
= smtp-user-enum
= snmp-check
= SPARTA
= sslcaudit
= SSlLsplit
= sslstrip
= SSlLyze
= Sublist3r
= THC-IPV6
= theHarvester
= TLSSLed
= twofi
= Unicornscan
= URLCrazy
= Wireshark
= WOL-E
= Xplico
o Vulnerability Analysis
= BBQSQL
= BED
= cisco-auditing-tool
= cisco-global-exploiter
= CiSco-0CS
= cisco-torch
= copy-router-config
= Doona
= DotDotPwn
= HexorBase
= jSQL Injection
= Lynis
= Nmap
= ohrwurm
= openvas
= Oscanner
= Powerfuzzer
= sfuzz
= SidGuesser
= SIPArmyKbnife
= sqglmap
= Sqlninja
= sqlsus
= THC-IPV6
= tnscmd10g
= unix-privesc-check



Yersinia

o Exploitation Tools

Armitage

Backdoor Factory
BeEF
cisco-auditing-tool
cisco-global-exploiter
cisco-ocs

cisco-torch

Commix

crackle

exploitdb
jboss-autopwn

Linux Exploit Suggester
Maltego Teeth
Metasploit Framework
MSFPC

RouterSploit

SET

ShellNoob

sqlmap

THC-IPV6

Yersinia

o Wireless Attacks

Airbase-ng
Aircrack-ng
Airdecap-ng and Airdecloak-ng
Aireplay-ng
airgraph-ng
Airmon-ng
Airodump-ng
airodump-ng-oui-update
Airolib-ng
Airserv-ng
Airtun-ng

Asleap
Besside-ng
Bluelog
BlueMaho
Bluepot
BlueRanger
Bluesnarfer

Bully

coWPALty
crackle
eapmdbpass
Easside-ng

Fern Wifi Cracker



= FreeRADIUS-WPE
= Ghost Phisher
= GISKismet
= Gagrx
= gr-scan
= hostapd-wpe
= jvstools
= kalibrate-rtl
= KillerBee
= Kismet
= makeivs-ng
= mdk3
= mfcuk
= mfoc
= mfterm
= Multimon-NG
= Packetforge-ng
= PixieWPS
= Pyrit
= Reaver
= redfang
= RTLSDR Scanner
= Spooftooph
= Tkiptun-ng
= Wesside-ng
= Wifi Honey
= wifiphisher
= Wifitap
= Wifite
= wpaclean
o Forensics Tools=E\iFf T &
= Binwalk
= bulk-extractor
= Capstone
= chntpw
= Cuckoo
= dc3dd
= ddrescue
= DFF
= diStorm3
= Dumpzilla
= extundelete
= Foremost
= Galleta
= Guymager
= iPhone Backup Analyzer
= pOf
= pdf-parser



pdfid
pdgmail
peepdf
RegRipper
Volatility
Xplico

o Web Applications

apache-users
Arachni
BBQSQL
BlindElephant
Burp Suite
CutyCapt
DAVTest
deblaze
DIRB
DirBuster
fimap
FunkLoad
Gobuster
Grabber
hURL
jboss-autopwn
joomscan
jSQL Injection
Maltego Teeth
Nikto
PadBuster
Paros
Parsero
plecost
Powerfuzzer
ProxyStrike
Recon-ng
Skipfish
sqlmap
Sqlninja
sqlsus
ua-tester
Uniscan
w3af
WebScarab
Webshag
WebSlayer
WebSploit
Wfuzz
WhatWeb
WPScan



= XSSer
= Zaproxy
o Stress Testing
= DHCPig
= FunklLoad
= jaxflood
= |nundator
= inviteflood
= ipv6-toolkit
= mdk3
= Reaver
= rtpflood
= SlowHTTPTest
= t50
= Termineter
= THC-IPV6
= THC-SSL-DOS
o Sniffing & Spoofing
= bettercap
= Burp Suite
= DNSChef
s fiked
= hamster-sidejack
= HexInject
= jaxflood
= inviteflood
= iSMTP
= jsr-evilgrade
= mitmproxy
= ohrwurm
= protos-sip
= rebind
= responder
= rtpbreak
= rtpinsertsound
= rtpmixsound
= sctpscan
= SIPArmyKbnife
= SIPp
= SIPVicious
= SniffJoke
= SSLsplit
= sslstrip
= THC-IPV6
= VolPHopper
= WebScarab
= Wifi Honey
= Wireshark



Xspy
Yersinia

zaproxy

o Password Attacks

BruteSpray
Burp Suite
CeWL

chntpw
cisco-auditing-tool
CmosPwd
creddump
crowbar

crunch
findmyhash
gpp-decrypt
hash-identifier
Hashcat
HexorBase
THC-Hydra
John the Ripper
Johnny

keimpx

Maltego Teeth
Maskprocessor
multiforcer
Ncrack
oclgausscrack
ophcrack

PACK

patator
phrasendrescher
polenum
RainbowCrack
rcracki-mt
RSMangler
SeclLists
SQLdict
Statsprocessor
THC-pptp-bruter
TrueCrack
WebScarab
wordlists
zaproxy

o Maintaining Access

CryptCat
Cymothoa
dbd
dns2tcp



= HTTPTunnel
= Intersect
= Nishang
= polenum
= PowerSploit
= pwnat
= RidEnum
= sbhd
= shellter
= U3-Pwn
= Webshells
= Weevely
= Winexe

o Hardware Hacking
= android-sdk
= apktool
= Arduino
= dex2jar
= Sakis3G
= smali

o Reverse Engineering
= apktool
= dex2jar
= diStorm3
= edb-debugger
= jad
= javasnoop
= JD-GUI
= OllyDbg
= smali
= Valgrind
= YARA

o Reporting Tools
= CaseFile
= cherrytree
= CutyCapt
= dos2unix
= Dradis
= MagicTree
= Metagoofil
= Nipper-ng
= pipal
= RDPY
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Mot TR

W&EDH = Network Analysis = NA

L]
o KABTIMNIIE
m  NTA = Network Traffic Analysis = R&REDHT
NTAS = Network Traffic Analysis System = MEZREDTERL

o IR mmenRs
o BN TUMREREDDITHIGE, TN D

Network Scan = W&

o TH

MBI R

MBS TR
MEREDT LR

" W
» FEMER
= WERENE
MEEGETE = WMKBEUESHTTE = NFAT = Network Forensic

n
Analysis Tool

o H{)

= NetworkMiner
8 ~= MEREDH = NBIRERT = REHINDHT
= H8IR
= 3

m  Wireshark
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Wireshark

e Wireshark
o —EIEHIR: RMITHMEMNMNDITLE, TERTMEHIBEE ST
o AR
» Wireshark@ —MRE NS IT LR, FRFEEBRADTNEE
&, HELEMIMUREEETFS, BEWindows, Linux, OS X,
Solaris, FreeBSD ] NetBSD, #+FilE X H &L INGE, &
T GUISTTY-mode I 5 #k3E

M Ethemet - o ped

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

aAmze BRe= 3= Qe an
W[ Aoply a display filter .. <Ctrl-/>- 3 -] expression... . +
No.  Time Source Destination Protocol Length Info ~
1 0.000060 Beckhoff 3d:69:13 Broadcast ARP 6@ Who has 192.168.8.17 Tell 192.168.8.2 L
2 ©.000045 Beckhoff_27:df:fa  Beckhoff_3d:69:13 ARP 42 192.168.0.1 is at 99:01:85:27:df:fa
3 0.000318 192.168.0.2 192.168.8.1 P 98 Echo (ping) request id=exd6e7, seq=8/@, ttl=64 (reply in 4)
4 0.008457 192.168.8.1 P 98 Echo (ping) reply  id=8xd667, seq=6/8, ttl=128 (request in
51.001583 192.168.0.2 P 98 Echo (ping) request id=exd6e7, seq=1/256, ttl=64 (reply in
61.001700 192.168.0.1 0P 95 Echo (ping) reply  id=exdse7, seq=1/256, ttl=128 (request
7 2.082720 192.168.8.2 TCHP 98 Echo (ping) request id=@xd607, seq=2/512, ttl=64 (reply in
£2.002838 192.168.8.1 TP 98 Echo (ping) reply  id=exdee7, seq=2/512, ttl=128 (request
9 4.769598 Beckhoff_27:df:fa _ 9:13  ARP 42 Who has 192.168.8.22 Tell 192.168.8.1
w 4.769837 Beckhoff_3d:69:13 Beckhoff_27:df:fa ARP 6@ 192.168.0.2 is at @0:01:05:3d:69:13
. 42.046334 192.168.8.1 192.168.8.255 BROM... 252 Domain/Workgroup Announcement WORKGROUP, NT Workstation, Dom v
< >

Frame 3: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
Ethernet II, Src: Beckhoff 3d:69:13 (9:1:05:3d:69:13), Dst: Beckhoff_27:df:fa (00:01:05:27:df:fa)
Internet Protocol Version 4, Src: 192.168.0.2, Dst: 192.168.8.1

Internet Control Message Protocol

2@ 21 @5 27 df fa ee el @5 3d 69 13 @3 @0 45 o@ T =
80 54 ca 57 @8 80 4@ @1 4e fe c@ a8 80 82 @ ad TW @ N

80 91 @3 @8 af b7 d6 @7 0@ 8@ S5c 9a 19 ff 80 82 - AN
b8 a2 88 89 @a Bb @c d @e of 10 11 12 13 14 15 - coe
1617 18 19 la 1b 1c 1d le 1f 20 21 22 23 24 25 o+ ++ sy
o 2627 28 20 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &'()*+,- ./012335

n © 7 wireshark_11CAD863-9F97-492C-B6D9-CO7CCO650E0S_20190326 122433 203604pcapng || Packets: 12 * Displayed: 12 (100.0%) - Dropped: 0 (0.0%) | Profile: Default

test.pcap - Wireshark

File Edit Wew Go Capture Analyze Statistics Help

SWeeM oE x%aBesoF 2 EE .

(5] Eier | v b Epression... Yllesr o foply
‘ND. .| Time Source Destination Protocol | Info e
- -
4 1.025658 192,168, i gmp.meast. net IGHP W3 Wembership Eeport 8

.048R52 .255.250 Source port: 3193 Destination po

Source port: 1900 Destination po
Registration NB NE100E1D<00>

.055053

> http [SYH]
TCP http » 3196 [SYN, 0 Ack=
TCP 3196 » http [ACK] 1 Win
TCP 3196 » http [PSH, ACK] Seq=1 Ack=
TCP http > 3196 [ACK] Seq=1 Ack=256 W

Tdertitication: Ox1847 (8215)
Flags: Ox00

Fragment offset: O

Time to live: 128

Protocol: UDP (Ox11)

=

Header checksum: Dxal08 [correct]
Source: 192.168.0.2 (192.168.0.2) N
Destination: 192.168.0.1 (192.168.0.1) v
000 00 09 5B 2d 75 9a 00 Ob &d 20 cd 02 08 00 45 40 T E ~
D010 Q0 49 18 47 00 00 80 11 al 09 cO a8 00 02 cO a8 e =
D020 00 01 Ob d2 0O 35 00 35 46 69 00 21 01 00 00 01 5.5 Fiulo...
O30 00 Q0 Q0 00 00 00 09 70 72 &f 78 79 63 6f 6e 66  .......p roxyconf
O30 Q5 77 77 30 30 34 D7 73 69 65 Gd 65 Ge 73 03 Be  .wQ0d.s iemens.n =
pOS0 65 74 00 00 01 00 01 et..... v
- \[File: D fest peap” 14 KB 00:00:02 [Priz00: tz0m: 0
M taffic-for-wireshark-column-setup.pcap - o X
Display filter file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm:® RE ] e T h QQaQnE
[T Apply 2 display fitter N 3 -] expression..  +
No. Time Source Destination Protocol  Length Info A
Column - 10.600006 192.168.10.195 192.168.10.1  DNS 80 Standard query 0xdf27 A colle
) o 2 0.070762 192.168.10.1  192.168.10.195 DNS 169 standard query response exdf2,
display 30.112672 192.168.10.195 192.9.79.32 Tcp 66 49714 » 30 [SYN] Seq=0 Win=65——
40172103 192 8 79 19> 167 10 195 TrD SR 20 4 40714 TSVM ACk] Gansa A “‘
< >

Frame 1: 80 bytes on wire (640 bits), 80 bytes captured (640 bits)
Frame Ethernet II, Src: HewlettP_lc:47:ae (0:08:02:1¢:47:ae), Dst: Netgear_b6:93:f1 (20:
detailg = | Internet Protocol Version 4, Src: 192.168.10.15, Dst: 192.168.10.1

User Datagram Protocol, Src Port: 62066, Dst Port: 53
Domain Name System (query)

2000 20 e5 2a b6 93 f1 @0 @8 2 1c 47 ae 0% 00 45 00 * G E
910 @@ 42 77 31 0@ 0@ 88 11 2d 65 c@ 28 @a €3 €@ a8 Bul o
Hexadecimal 0a 01 f2 36 00 35 00 2e ae 31 df 27 o1 00 00 61 65 1"
N =P | coio 00 00 00 06 00 00 07 63 6F 6C 6C 65 67 65 08 75 ¢ ollege-u
view 40 73 61 74 6f 64 61 79 03 63 6f 6d @@ 00 01 @9 @1  satoday: com
O 7 wraffie-for-wireshark-column-setup peap Packets: 4448 * Displayed: 4448 (100.0%) || Profile: Default



M traffic-for-wireshark-column-setup.pcap - o X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 m ® REBRexx=F I EQ_aaE
[. | ‘ssl.handshake.type == pz '] Expression... 4+
Time Destination Destination Port Host Info ~
‘ 2018-08-03 19:06:20 192.0.78.19%9 443 Client Hello
i 2018-08-03 19:06:20 192.0.78.19 443 Client Helle
! so12.62.02 10-06:90 107 a 77 22 An2 Fliont Ualla v
< >

Frame 104: 264 bytes on wire (2112 bits), 264 bytes captured (2112 bits) ~

Ethernet II, Src: HewlettP_1c:47:ae (00:08:02:1c:47:ae), Dst: Netgear_b6:93:f1 (20:e5::
Internet Protocol Version 4, Src: 192.168.10.195, Dst: 192.0.78.19
Transmission Control Protocol, Src Port: 49716, Dst Port: 443, Seq: 1, Ack: 1, Len: 21¢
v Secure Sockets Layer

v TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x@303)

Length: 205

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

| anath: 201

< >
Expand Subtrees Shift+Right
Collapse Subtrees Shift+Left
Expand All Ctrl+Right
Collapse All Ctrl+Left I
‘!ralhcrfor—wireshark—co\umn—semp pcap oflapse e
File Edit View Go Capture Analyze Statistics Apply as Column Ctrl+Shift+1
A m ® RB AR EZF & applyasilter +
[W]ssl type == 1 Prepare a Filter ' F
Time Destination Destinatic  Conversation Filter i (]
| 2018-08-03 19:06:20 192.0.78.19 443 Colorize with Filter D ‘
| 2018-08-83 19:06:20 192.0.78.19 443 Falller ,
| sa1a.a0.03 16-06-90 107 @ 77 20 aaa P
s Copy v L
Compression Methods Length: 1 Show Packet Bytes... Ctrl+Shift+0
Compression Methods (1 method) Export Packet Bytes... Ctrl+Shift+X
Extensions Length: 122
v Extension: server_name (len=26) Wiki Protocol Page
Type: server_name (@) Filter Field Reference
Length: 26 Protacol Preferences L
v server Name Indication extension
Server Name list length: 24 Decode As..
Server Name Type: host_name (€ Go to Linked Packet
Server Name length: 21 Show Linked Packet in New Window

Server Name: r-login.wordpress.com
Evtancinn: ctatic nammact flan-g)

< >

o INEEYTR

Deep inspection of hundreds of protocols, with more being added all
the time

Live capture and offline analysis

Standard three-pane packet browser

Multi-platform: Runs on Windows, Linux, macOS, Solaris, FreeBSD,
NetBSD, and many others

Captured network data can be browsed via a GUI, or via the TTY-
mode TShark utility

The most powerful display filters in the industry

Rich VolIP analysis

Read/write many different capture file formats: tcpdump (libpcap),
Pcap NG, Catapult DCT2000, Cisco Secure IDS iplog, Microsoft
Network Monitor, Network General Sniffer® (compressed and
uncompressed), Sniffer® Pro, and NetXray®, Network Instruments
Observer, NetScreen snoop, Novell LANalyzer, RADCOM WAN/LAN
Analyzer, Shomiti/Finisar Surveyor, Tektronix K12xx, Visual
Networks Visual UpTime, WildPackets
EtherPeek/TokenPeek/AiroPeek, and many others

Capture files compressed with gzip can be decompressed on the fly
Live data can be read from Ethernet, IEEE 802.11, PPP/HDLC,
ATM, Bluetooth, USB, Token Ring, Frame Relay, FDDI, and others



(depending on your platform)

= Decryption support for many protocols, including IPsec, ISAKMP,
Kerberos, SNMPv3, SSL/TLS, WEP, and WPA/WPA2

= Coloring rules can be applied to the packet list for quick, intuitive
analysis

= Output can be exported to XML, PostScript®, CSV, or plain text

o
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Capsa Free

e C(Capsa Free = Capsa Free Network Analyzer

o Wik

» WEDHIE, BTRE.

HIEHERRF 547, kB ColasoftiiCapsa
Freef2{it 7 iRBUFN M IE#BT 300F AN BN AYEE S . BB ATIAIC M
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Mame ® Eachetuis Local &rea Connection

Wl Locsl Asea Connectisn 192368812 2 Packet Filter )

7] Local Aea Connection 2 0
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Zenoss Core

e Zenoss Core = Zenoss Community Edition
o Bfta: —TMBEEES
w BT zope HINFIARSS 23
» BT WebTTHEIRERS
o A
» —PNERINEZNRAREEFES, Zenoss Core BEZR M, &L,
=, AGNNEZIEREENRIZEES ., BEHRIEREBEISNMP,
SSH, WMI, JMXFSyslog, ZF&IRHT RIENRIZEBENEHE
B, b, mTEHNELFMTEMZEM, S8FVMware ESX, 121#
B EINEE

| Zenoss NFRASTRUCTURE | FEPORTS  ADWANGED
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NetworkMiner

e NetworkMiner
o —HIEHR: — MHRNMEENED T TR

o Logo

o A
» BEY, NMXBESTNERE. RELTE/2E]Netresec H
NetworkMiner2 —E FWindowsBIMEEUES T TE, &ITARK
EEXRNEFNENMNETE, MIERE. EEBINEEZFETPCAP
X, AEBRAFENRMERENNOS, EME, URAKIKO. Lt
TREAEXH. IEBNELAEH, MEFTERIIMIRE
o IhEE
» fE%online
» AR
s WEEULED = Network Forensic Analysis
s HWENHINEIRIR= passive network sniff
s #ME= packet capturing
« BT
= {FZ&Zioperating systems
» Sifsessions
» F#lBhostnames
» FFHRFCopen ports
» BZoffline
» AT AP XX
» ATERERSCERERIENSUEIINESD

o



& NetworkMiner 2.0 — m} x

Eile Tools Help

— Select a network adapter in the list — ~| [ Stat | | @ Stop
Keywords  Anomalies Case Panel
Hosts (129) Fies (131} Images (33) Messages Credentials (2) Sessions (113) DNS (271) Parameters (1195) Flenizme: | MD5S
Fier keyword: | | [ Case sensiive | ExactPhrase | | Clear | | Apply snottlog... A301c2
D. port Protocol Filename Extension Size Detais =
TCP 53130 TisCertificate nrdata net cer cer 12038 TLS Cerificate: C
TCP 53130 TsCertificate GeoTrust SSLCA-G2.cer cer 11178 TLS Certificate: C
TCP 53130 TsCertificate GeoTrust Global CA.cer cer 897B  TLS Certficate: C
TCP 53138 HitpGetNomal  index html[2).ocspresponse ocspesponse 14858 gb.symecd.com/
TCP 53139 HttpGetChunked  index html html 86958 B  www meetup con
TCP 53142  HttpGetNomal almond min js javascript javascript 27388 static2mestupsta
TCP 53140 HtpGethomal  mestup_jquery_uicss css 67258 static2mestupsta
TCP 53144 HtpGetNomal  client min js javascript javascript 36928 static2mestupsta
TCP 53145 HitpGetNomal  info\Widget min js javascript javascript 206398 static2 mestupsta
TCP 53151 HitpGetNomal  groupMetadata min js javascript javascript 24098 staticlmestupsta
TCP 53145 HitpGetNomal  mittwoButtonCTAtestimonial css css 445 B staticl.mestupsta
TCP 53147 HitpGetNomal  print.css css 21718 staticl.meetupsta
TCP 53141 HitpGetNomal  meetup-modem.css css 2239718 staticZmeetupsta
TCP 53135 HitpGetNomal  indesx html ED1A30CT css css 55828 wwwmeetup.com
TCP 53146  HttpGetNomal whitney.css css 834558 staticl.meetupsta
TCP 53150 HttpGethlomal  ghome min js javascript javascrpt 1023788 static] meetupsta
TCP 53148 HtpGetNomal  chapterbase css css 1651018 static] mestupsta
TCP 53143 HttpGetNomal  Mestup.Base jqusry min js javascipt  javaseript 4143558  static? mestupsta
TCP 53152 HitpGetNomal  thumb_156167702jpeq ipea 26118 photosImestupsi
TCP 53156 HitpGetNomal  thumb_151639612jpeq PNG PNG 25718 photos3meetupsi ,
& i Reload Case Files

m | Live Sniffing Buffer Usage:

@ NetworkMiner 2.0 — m} x

File Tools Help

— Select a network adapter in the list — ~| [ B Siat | | @ Stop
Keywords  Anomalies Case Panel
Hosts (129) Files (131) Images (33) Messages Credentials (2) Sessions (113) DNS (271) Parameters (1139) Fiename ~ MD5
B f I " snotlog.... 2f301c2.
-
-

=

r
thumb_156167702... thumb_151699612... thumb_242404904... thumb_S8585772j... ajax_loader_trans gif
5

50:76. 2611 B 827, 25718 7x80,18533B 88, 22378 3x32,18198B

v w's'wly “H )

#e pots yet LG

noPhoto_50.gf  thumb_228311932... star_500png logo-2x.png comer_peel png
80x80, 2626 B 6213,505B 136x30, 1134

5050, 1542 B B 123123 23618

oy

=

iab120¢30_234789... thumb_207021142... thumb_244040258... thumb_233304122... thumb_436346612...
12078, 4 067 B 80x80, 4280, 4383 B B8x37.57278 8076, 6138 B
o —
P
(B3
W IDE
g it
global_409889372 jp blank gif thumb_59141862)... global_435074670... thumb_144379342..
&g 11, 438 BBED, 2103E  180x173,194768 4242 41868 v Reload Case Files

m | Live Sniffing Buffer Usage:

P

=loix|

File  Tools  Help

|- Select a netwark adapter i e fist = [h st |  Stop |

Hosts (110) | Frames (10%s)| Files (5461] Images (324)] Credentials (107)| DNS (227)] Paramete 4 | *E::e Panel E
| Fiename | MDS
Soat Hosts Or: ; IP &ddress [ascending) j Soit and Refresh | suspect.... 712169,

=) s} 192.168.151.130 [goldfinger] (Linu) ;l
IP: 192168.151.130
o MALC: 000C28C22F0C [VMmveare, Inc.)

MUK
Saton DHCP: Linus - Linux 26 (100,00 %]
Satoni TCP; Linws - Linuw 2.6 (100,00 %)
TTL: B4 [distance: 0]
- Dpen TCP Ports:
[#-&» Senl 4825 packels (691 852 Byles), 0,00 % cleatext (0 of 0 Bytes)
[#-42 Received 5302 packets (4 108079 Bytes), 0,00 % cleatest [0 of 0 Bytes) J
- Incoming sessions: 0
B 43 Dutgoing sessions: 200
=2 Host Detals
[uenied DMS names : travelociy.com travelocity com. bocaldomain i ravelon com. e
‘wieb Browszer Userdgent 1 : Mozilla/5.0 [11: U Linu i628; encUIS) Gecko/20071
\web Browser Userdgent 2 Mozilas5.0 (+11; U; Linux i686; en-US; 18012 G ool 1 L{
‘web Browser Userdgent 3: Ekiga x

1 2 Relosd Case Fies |

=4 0S

Live Sriffing Buffer Usage: |
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The Dude

e The Dude
B4 NEMKiEZEnetwork monitor

o

o

IR E TR M EHIRER

» TEZAMBEHEANNNEXRE, AtE, HEZRIERRE

fER: ReKithiz
i
» TEIEE

b

FRAEMIFHEIRE . The DudesEiSin

~hl S E,

TISRNRS B[ HERS I E QEIT BehEE, 8EBEITHE
Windows, Linux Wine, DarwinefIMacOS, HXiHEZHISNMP,
ICMP, DNS #1 TCP ¥5#%

ot
BE

Oed_0oo_o

OO 200e 0
§

EEF

zz0zz0000

EliF

L
g

9TEE

i

1090115

(i&&) ,

B EAMAEIRE
&St B E

BIFIRERS
RS FERE

MY AT AR 2

(it 2.98 kbps /tx 445 bps

ERTINERE (R

&)

10.9.0 wza

. //\
TS

Server. o 557 bps /tx 265 kops

LIOTSFOTAGONTROLLERS ~> WWW |
nmEs|
Layer: [inks ] zoom: [100%

115 395
miT

iz




DoS

hd INEE
[#=][=]e][@] [B[c2][ % [ soteoe | | oscover | ~Toue | o iz =] 2 1007 =
A T T T Ll
ES T3¢ 83 o vooon 2
o -
82008575 .= i £
= o O a wn k=]
T @ =
>
T o o 2
8- g o -
] = E
= @
=
Demo (5660) -35 - : 4 . -
Rc: 11,3 kbps (54 Mops) o ﬁiﬂ:gﬁ,ﬁhus, - wireless link with traffic data
Te: 33.9 kbps (54 Mbps) Tx: 2.34 Mbps (54 Mbps)
Demo2 (S680) -57 "m— .
Re: 64 bps (5 Mbps) .
Ts: 64 bps (54 Mbps) - device
R 0 bp Re: 2,02 Mops
192.168.212.0/24 E ps\ 'r,/_ss.s foes 192.168.222.0/24
192.168.213.0/24 M 192.168.223.0/24 - network
- link
aZLEE 212028 192.168.233.0/24
n Client: r 1.17 kbps / tx 268 bps |Server: rc 2 81 kbps /tc 129 kbps
@ 10.5.104.0/24 - Network Map m} 4
General ‘Pu\llng Outages | Appearance | Background Export O
Name: |[NERIENFE] Cancel
Defaut Zoom: | 100% =] ety
Status: |partislly down
oo (@ Partisly Down - 1
evices
@ ve- it
¥ Report Scan Status
(][ =]z (@] [~][5]
| Network [Progress 7 [Mexts... |
< 152.168.38.0/24 20 00:59:32
Auto Scan
s |
@ 105104.0/24- N P [m] X
Genersl Poling Outages |Appearanne Background  Export
Remove Resolved Status: [al =] Device: [al | Service: [al
[Status [ Time |Duration | Device [service |
»  active Dec/16 12:49:17 2d 04:39:25 gatewaylan dns
P active Dec/1612:49:17 2d 04:39.25  gatewaylan radius
P active Dec/1612:49:16 2d 04:33:26  gatewaylan router
F  active Dec/16 12:49:16 2d 04:39:26 gatewaylan mikrotik
P active Dec/1612:49:16 2d 04:39.26 gatewaylan switch
P active Dec/16 12:49:07 2d 04:33:35 gatewaylan disk
F  active Dec/16 12:49:07 2d 04:39:35 gatewaylan cpu
resolved Dec/16 15:06:42 00:00:16 crs212Jan ssh
resolved Dec/16 15:06:42 00:00:16 crs212lan hitp
resolved Dec/16 15:06:42 00:00:17 crs212lan fip
resolved Dec/16 15:06:41 00:00:17 crs212lan ping
resolved Dec/16 15:03:57 00:00:32 crs212lan fip
resolved Dec/16 15:03:57 00:00:32 crs212]an hitp
resolved Dec/16 15:03:57 00:00: crs212lan ssh
resolved Dec/16 15:03:56 crs212lan ping
resolved Dec/02 11:22:46 crs226lan hitp
resolved Dec/02 11:22:46 crs226lan ssh
resolved Dec/02 11:22:46 crs226Jan ping
resolved Dec/02 11:22:46 crs226lan fip
resolved Dec/0211:22:34 nine lan http
resolved Dec/0211:22:34 nine an ping
resolved Dec/0211:22:34 ppclan dns
resolved Dec/0211:22:34 nine lan telnet
resolved Dec/0211:22:34 nine lan ssh
had Nae M2 11-72-24 I s hd
|
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Angry IP Scanner

e Angry IP Scanner

o HIFR: ipscan

o Bfta: —MHRNEBETFAENNETETIR

o IRITRE: BER, ZH

o 1R

» TMRERIPHETR, EAZSSERERARELDE, SREBRE

FEICSV, TXT, XML 5 IP-Port FIR e, BT Javal) RIFELR,
H RS EIIEGY REIMS SUREINGE

» Windows
= Windows 10

€5 1P Range - Angry IP Scanner — O X
Scan Go to Commands Favorites Tools Help
P Range: | 195.80.116.0 |to[19580.116255 | IPRange v| %*

Hostname: | e-estoniacom | IP1 |/24 v
13 Ping Hostname Ports [3+] Web detect ~
0 195.80.116.226 [n/a] [n/s] [n/s] [n/s]
9195480.1 16.227 9ms [n/a] 80,443 Resin/4.0.37
©195.80.116.228 10 ms [n/a] 80,443 [n/a]
©195.80.116.229 9ms [n/a] 80,443 Apache
0195480.1 16.230 13 ms mx3.rmk.ee [n/a] [n/a]
0195480.1 16.231 10 ms mx4.rmk.ee [n/a] [n/a]
@ 195.80.116.232 [n/a] [n/s] [n/s] [n/s]
@ 195.80.116.233 [n/al [n/s] n/s] [n/s]
@ 195.80.116.234 [n/a] [n/s] [n/s] [n/s]
©19580.116.235 9ms [n/a] 80,443 [n/a]
O 195.80.116.236 [n/a] [n/s] [n/s] [n/s)

10520114227 Tn /21 T fe1 Insel T fe1 e
Ready Display: All Threads: 0

» Windows 7/Vista

3 TP Range - Angry IP Scanner

File Goto Commands Favorites Tools Help

IP Range: 66.243.93.1 to 66.249.93.255 IPRange v &
Hostname:  in-f104.google.com Netmask - ﬁ

P Ping Hostname Ports [4+] o
G66‘249.93.?3 38 ms 246 ug-in-f73.google.com [n/a]
S0ms . 245 ug-in-f74.googie.com  [n/a]
43ms 246 ug-in-f75.google.com  [n/a]
© 662409376 43ms A5 ug-in-fi6.google.com  [n/a]
966‘249.93.?7 36 ms 245 ug-in-f77.google.com 443
©)66.21093.78 S2ms 246 ug-in-f8.google.com 80,443
©)66.249.93.79 ms 246 ug-in-ff9.google.com 80,443
@ 662409380 [n/a] [n/=] [n/s] [n/s]
966‘249.93.81 44 ms 245 ug-in-fél.google.com 80,443
©)66.24093.82 d6ms 245 ug-in-f82.google.com 80,443
©)66.24093.83 S0ms 246 ug-in-f83.google.com 80,443
©)66.240.93.84 Ams M6 ug-in-fid.google.com 80,443
966‘249.93.85 43 ms 245 ug-in-fé3.google.com 80,443
@ 662409386 [n/a] [n/s] [nfs] [n/s] Y
Ready Display: All [Threads: 0 |

= Windows XP



DoS

£1p Range - Angry IP Scanner.

File Goto Commands Favorites Todls Help
1P Range: | 66.243.93.32 | o | 66 24393, 200 | [PRange v 3%
Hostname: | ug-in-f9.google.com ‘Netmask v‘ Q Start ﬂ
P Fing Hostname Parts [2+] Web detect o]
©c6.249,93.82 1Z3ms ug-in-fe2.gongle.com 80,443
©re.290.93.53 133 ms ug-in-fe3.goagle.com 80,943
666.249‘93‘84 ug-in-Fg4,google.com 80,443
243,93, [nis]
@ 66.249.93.87 [nis]
©se.240.03.58 ug-in-F&s.goagle.com 40,443
©ce.249.90.88 [njs] [nfs]
@ 66.2499,03,90 [nfs] [nfs]
666.249‘93‘91 ug-in-F31.google.com 80,443
@ 66.249,93,92 [nfs] [nfs]
©66.242.93.93 [nfs] [nfs]
@66.249,93,94 [nfs] [nfs]
@66.240,03,05 [nfs] [nfs] =
.66.249‘93‘96 ug-in-Fa6,goagle.cam [ra]
©se.210.95.97 2053ms  ug-inf97.google.com [nfa] v
Ready Display: &l [Threads: 0 [ )
]
= Ubuntu
X IP Range - Angry IP Scanner
IP Range: 195.80.116.186 to 195.80.116.186 IPRange : {*
Hostname: e-estonia.com IPT Netmask . D>Start | ==
IP Ping Hostname Ports [4+] Web detect
@195.80.116.170 |18 ms [n/al [n/a] [n/a]
@ 195.80.116.171 16 ms [n/a] 443 [n/a]
@ 195.80.116.172 38ms [n/a] 80 Apache/2.2.16 (Debian)
©195.80.116.173 |36 ms [n/a] 443 [n/a]
© 195.80.116.174 19 ms [n/a] 80 [n/a]
@ 195.80.116.175  22ms [n/a] [n/a] [n/a]
@195.80.116.176  [n/a] [n/s] [n/s] [n/s]
@195.80.116.177  [n/a] [n/s] [n/s] [n/s]
@195.80.116.178  [n/a] [n/s] [n/s] [n/s]
©195.80.116.179 688 ms | [n/a] 80,443,8080 Apache/2.2.22 (Debian)
© 195.80.116.180 358ms |[n/a] 80 Apache/2.2.16 (Debian)
@ 195.80.116.181 22ms [n/a] 80,443 Apache
© 195.80.116.182 18 ms [n/a] 80 Apache/2.2.16 (Debian)
©195.80.116.183 |17 ms [n/a] 443 [n/a]
lists.eas.ee

73

© 195.80.116.185 20 ms ‘[n/a] 1443 ‘[n/a]
©195.80.116.186 |16 ms  |[n/a] 180,443 \[n/a]
Ready Display: All Threads: 0

n

= Older Mac OS X
ene IP Range - Angry IP Scanner
IPRange: 172.28.43.1 to 172.28.43.255 “ip Range 5‘ x

Hostname: nbee038141.local Netmask I:J & =
P Ping Hostname Ports [15+) Web detect -
@ 172.28.43.206  |[nfal  |[n/s] In/s) |in/s] (F
@ 172.28.43.207  |[njal [n/s] [n/s) [n/s]
@ 172.28.43.208  |[nja]  [n/s) [n/s) [n/s) |
@ 172.28.43.209 |[n/a) [n/s] [n/s) [n/s]
© 1722843210 |oms  |[nja) 121,80 | CANON HTTP Server Ver2.2|
© 1722843211 |0ms  |[n/a) 21,80 CANON HTTP Server Ver2.2
© 1722843212 |oms  |[nja) 121,23,80,443 [n/a)
@ 1722843213 |[nja) [n/s] [n/s) [n/s]
@ 172.28.43.223  |nfa]  |[n/s) [n/s) |tn/s) |
@ 172.28.43.224  |[njal  |[nfs] [n/s) [n/s] 0
@ 17228.43.225  |[njal  |[n/s) s |inys) |
. 172.28.43.226 0 ms peee033219.inthan [n/a)] [n/a) 1
@ 172.28.43.227  |[jal (3] [[n/s) |tn/s) |+
Ready Display: All Threads: 0 Y

n T —

= Older Linux
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File Goto

IP Range - Angry IP Scanner

Commands Favorites Tools Help

IP Range:  66.249.93.0 to 66.249.93.255
Hostname: g-in-f147.google.com Q IP MNetmask -
P Ping Hostname
e 66.249.93.104 768 ms ug-in-fl104.google.com
. 66.249.93.105 [n/a] [nfs]

. 66.249.93.106 [n/a] [n/s]
a 66.249.93.107 8lms ug-in-fl07.google.com
@ 56.249.93.108 [n/a] [n/s]
. 66.249.93.109 58 ms ug-in-fl09.google.com
. 66.249.93.110 [n/a] [nfs]

@ 56.249.93111 66 ms
© 66.249.93.112 98 ms
@ 56.249.93.113 [n/a] [n/s]
"5 66.249.93.114
@) 56.249.93.115

ug-in-f111.google.com

ug-in-f112.google.com

111 ms [nfa]
@\ cc 2an 03 11E Tmtal ot

Ready Display: All

IPRange | v
7 = start

Ports [5+]

80.443
[nis]
[nfs]
80,443
[nis]
[nfa]
[nis]
[nia]
80,443
[nis]

80,443
ntnl

Threads: 0

x
=

Web detect

gws
[nfs]
[n/s]
gws

[n/s]
[nfa]
[nfs]
[nfa]
gws

[nfs]

Frtal
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Nimbus Threat Monitor

e Nimbus Threat Monitor
o |H¥R: TC console
o M
= Nimbus Threat Monitor - Team Cymru
o MR
o T ERAHHTMETIMN. BIERFMZEHRLE] Team
Cymruigfit, TC ConcoleiRfEMEESITHINALIE, MUEMEE
BEUE, XXX ZARKENEIRX T ERTANEGITENE. 121
BER%KE, BRABRESTeam CymruliEEDZ=ENEEENHER
RS
o

=« |H: TC Console

34 FFEEaRsole

L1
Tt Siaws; High 0od. Feeds: New GAC found (categor: dosrepon)
LS Fee0s TRAFFIC HISTORY INGIDENT COLLABORATION SETTINGS CONTAGTUS _HELP

g

o



https://team-cymru.com/community-services/nimbus-threat-monitor/
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REBEEITR

« TH
o CxEnterprise
m = Checkmarx CxEnterprise
o Armorize CodeSecue
o Fortify
m = Fortify SCA
o RIPS
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Checkmarx CxEnterprise

e Checkmarx CxEnterprise

crifan.com, {EAE24.0EFR(CC BY 4.0)1¥&%R all right reserved, powered by
GitbookEx[EE#7: 2021-06-03 20:31:02


https://creativecommons.org/licenses/by/4.0/deed.zh

Armorize CodeSecue

e Armorize CodeSecue
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Fortify

e Fortify
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RIPS

e RIPS
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B
BLEe, SPRE—EIER, LEENRE. MESFHEXNITESR,
ZTFIEBRIERLENIR:

« TEINE
o KIET AETWAEN S . RENEREMmMELAALE, B
BXHAMERTES
C-317]
o [ 28 BEMIAIE, b0 ccxe . cona F cone
 fTAIAIE
o FEREEIET LRI D SRR AT EN S EFREAMENE B
U317
o TS EFEERARSIAEDS = 15C BIIAIE cIssp
» BUR(HNA9)IAIE
» BBFESAITSRIREIAE
n 25
» FEBAE (M +EEszemsss ) BIALE cisp

LR EZD R BIRVIES

o 2K
o M&ILH M =i
o R
« BEfTWAZIATTNERERZREIMEEESR cisp #l cissp
» ERSMINEZLEARINE
» ERGEMNEIMAERE
F: CISSP . GIAC . Security+ . CISA/ CIsM &
» XEESMINERENEIKTERS, EERHEEEREK
Mg, ERAEMERER (FNERARS. Z3XFi
MBI, TERNZNMHEZERE) , EERNNERER
« EALRERIAMEREE: ISP . cSrRP . cIsaw &
» [BEREEAMELZEMLARESHRREENENHES
i, ERRINEREES#—TERITK
« EF
w3 (REEX) I = KRR HE = BERRFEXXIAEN
MEER
» FERINE = BEURSEM
« MEHRE (RHMERALR)
o HfthtEx

o HMEXTUEN—LLEIES, EMBEEES
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TEUP
E A

CISpP

e (ISP = Certified Information Security Professional = IHEELE2EWAR

o —H)iEHIA: CISP, KHEIEEZENTHOLHEZR AlE EBERR
EOEE—RARFRIMEEAMBER, RERNEEZEAARRN
EEIAR

o ¥&F: 2004%F

o IEHEE: BURHA)IAIE

o RIENA: AEEEZEMITHL

» ISP R dEESR2MFHL SEFEERIAME
o IEPBKMHAHE

SEMHE SRS T2
GERTIFIED INFORMATION
SECURITY ENGINEER

AR 2R

ERWAGHES

CER:
Do,

FEERRSAUFHRL

o ZEER: FEIFER

o TEVERE: Aok ok

o ENEE: EREBW. BUF. EL. 8+2TERRETERNERNRMH

ERRERSNRZEATIMILAZR

EENR: EFEME,U\?@TEL ERREEWRSMA. EEREN
WAL, BETA. HEEBAR. BAE. KERRURES AR
MRESRFRIR. 1 ﬁ*’&?F‘*DAIEIf’EE’HnMZ'Ei\?lLAmFﬁﬁﬁVi
AEWEAMER



o EM:
2 1280070/ A
» 1EIE: 88007T/A
o IRFELH

CISP iRiZZHE

EE==REE
g—Fx

MBEREnE

FREzER
g8—x

RIESpr=2siis
=22 TESEE

i

EE=E1FHE

EE=EIERA
EJUES
IESMSEEREE

irEHiE=E
£h*x

TENE

o BRI IEE A M
» RIEFEEEREMITFFRL (KTEECISPAG M
BT ANBNEER[2017]262) XHERBE20174E
7B 1S FACISP/CISMEHIEA FIG HIEE RANA R IEM
SN 2 RIEP AR . ESWEN. IERRIE. IEH
HiE. REYEFOL—EE
» EZRXE: 40007T/A
« BIEFRANE TR
» MR REZRE RS, BEMEIR500E X FE
w FRHEREA-IRES-FE
» ERRINEE—TEREE, MBIFHRBNES
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